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This document uses the following typographic conventions to help you locate and identify
information:

Typographic Conventions

ltalic text |dentifies new terms, emphasis, book titles and text to enter on the keyboard
Bold text Identifies button names and other items that you can click or touch in the graphical user
interface or press on a computer keyboard

Note: Extrainformation about a topic that is good to know but not essential to the process.
Tip: A useful hint for proper use of the product or software.

IMPORTANT: Significant information that warrants more than ordinary consideration but not
essential to system security.

CAUTION: Draws your attention to actions that could compromise the security of your system or
result in the loss of data.

Property of ADT LLC. Information accurate as of published date and is provided “as is” without warranty of any
kind.

©2015 ADT. All rights reserved. ADT, the ADT logo, 800 ADT.ASAP and the product/service names listed are
marks and/or registered marks of ADT. Unauthorized use is strictly prohibited. Third party marks are the property
of their respective owners.

Portions of the software provided with this product may be subject to one third party licenses, including licenses
for the use of "open source" software. Details can be found in the file LICENSE_README.TXT on the installation
CD.
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Preface

FCC Compliance Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause
undesired operation.

Important Safeguards and Warnings

Electrical Safety

All installation and operation here should conform to your local electrical safety codes. The product
must be grounded to reduce the risk of electric shock. ADT assumes no liability or responsibility for all
the fires or electrical shock caused by improper handling or installation.

Transportation security
Heavy stress, violent vibration or water splash are not allowed during transportation, storage and
installation.

Installation
e Keep upright
e Handle with care
e Do not apply power to the NVR before completing the installation
e Do not place objects on top of the NVR

Qualified Service Personnel
All examination and repair work should be performed only by qualified service personnel. ADT is not
liable for any problems caused by unauthorized modifications or attempted repair.

Environment
The NVR should be installed in a cool, dry place away from direct sunlight.

Accessories
e Be sure to use only the accessories recommended by manufacturer.
e Before installation, open the package and check that all the components are included.
e Contact us if something is damaged in the package.

Lithium Battery
e When replacing the battery, make sure you are using the same type.
e Improper battery use may result in fire, explosion or personal injury.
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Thank you for purchasing the ADT® NVR4200 Series network video recorder. The ADT NVR4200
Series is available in the following models:

SCN# Item

Welcome

NVR4204-P-ADT-1 4 Channel 1U 4 PoE Network Video Recorder with 1 TB HDD
NVR4204-P-ADT-2 4 Channel 1U 4 PoE Network Video Recorder with 2 TB HDD
NVR4204-P-ADT-4 4 Channel 1U 4 PoE Network Video Recorder with 4 TB HDD

NVR4208-8P-ADT-1 8 Channel 1U 8 PoE Network Video Recorder with 1 TB HDD
NVR4208-8P-ADT-2 8 Channel 1U 8 PoE Network Video Recorder with 2 TB HDD
NVR4208-8P-ADT-4 8 Channel 1U 8 PoE Network Video Recorder with 4 TB HDD

This user guide is designed to be a reference tool for the installation and operation of your NVR. Here
you can find information about NVR features and functions, as well as a detailed menu tree. Before
installation and operation, please read the following safeguards and warnings carefully.

Features

Overview

The ADT® NVR4200 Series network video recorder is a digital monitoring product designed for
security applications. It adopts embedded Linux OS to maintain reliable operation and the H.264
compression algorithm to provide high quality, low bit streams. The frame-by-frame playback function
is ideal for detailed analysis.

The NVR4200 Series features:

¢ Real-time Surveillance
0 VGA port and HDMI port
0 Monitor real time surveillance
0 Supports popular PTZ decoder control protocols, preset, tour and pattern

e Playback
0 Each channel records independently and at the same time can support search, forward
play, network monitor, record search and download functions
0 Supports various playback modes: slow play, fast play, backward play and frame-by-
frame playback
0 Supports time-of-day text overlay so that you can view event time and camera name
0 Supports customized zoom function

e User Management
0 Each group has different management rights that can be edited freely
0 Every user belongs to an exclusive group
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Storage

0 Backup recorded video data (configured in Alarm setup and Schedule setup)
0 Record video locally or via the Web and store the file on the client end

Alarm
0 Responds to external alarms simultaneously (within 200ms), based on your relay setup
0 Can send alerts via email
0 Supports central alarm server setup, so that alarm information can remotely notify the
user automatically

Network Monitor
0 Compresses video data by IPC or NVS and sends through the network to the client where
the data is decompressed and displayed
0 Transmitvideo data by TCP, MULTICAST, etc.
0 Certain alarm data can be transmitted by SNMP
0 Supports Web access in WAN/LAN

Window Split
0 Adopts the video compression and digital process to display several windows on one
monitor
0 Supports 1/4/8/9 window display during real time preview

Record
0 Supports normal/motion detect/alarm record function
0 Save therecorded files in the HDD, USB device, client PC, or network storage server
0 Search or playback the saved files at the local end or via the Web/USB device

Backup
0 Supports local backup operation via the USB 2.0 port (such as a flash drive, portable
HDD)
0 Supports backup via the Web

Network Management
0 Supervise NVR configuration and control power via Ethernet
0 Supports management via the Web

Peripheral Equipment Management
0 Supports peripheral equipment management such as protocol setup and port connection
O Supports transparent data transmission such as RS232, RS422, and RS485

Auxiliary
O Support switch between NTSC and PAL.
0 Support real-time system resources information and running statistics display.
0 Supportlog file.
0 Local GUI output. Shortcut menu operation via mouse.
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0 IR control function (For some series product only.). Shortcut menu operation via remote
control.
0 Support IPC or NVS remote video preview and control
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1 NVR Overview

1 NVR Overview

This chapter provides information about front panel and rear panel.

1.1 Front Panel

The front panel is shown in Figure 1-1.

| IR - T S
a1 )
3

2 1

Figure 1-1

Refer to the following table for detailed information.

Function

1 (l) Power. Press and hold for three seconds to power up or shut down the NVR.

Up arrow: Press to move the selection in the currently-active control up or to
2 N/ increase the numeric value.
1: In text mode, press to enter the value 1.

Left arrow: Press to move the selection in the currently-active control left.
</2 During playback, click to control the playback bar.
2: In text mode, press to enter the value 2.

Right arrow: Press to move the selection in the currently-active control right.
>/3 During playback, click to control the playback bar.
3: In text mode, press to enter the value 3.

Down arrow: Press to move the selection in the currently-active control down
v/4 or to decrease the numeric value.
4: In text mode, press to enter the value 4.

Enter. Use to confirm the current operation, return to the default button or

Enter .
select a menu item.
Escape. Return to the previous menu or cancel the current operation.
3 Esc : . .
During playback mode, press to restore real-time monitor mode.
Fn In one-window monitor mode: displays the PTZ control and image color

(Function) functions.
In motion detection setup: use with the direction keys to complete setup.
In text mode: toggles between numeric and alpha characters (lower/upper
case). Also serves as the Backspace function to delete the previous character
(to the left of the cursor) when pressed for 1.5 seconds.
In HDD management screen: switches between HDD recordings and other
information (Menu prompt).
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1 NVR Overview

Group .
No. Symbol Function
Shift Shift. Press to toggle between character types: number 0-9, upper case letter
or lower case letter.
Record. Press to manually start/stop recording. Use the direction keys or
Rec .
number keys to select the recording channel.
I</0 In playback mode: Press to playback the previous video.
4 In text mode: Press to select the number O.
M /9 In playback mode: Press to playback the next video.
In text mode: Press to select the number 9.
In playback mode: Press to toggle between normal playback and various
p>/8 slow play speeds.
In text mode: Press to select the number 8.
In playback mode: Press to toggle between normal playback and various
P/ 7 fast play speeds.
In text mode: Press to select the number 7.
In playback mode: Press to toggle between reverse playback and pause
lid/ 6 playback modes.
In text mode: Press to select the number 6.
In playback mode: Press to toggle between normal playback and pause
Pll/5 playback modes.
In text mode: Press to select the number 5.
5 1-8 Record Active indicators. Individual LEDs illuminate to indicate that a
channel is recording.
HDD indicator. Lights to alert you of a hard disk error or that the disk capacity
HDD . 4
is below the specified threshold value.
NET Network indicator. Lights to alert you of a loss of the network connection.
IR IR receiver. Receives the signal from the remote control.
6 ol USB Port. Connects a USB storage device or USB mouse.
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1 NVR Overview

1.2 Rear Panel

The 4-channel model NVR rear panel is shown in Figure 1-2.

12 13
© | Ferorre ]|
o = 0 [
00
g 2 4
1 10

Figure 1-2

Refer to the following table for detailed information.

Item Function

1 Grounding mount

2 Power on/off switch
3 12VDC, 5A Power Input port
Alarm input port. See separate table below. When your
4 alarm input device is using external power, make sure the
device and the NVR have the same ground.
USB2.0 port

HDMI port

Audio Input port for bidirectional talk, which receives the
analog audio signal output from a microphone.

VGA analog video signal

Network port; TOM/100M/1000Mbps self-adaptive
Ethernet

PoE ports. Built-in Switch supports Power over Ethernet.
10 One PoE port supports 15W max:
4 PoE port product supports 48V / 50W

11 48VDC, 1.04A Power Input port

Audio Out port for analog audio signal output: Bidirectional
12 talk output, Audio output on 1-window video monitor,
Audio output on 1-window video playback.
RS-232 port for general COM debug to configure IP
address or transfer transparent COM data

13

Note: When connecting the Ethernet port, use the crossover cable to connect the PC and use the
straight cable to connect to the switcher or router.
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1 NVR Overview

The 8-channel model NVR rear panel is shown in Figure 1-3.

S$180d 30d

Figure 1-3

Refer to the following table for detailed information.

Grounding mount

Alarm input / output ports. See discussion below.
USB2.0 port
HDMI port

Audio Input port for bidirectional talk, which receives
the analog audio signal output from a microphone.

VGA analog video signal

Network port; TOM/100M/ 1000Mbps self-adaptive
Ethernet

N O O ([AIWIN|-

PoE ports. Built-in Switch supports Power over
8 Ethernet. One PoE port supports 15W max:
8 PoE port product supports 48V / 120W

9 Power on/off switch

10 100-240 VAC Power Input socket

Audio Out port for analog audio signal output:
Bidirectional talk output, Audio output on 1-window

1 video monitor, Audio output on 1-window video
playback.
12 RS-232 port for general COM debug to configure IP

address or transfer transparent COM data

Note: When connecting the Ethernet port, use the crossover cable to connect the PC and use the
straight cable to connect to the switcher or router.
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1 NVR Overview

1.3 Alarm Connections

1.3.1 Alarm Port

Please refer to the following figure for detailed information about the alarm port.

1 2

— — A upper row

(o] N Cc N B
1 2 +£ 3 4 L | lowerrow

T
T

Figure 1-4
Row ID Description
Upper N1/C1 Alarm Output groups 1-2
N2/C2 N is a normally open alarm output port and C is the alarm output common.
A/B 485 communication port: controls the PTZ decoder
Lower 1-4 Alarm Inputs NO (normally open)
<+ Ground

Note: When your alarm input device is using external power, make sure the device and the NVR
have the same ground. Also, make sure that there is power to the external alarm device.
1.3.2 Alarm Input Port

To connect an alarm:

1. Connect the positive end (+) of the alarm input device to the alarm input port (1-4) of the NVR.
2. Connect the negative end () of the alarm input device to the ground end ( -,L) of the NVR.

In the example that follows, alarms 1 and 3 are configured.
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1 NVR Overview

—

B
2 +£ 3 4 &+

- O

[
L] L]

L] L] L] L ] . .
_+Alarm = iAIarm =i
Device Device
Figure 1-5

Note

e The alarm inputs are Normally Open (NO).

e When connecting the ground port of the alarm device to the NVR, you can use either of the GND
ports ( -?L).

o When there is peripheral power supplied for the alarm device, please make sure it is grounded
with the NVR.

1.3.3 Alarm Input and Output Port

o There is peripheral power supplied for the external alarm device.

e To avoid an overload resulting in NVR damage, please refer to the following relay specifications
for detailed information.

e A/B cable of the RS485 is for the A/B cable connection of the speed PTZ.
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Relay Specifications

Silver

Rating

(resistance load)

Rated switch capacity

30VDC 2A, 126VAC 1A

Maximum switch power 125VA 160W
Maximum switch voltage 250VAC, 220vDC
Maximum switch currency 1A

Insulation

Between touches with same
polarity

T000VAC Tminute

Between touches with
different polarity

T000VAC Tminute

Between touch and winding

TO00VAC Tminute

Surge voltage

Between touches with same

1500V (10 x 160us)

polarity
Open time 3ms max
Close time 3ms max
Longevity Mechanical 50 x 106 times (3Hz)
Electrical 200 x103 times (0.5Hz)
Temperature -40°Cto+70°C

1.4 Network Connections

8 channel model shown - o7 ’
- -

| IPC |

T

|

5 |
|

| ]

———— —
CrT < T %71 31

Q & V-
-

Bidirectional Alarm RS485
| PTZ Control |

Talk Output | Output |

@

| @

Network Switch

VGA Output

-

Alarm Input
HDMI Output

P!

Bidirectional
Talk Input

N

| S U .

Network User

Figure 1-6

Network User Network User Network Keyhoard
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1 NVR Overview

1.5 Bidirectional Talk

1.5.1 NVRto PC
Device Connection

e Connect the microphone or pickup to the first audio input port on the device’s rear panel.

o Connect the earphone or the speaker to the audio output port on the PC.

e Login to the Web Service and click the Start Talk button to enable Bidirectional Talk (as
described on page 128).

Listening

Speak into the microphone connected to the NVR and the audio is received at the earphone or
speaker connected to the PC.

: EWB'

Figure 1-7

1.56.2 PC to the NVR
Device Connection

e Connect the microphone or the pickup to the audio output port on the PC.

e Connect the earphone or the speaker to the first audio input port on the device's rear panel.

e Login to the Web Service and click the Start Talk button to enable Bidirectional Talk (as described
on page 128).

Listening

Speak into the microphone or pickup connected to the remote PC and the audio is received at the

earphone or speaker connected to the DVR.

8 m | e [ S £ = iy
_. E"ﬁ'g ;]JJ'.L.LJLB 3, e

Figure 1-8
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1 NVR Overview

1.6 Remote Control

The following describes the remote control.

1 O 2
- o B
5 Eensn Fomun- Ire-
4 ”> 2] IH 8
6
o - P
11 12
13— 1R u S - 14
1 2
N oo
e Jowo
s J 0.

Figure 1-9
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1 NVR Overview

No. Symbol Function

1 d) Power button. Press to power up or shut down the NVR.

Address. Use to input the device number of the unit that you want to

2 Add control with the remote.
3 >’ Fast Play. Press to toggle between normal playback and various fast play
speeds.
4 .’ Slow Play. Press to toggle between normal playback and various slow play
speeds.
5 N Play Next. In playback mode, press to playback the next video.
In menu setup, press to move downward on the dropdown list.
6 N Play Previous. In playback mode, press to playback the previous video.
7 NI Play / Pause. Press to toggle between normal playback and pause playback
modes.
8 IN Reverse / Pause. Press to toggle between reverse playback and pause
playback modes.
Escape. Return to the previous menu or cancel the current operation.
9 Esc . . .
During playback mode, press to restore real-time monitor mode.
Record. Press to manually start/stop recording. Use the direction keys or
10 Rec .
number keys to select the recording channel.
A
11 4 > Direction Keys. Press to move the selection in the currently-active control
v left, right, up or own. During playback, click to control the playback bar.
Enter. Use to confirm the current operation, return to the default button or
12 Enter -
select a menu item.
Multiple Windows. Press to toggle between one-window and multiple-
13 Mult - .
window display modes.
14 Fn In one-window monitor mode: displays the PTZ control and image color
functions.
In motion detection setup: use with the direction keys to complete setup.
In text mode: toggles between numeric and alpha characters (lower/upper
case). Also serves as the Backspace function to delete the previous
character (to the left of the cursor) when pressed for 1.5 seconds.
In HDD management screen: switches between HDD recordings and
other information (Menu prompt).
15 0-9 Alpha Numeric Characters. Press to input a number 0-9, upper case letter
A-Z or lower case letter, using the Shift key to toggle between character types.
Shift To enter a number greater than 9, first press the -/- - key, and then input the
-/-- desired number.
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2 Getting Started

This section describes how to startup and login to the system, as well as how to set up and perform
the most commonly used local operations. For information on the full local menu set, refer to section
3 Local Menu Operations on page 29. For information operations via the internet, refer to section 4
Web Service on page 123.

2.1 Login, Start up and Logout

1. Pressthe Power button on the front panel.
After the system has booted up, the Startup Wizard appears on the display monitor to have
you set up some basic system parameters. If you do not want the Startup Wizard to appear
the next time you start up the system, clear the Startup box.

Startup Wizard

Startup Wizard

The startup wizard includes General,
MNetwork, Remote Device,Record Control.

Startup

Next

Figure 2-1

2. Click the Next button. The System Login dialog appears.

SYSTEM LOGIN

User Name (admin

Password (

Figure 2-2

The initial login credentials are: User Name: admin. Password: admin.

Note: The user will be forced to change the credentials after the first login.

3. Use a USB mouse, remote control, or the NVR front panel buttons to complete the login.

NVR4200 Series User Guide 1



Using the USB Mouse:

1. Use the USB mouse to select the User Name from the Drop-down menu.
2. Clickin the Password field. The virtual keyboard appears.

SYSTEM LOGIN

User Name |admm—' )

Figure 2-3

3. Toggle the ABC/ abc button or Shift key to select between upper or lower case letters.

Note: Because the numeric pad appears on both upper case and lower case virtual keyboards, you
do not need to change keyboards to make numeric entries.

Select the desired alpha/numeric character. It turns green and enters the Password field.
Repeat until all characters are entered.

Click Enter on the virtual keyboard. The keyboard disappears.

7. Click OK on the System Login dialog to enter.

o o b

Using the Remote Control:
1. Press Enter. The SYSTEM LOGIN dialog appears. Press Esc to remove the dialog.
2. The User Name field is highlighted in light blue. Use the A and ¥ arrow keys to select the
desired user name.
Use Parrow key to shift to the Password field. It is highlighted in light blue.
Press the Shift key to toggle between upper case letters, lower case letters or numeric input.

o bk w

Use the keypad on the remote to enter the desired characters.
6. Press the Enter key on the remote. The keyboard disappears.

Using the Front Panel:

1. Press Enter. The SYSTEM LOGIN dialog appears. Press Esc to remove the dialog.

2. The User Name field | highlighted in light blue. Use the A and ¥ arrow keys to select the
desired user name.
Use P> arrow key to shift to the Password field. It is highlighted in light blue.
Press the Shift key to toggle between upper case letters, lower case letters or numeric input.
Use the numeric values on the various keys to enter the desired characters.

o0, w

Press the Enter key. The keyboard disappears.

Note: For security reasons, modify your password after your first login.
e Three (3) sequential login failures will result in a system alarm
e Five (b) sequential failures will result in account lockout
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The system displays three input modes: upper case and lower case alpha characters and numeric.
Switch between modes by clicking the button to the right of the field. It toggles from jabg| to JABGj to

(123).

Select gabg; to display lower case letters and numbers. LI functions as a space and < functions as a

2.1.1 Virtual Keyboard

backspace. You can also click the Shift key to toggle to this keyboard.

Select to display upper case letters and numbers. L1 functions as a space and < functions as a
backspace. You can also click the Shift key to toggle to this keyboard.

2@ [#[$[%[=[+[" 1
QW[ERI[T[Y[UI 4
ASDIFIGH[JK[L[: Enter [7
zxcvBNM, [. [ shit [—

Select [123]to display numeric characters only. LI functions as a space and < functions as a
backspace. This keypad appears only when the entry must be numeric.

— &

Note: Because the numeric pad appears on both upper case and lower case virtual keyboards, you
do not need to change keyboards to make numeric entries at login.
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The Right-click menu provides easy access to commonly used menu

2.1.2 Right-click Menu

View 1
View 4 operations. Right mouse-click to open this menu:
’ g:ﬁ g « Multiple View mode

PTZ o PTZ control

+ Auto Focus * Auto Focus
Color Setting e Color Setting
Search e Search and Playback
Manual e Manual recording functions

¢ Remote Device e Remote Device
Main Menu e Main Menu

2.2 Startup Sequence

After login, the Startup Wizard gives you the option of setting up some basic system parameters. You
can enter this information now or at a later time, as follows:

e General, as described on page 88

o Network, as described on page 43

o Remote Device, as described on page 31
e Schedule, as described on page 82

1. For each option, click Next Step to move to the next dialog or Pre Step to return to the previous.

2. After completing the final dialog, click Finished. A popup message says Startup Finished. Click OK
to accept.

Message

Startup is finish.

Figure 2-4

3. Ifyou click Cancel to exit the startup sequence, a popup message asks if you are sure. Click OK.

4. If you do not want the Startup Wizard to appear the next time you start up the system, clear the
Startup box.
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2.2.1 Logout / Shutdown
There are three ways for you to log out or shut down.

To log out using the menu option:

1. Inthe Main Menu, click the Shutdown button. The SHUTDOWN dialog appears.

SHUTDOWN

Shut Down Logout

Figure 2-5

2. Use the drop-down list to select the desired option:
e Shutdown. System shuts down and turns off power.
e Logout. The Log out menu appears. Enter the username and password to complete the
operation.
e Restart. Click to reboot the device.
To log out using the Power button:
Press the Power button on the front panel or remote control for at least 3 seconds. This

method requires that you enter the username and password to complete the operation.

To log out using the Power switch:

Toggle the Power switch on the rear panel to turn off the NVR. This method does not require that
you enter the username and password to complete the operation.
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After you log in, the system is in preview or live viewing mode. The system date, time and channel

2.3 Preview (Live Viewing)

name appear. Change the system date and time in the General Settings Menu (Main Menu > Setting >
General). To modify the channel name, go to the Display settings (Main Menu > Setting > Display).

Note: You can return to live viewing from any other mode by right-clicking the mouse or by
pressing the Esc key on the front panel or on the remote control.

Right —click the mouse and use the menu that appears to select the configuration you want to
display. View 1 for single channel or View X for multi-channel display. While in multi-channel mode,
double click on a channel to view it in single channel mode.
Note: To return to the previous menu, right-click the mouse or press the Esc key on the front
panel or on the remote control.

The following icons appear on the monitor screen.

1 Recording mode 3 ? Video loss
2 4 Motion detection 4 @ Cameralock

TIP: During multiple-channel mode, you can change position of cameras on the screen. For example,
left-click on the camera on channel 1, drag it to the channel 8 position and release the mouse
button. Channel 1 and Channel 8 switch positions.

Live Mode Control Bar
Hover the cursor over the top center of the video in any channel. The live mode control bar appears.
The control bar automatically hides after 6 seconds of inactivity.

123 45 6
No. Name Function ‘
1 Real-time Plays back the previous 5-60 minutes of recording for the current channel.
playback Click the X at the bottom of the window to stop the playback and return to
real time. Navigate to Main Menu>General to set real-time playback time.
2 Digital zoom Zooms in on the current channel. To zoom: left mouse-click and drag to

select a zone, and then release to zoom in on the selected zone. After you
have zoomed in the zone, you can left mouse-click and drag to browse.

3 Manual record Backs up the video of the current channel to the USB device. Click again to
stop recording. The system cannot backup the video of multiple-channels
at the same time.

Snapshot Click to create 1 to 5 snapshotimages. The snapshot file is saved on the
USB device or HDD. You can go to the Search screen to view.

5 Bidirectional Talk  Click to initiate audio between the NVR and the remote PC. Refer to
section 1.5 on page 8.

6 Remote device Click to open the remote device connection interface. Refer to section
3.2.1 on page 31 for detailed information.

N
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Instant Playback

The playback control supports the Play, Pause, and Exit and Drag functions.

During the playback process, you cannot see the channel name and recording status of the
current channel. The channel name and recording status reappear after you click the X to exit
playback mode.

During the playback, you cannot switch the displayed channel or change current window-

display mode.

Note:

The tour function has higher priority than the instant playback. You cannot control the

playback until the tour function has ended.

2.4 Navigation Bar

The navigation bar is shown below.

Note:

If you do not see the navigation bar, go to Main Menu > Setting > System > General to enable it.

Ilcon

Function

4 567 8 9101112

Description ‘

1 Cal Main Menu Opens the Main Menu

2 EEEE]  WindowSplit  Selects between 1/4/8/9 windows

3 /IE Tour Tour Enable/Tour in Progress; see section 3.6.2.2 on page 93
4 E PTZ Control Opens the PTZ Control screen; see section 3.6.4 on page 96

5 @ Color Control Opens the Color Control screen; see section 2.4.2 below

6 Search Opens the Search interface; see section 2.5 on page 10

7 Alarm Status Opens the Event Info interface; see section 3.7.4 on page 116
8 E3 Channel Info Opens the Channel Info interface; see section 2.4.1 below

9 "."! Remote Device Opens the Remote Camera screen; see section 3.2.1 on page 31
10 E Network Opens the Network screen; see section 3.3 on page 43

11 HDD Manager  Opens the HDD Manager screen; see section 3.5.2 on page 85
12 D USB Manager  See section 2.6 on page 18
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2.4.1 Channel Info

Click the g button to open a screen for viewing information about the corresponding channel.

CHANNEL INFO

Regular
Regular
Regular
Regular
Regular
Regular
Regular
Regular
Regular
Regular
Regular
Regular
Regular
Regular
Regular

(_«

S 00 =~ D B L R

= @

BRUDDO R WSS
doooCeCOOOOROODOODE

;{'l'l.i'('i ootcooOoOEOORC

Figure 2-6

2.4.2 Video Color

Click the E button or right mouse click and select Color Setting from the Right-click menu to
control the color settings. Here you can set hue, brightness, contrast, saturation, gain, white level and
color mode.

B View 1
View 4
View 8
View 9

PTZ

Auto Focus
Color Setting

Search

Manual
Remote Device
Main Menu

Figure 2-7
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COLOR

Period (Time Period T
Eftective Time . 00 :00 -24: 00

Sharpness A
Brightness - =.= 50
Contrast €@ ——=f—— 50
Saturation J ——f——— 50
Gain 0 ———8p—— 50

ColorMode  (Siandard |3
_ Default

Figure 2-8

Please refer to the following sheet for detailed information.

Period. There are two periods in one day. You can set different sharpness, brightness, and contrast
setup for each period.

Effective Time. Check the box to enable this function and then set the period time.

Sharpness. Move the slider to adjust the edge of the video. The value ranges from O to 100. The
larger the value, the clearer the edge and vice versa. The default value is 50 and the recommended
value ranges from 40 to 60.

Brightness. Use the slider to adjust monitor window brightness. The value ranges from O to 100.
The default value is 50. The larger the number, the brighter the video. You can use this function when
the video is too dark or too bright as a whole. Note that the video may become hazy if the value is too
high. The recommended value ranges from 40 to 60.

Contrast. Use the slider to adjust the monitor window contrast. The value ranges from 0 to 100. The
default value is 50. The larger the number, the higher the contrast. Use this feature when video
brightness is OK but contrast is not. Please note the video may become hazy if the value is too low. If
this value is set too high, dark sections may lack brightness while bright sections may be over-
exposed. The recommended value ranges from 40 to 60.
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Saturation. Use the slider to adjust monitor window saturation. The value ranges from O to 100. The

default value is 50. The greater the number, the greater the color intensity. This value has no effect
on the general brightness of the video as a whole. For the gray part of the video, distortion may occur
if the white balance is not accurate. The recommended value ranges from 40 to 60.

Gain. Move the slider to set the gain value. Generally speaking, the smaller the value, the lower the
noise—although the contrast may be too low in dark environments. A higher setting can enhance the
video brightness, though this may increase video noise.

Color Mode. Move the slider to set several modes such as standard, color, bright and gentle. Then
when you select a color mode, the sharpness, brightness and contrast automatically switch to the
corresponding setups.

2.5 Search and Playback

Click Search in the Main Menu, or else right mouse-click and select Search from the Right-click
menu. The Search screen appears.

(From RW HDD
‘ 3
15 (16 [17 (18 (19 [20
22 (23 24 25 [26 [27) |
29 (30
4
5
6
7
> B A DA O e T 00°00:00 - 00:00:00 PP 11
‘ D | 2 4 5 5 7 9 0 23
| Stop % Sync % Normal  + Alarm % Motion 10

Figure 2-9
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There are three file types:

R: Regular recording file M: Motion Detection recording file A: External alarm recording file

Refer to the following table for detailed information.

No. Name

Function

1 Display The recorded file or snapshot picture is displayed here. The NVR supports 1, 4,

window 8 and 9 window playback.

2 Search type Select the desired file:

a. Highlight the o for the file type: REC for recording or PIC for picture.

b. Use the drop-down menu to select the source. You can select to play from
the Read-Write HDD or from the peripheral device, if connected.

c. Click the Browse button to view the record files in the root directory of the
peripheral device, and then select the file you want to play.

3 Calendar In any play mode, click the date you want to see files for. The corresponding
record file trace appears in the time bar. If a date is highlighted in blue date, a
picture or file exists for this date.

4 Playback Playback mode:1/4/9, depending on your model:

mode and ¢ T-window playback mode: select one channel between either1-4 or 1-8
chann_el ¢ 4-window playback mode: select 4 channels
selection e 9-window playback mode

The time bar changes after you modify the playback mode or the channel option.

5 g;ergge(r:ard Click ( =, to view card number/field setup bar and implement advanced search.

search C @ o @

6 Mark file list  Click # to bring up a list of marked files. You can view all mark information of

button the current channel by time.

7 File List File List

e Click B to view the picture/record file list for the current day.

File type: R—regular record; M—Motion detect record.

The file list displays the first channel of the recording file.

The system can display a maximum of 128 files at one time.

Use € and P or the mouse to view the file. Select one item, and then

double mouse-click or click Enter to playback.

e Click in the time field and manually enter a time frame. Click the
Search button to initiate an accurate search.

Lock File

e Click the file you want to lock and click k&l to lock. The file you lock
cannot be overwritten.

e Search locked file: Click E2 to view the locked file list.

e The system can lock a maximum of 16 files.

e The size of the locked file must be less than 1/4 of the HDD total
space.

The first 16G of each partition cannot be locked.

The system can only lock one file at one time.

The system cannot lock extra stream.

The file that is currently being written or overwritten cannot be locked.
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No. Name Function
8 Playback Normal Play/Pause
Control Panel There are three ways for you to begin playback:
o Click» /1
>/l !

e Double-click the desired segment of the time bar
e Double-click the item in the file list
e Inslow play mode, click to switch between Play/Pause.

[} Stop

Reverse Play

4 In normal play mode, left-click this button and the file begins reverse
play. Click again to pause the current playback.
e Inreverse play mode, Click /Il to restore normal play.

Previous Play
e Inplayback mode, click to play the previous section.
e  Click continuously while watching the files from the same

4' . channel.

While paused in normal play mode, click for frame-by-frame

playback

e Inframe by frame playback mode, click » /Il to restore normal
playback.

Next Play

¢ Inplayback mode, click to play the next section.
e  Click continuously when you are watching the files from the
I> same channel.
e  While paused in normal play mode, click for frame by frame
playback
e Inframe by frame playback mode, click » /Il to restore normal
playback.

Slow Play

'> In playback mode, click this button to incrementally slow down the
playback speed,
Fast Play

}’ In playback mode, click this button to incrementally speed up the
playback speed,

Note: The actual play speed depends on the software version.

Click to initiate motion detection Smart Search. See section 2.5.2 on

L_‘_R_‘ page 14.

“ Controls the volume of the playback.

Click in full-screen mode to create one Snapshot picture.
e Connect the peripheral device.
Click the Snapshot button in full-screen mode.
Select or create path to save the file.
Click the Start button. The snapshot picture is saved to the
specified path.
When in playback mode, click this button to Mark the record.
o" Thisfeature is not available in all models. See section 2.5.4 on page

Ed 16

ks
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9 Time Bar Displays the record type and time period in the current search criteria.
¢ In 4-window playback mode, there are corresponding four time bars. In
other playback modes, there is only one time bar.
e Use the mouse to click one point of the color zone in the time bar, and the
system begins playback.
e Green shading indicates a regular record file; yellow shading indicates a
motion detection record file.

No. Name Function

10 Time Bar Unit  yse this feature to set the range of the time bar for playback. The options are:
24H, 12H, 1H and 30M. The smaller the unit, the larger the zoom.
The time bar begins at O hour when setting the configuration, and then zooms
in on the current period during playback.

11 Backup 1. Select the file(s) you want to backup from the file list.
2. Click the Backup button. The backup menu appears.
3. Browse to or create a new destination folder.
4. Click the Start button to begin the backup operation. The record file(s) are
saved to the specified folder.
The system can display a maximum of 32 files from one channel.
Only backup operation can be run at one time.

12 Clip Use this button to edit the file currently playing. You can clip for one channel or
multiple-channels.
1. Click the Clip button.
2. Adjust the slide bars in the time bar for the corresponding channel to
set the file end time, or else manually input the time.
3. Click the Clip button again to edit the second period.
4. Click the Backup button to save the current contents in a new file.
Note: The system supports a maximum of 1024 backup files at the same time.
You cannot operate clip operation if any file has been checked in the file list.
13 Recording In any play mode, the time bar will change once you modify the search type.
Type O Synch. Check the checkbox to enable synchronized playback, whereby
changing the search time period for one channel switches the playback for the
other channels being displayed to the same point in time.

2.5.1 Other Functions
Channel Synchronization

By checking the Synch checkbox, playback on all displayed channels are synchronized to the same
time period. If unchecked, playback times for each channel are independent of each other.

Digital Zoom

When the system is in full-screen playback mode, left mouse-click on the screen. Drag your mouse to
select a section, and then left-click to zoom in. Right mouse-click to exit.

Manually Switch Channel during Playback

During the file playback process, you can switch to other channels via the dropdown list or by rolling
the mouse. This function is not valid if there is no recording file or Smart Search is in progress.

Note: Some NVR versions do not support all functions (playback speed, channel, time, progress, etc.).
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While the NVRis in playback mode, you can select the smart search feature enables you to search for

2.5.2 Smart Search

and playback motion detect files.

To use the Smart Search feature:
1. During multiple-channel playback mode, double-click a channel, and then click the LA
button located in the Playback control panel (item #8 in Figure 2-9 on page 10).
A grid appears on the screen.

Note: The system supports 396(22*18 PAL) and 330(22*15 NTSC) zones.
2. Leftclick and drag to select smart search zones, that is, the areas on the image where you

want to search for motion activity. See Figure 2-10. There is no motion detection zone by
default—you must select one.

=0 Regular  « Alarm & Motion [ Chzane (23 2me | () e | (200

Figure 2-10

3. Click the LA, button to initiate Smart Search playback. The NVR will fast forward to the first
instance of motion detected in the selected area, and playback the video in normal speed.
When the motion ceases, the playback fast forwards to the next instance of motion detection
and repeats the process.

4. Ifyou select another file in the file list to play, the system plays that file.

5. Click LA, again to stop Smart Search playback.
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During the motion detect play process, you cannot implement operations such as change time bar,

begin backward playback or frame by frame playback.

IMPORTANT:
e The system does not support motion detect zone setup during the full-screen mode.
e During multiple-channel playback, the system stops playback of the rest of the channels if
you implement one-channel smart search.

2.5.3 Playback by Time
You can also search for recordings by time.
To search for recordings by time:
1. Select the recordings for one day.
2. Click the list. The file list interface appears.
3. Input the time for which you would like to search records in the top right corner.
4. Click the Search button [Q] All records collected from the entered time up to the current

time appear.

5. Double click a filename to playback. The system begins play beginning from the specified
time.

MName Name
10:54:47 R 11:09:09 R

11:09:09 R 13:30:44 R
13:30:44 R 13:34.00 R
13:34:00 R 13:39.11 R
13:39:11 R 15:00:00 R 3

Figure 2-11

To playback recordings using the time bar:
1. Select the recordings for one day.

2. Inthe time bar double-click on the time of day you want to view. The vertical lines represent
the hour of the day; the horizontal lines separate the channels, with channel 1 at the top.

If the Synch box is checked, playback for all channels will be for the same time period. If
Synch is not checked, you can choose separate playback periods for each channel by clicking
on different time periods and channels.
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% All Record 52 Normal v Alarm ¥% Motion

Figure 2-12

e The system does not support time playback for pictures.
e The system supports synchronization playback and non-synchronous playback. Check the
Synch checkbox to enable synchronized playback.

2.5.4 Mark Playback

Note: Not all models support this function. This function is available only if you can see the mark

playback icon L&aon the Search screen (see item 6 in Figure 2-9 on page10.)

When you are playback mode, you can mark a recording when there is important information you
would like to note. After the playback, you can use the time or the marked key word(s) to search for
the corresponding recording and then play it back.

To add a Mark:
1. Click the Mark button .. during playback. The Add Mark dialog appears. The Mark Time
field is already filled in.

Add Mark

Mark Time (2013-09-27 10:01:08
Mark Name

| Default B OK M Cancel J

Figure 2-13

2. Click in the Mark Name field and type in a description for the file.
3. Click OK.

To playback a Mark:

1. In Search mode, select 1-window playback mode in the lower right side of the screen.

2. Select the search date from the calendar.

3. Click the mark file list button & shown in item 5 of Figure 2-9 on page 10. The Mark File List
interface appears on the right side of the Search screen.

4. If desired, enter a value in seconds in the Play time before the mark field. Playback will
actually begin the number of seconds you have entered before the marked time.

5. Double click one of the marked files to begin playback from the marked time.
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The Marks Manager manages all the marked recordings for the current channel. The manager
displays all marked recordings for the current channel by time.

2.5.4.1 Marks Manager

e Click the Marks Manager button on The Mark File List interface. The Mark Manager
screen opens, as shown in Figure 2-14.

Marks Manager

Channel (1 M)
Start Time ((2013-09-27 [00: 00: 00 )
End Ti 2013 - 09 - 28 |00: 00: 00 ) (Search )

Mark Time Mark Name
2013-09-27 10:00:12 report

_Delete

Figure 2-14

To modify a Mark Name:
1. Double click the marked item.
2. Change the Mark Name in the resulting dialog box.

To delete a record:

1. Click inside the box to the left of the marked item you wish to remove.
2. Click the Delete button.

Note:
o When the Mark Management screen is initiated, the current playback is paused. The system
resumes playback after you exit the Mark Management screen.

e |f the marked file you want to playback has been removed, the system begins playback from
the first file in the list.
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2.6 Backup

2.6.1 File Backup

The NVR supports USB device backup. USB backup devices include USB burners, flash drives, SD
cards and portable hard disk drives (HDD).

To setup USB Backup:
1. Select Backup on the Main Menu. The Backup screen appears, showing all the backup
device information.

BACKUP

Device Nan lgdcT(U'ﬁB {‘V_Erowse

13.78 GB/15.00 GB(Free/Total)

End Time ’ﬁuim

0 |Channel Type Start Time

Figure 2-15

2. Select the device you want to backup.

w

Set the channel, file start time and end time.
4. Click the Add button. The system begins a search, and then lists all matching files. The
system automatically calculates the capacity needed and remaining.
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BACKUP

1.26 GB(Space Needed)

Type

All

Start Time @( 2013 - 10

0~ W R =

Channel Type

13.78 GB/15.00 GB(Free/Total)

0 [00: 00: 00
End Time @®( 2013- 10 - 18

12:11: 34

Start Time

13-10-14 22:00:00
13-10-14 23:00:00
13-10-15 00:00:00
13-10-15 00:28:50
13-10-15 01:00:00
13-10-15 02:00:00
13-10-15 03:00:00
13-10-15 04:00:00
13-10-15 05:00:00
13-10-15 06:00:00
13-10-15 07:00:00
13-10-15 08:00:00

File Format (DAV _ [+)

End Time

13-10-14 23:00:00
13-10-15 00:00:00
13-10-15 00:28:50
13-10-15 01:00:00
13-10-15 02:00:00
13-10-15 03:00:00
13-10-15 04:00:00
13-10-15 05:00:00
13-10-15 06:00:00
13-10-15 07:00:00
13-10-15 08:00:00
13-10-15 09:00:00

Add

Remove

-

LMRIRIRIRIRIRIRIRIKIRIRIKTS
IV VDDNDDDDIDD

13-10-15 09:00:00

12 10 1E NQ-NE-RA

13-10-15 09:03:02

12 10 15 NG-E7-22

Figure 2-16
The system can only backup files with a V' before the channel name. You can use the Fn or
Esc buttons on the front panel to delete the v (following the file serial number).

5. Click the Start button to begin the backup. At the same time, the button name changes to
Stop. You can view the remaining time in the progress bar at the left bottom.

The file name format is: <Channel number> + <Record type> + <Time>. In the file name, the
YDM format is Y*M+D+H+MH+S. The file extension name is .dav.

TIP: During the backup process, you can click Esc to exit the current screen to perform other
operations. The system will not terminate backup process.

2.6.2 USB Device Auto Pop-up

After you insert the USB device, the system automatically detects it and pops up the following dialog
box. It allows you to conveniently backup file, log, configuration or update system.

Find USB device

B Name sdb1(USB DISK)

i Capacity: 14.05 GB/15.00 GB{Free/Total)

File Backup
k

Config Backup

Figure 2-17
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2.7 Snapshot

The NVR enables you to take a snapshot photo either at a scheduled interval (Timing /Scheduled) or
when activated by a pre-determined event (Trigger/Activation), such as a motion detection event.

Set up the Snapshot as described in this section and then follow instructions for the desired snapshot
type, either Schedule Snapshot described on page 21 or Activation Snapshot on page 22.
View the images in the Playback screen. See section 2.5 on page 10.

To set up a snapshot:
1. Open the Snapshot screen from the Main Menu (Setting > Remote > Encode > Snapshot).

SETTING

o REMOTE 7 NETWORK g EVENT 24 sYSTEM

REMOTE
IMAGE
ENCODE
CAM NAME

Encode Overlay Snapshot

Mannal Snap (5

Channel ' 6

Mode (Timing [

Image Size IW
(5

Snapshot Frequency (1

Save | (" Cancel ) ( Apply )

Figure 2-18

2. Make the appropriate settings, as described below:
e Manual Snap: This sets the quantity of images that are created each time you manually
activate a snapshot.
e Channel: From the dropdown, select the channel to which the following settings pertain.
e Mode: There are two modes: Timing (Schedule) and Trigger (Activation). If using Timing
mode, also set the Snapshot Frequency. If setting an Activation Snapshot, also go to the
Detect interface (Main Menu > Setting > Detect) to enable the snapshot and set the
channel(s).
¢ Image Size: Set the snapshot picture size.
¢ Image Quality: Set the snapshot quality. The value ranges from 1 to 6.
e Snapshot Frequency: Set the timing (schedule) snapshot interval. The value ranges from
1-7 picture(s) per second.
3. Click Save.
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2.7.1 Schedule Snapshot

To set up a Scheduled (Timing) snapshot:

1. Inthe Encode > Snapshot screen described the previous section:
a. From the Mode dropdown menu select Timing.
b. Setthe Snapshot Frequency.
c. Make other settings as described in the previous section.
d. Click Save.

2. Open the Record screen using one of the following methods:
¢ Inthe main menu, select Setting > Storage > Record , or
e From the Live Preview screen, right click and select Record from the Right-click menu

% RENMOTE TNETWORK wy EVENT P sTORAGE [Ld sysTEM

SCHEDULE
HDD MANAGER
RECORD

o S00000 0O

P Saveiie) WiCancelil) (RARRHES)

Figure 2-19

3. Enable the channels that you want to take the snapshot.

4. Click Save.
5. Open the Schedule Snapshot screen (Main Menu > Setting > Storage >
Schedule >Snapshot).
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Figure 2-20

6. Setthe Snapshot Period, as described in section 3.5.1.1 on page 82.
7. View the images in the Playback screen. See section 2.5 on page 10.
2.7.2 Activation Snapshot

The Activation (or Trigger) function triggers a snapshot when the corresponding detection event
occurs.

To set up an Activation / Trigger snapshot:
1. Open the Snapshot screen from the Main Menu (Setting > Remote > Encode > Snapshot).
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SETTING
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Figure 2-21

2. Select Trigger from the Mode dropdown menu.

w

Make other settings as required in this screen.

4. When finished, click Save.

Note: An Activation Snapshot has higher priority than a Schedule Snapshot. If both types are
enabled at the same time, the system will initiate the activation snapshot when alarm occurs
and initiate the schedule snapshot when there is no active alarm.

5. Open the Event screen from the Main Menu (Setting > Event).
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Figure 2-22

6. Select the type of event that you want to trigger your snapshot:
e Video Detect (Motion Detect, Tampering or Video Loss), as described on page 60
e Alarm Detect (IPC External, IPC Offline, Local or Network), as described on page 74
7. Inthe particular Event screen that you have selected, select the Snapshot checkbox to enable
the feature (see Figure 2-22 above as an example).
8. Select the channel(s) that you want to enable to take snapshots.
9. Click Save.
10. View the images in the Playback screen. See section 2.5 on page 10.

2.7.3 Manual Record/Snapshot

This operation enables you to manually initiate recording and snapshot images.

To set up a Manual Record snapshot:

1. Open the Record screen using one of these methods:
e From the Main Menu select Setting > Storage > Record
e Click the Rec button on the front panel
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Figure 2-23
2. Inthe Manual row, select the channels for which you want to enable manual recording.
3. Inthe Snapshot field, select the channels for which you want to enable manual snapshots.

4. Open the Snapshot screen from the Main Menu under Setting > Remote > Encode > Snapshot.

SETTING

A REMOTE ; i EVENT B, sTORAGE [54 sYSTEM

REMOTE
IMAGE
ENCODE
CAM NAME

Encode Overlay Snapshot

Channel
Mode
Image Size
Quality

Snapshot Frequency (

( Save ) \: Cancel | [ Apply |

Figure 2-24
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5. For Manual Snap, click the dropdown menu to select the quantity of snapshots (1-5) that will be

taken per Snapshot click.

6. On the control bar in Live Preview mode (see page 6), click the E button to take the snapshot
picture(s).

7. View the images in the Playback screen. See section 2.5 on page 10.

2.7.4 Holiday Record/Snapshot

This operation enables you to set up recording of snapshot images on holidays, which have a higher
priority than ordinary snapshots.

To set up a Manual Record snapshot:
1. Open the Holiday setup screen from the Main Menu: Setting > System > General.

SETTING

% REMOTE = NETWORK wp EVENT B, sTorRAGE =3 SYSTEM

GENERAL

DISPLAY
1 Holi ame  Status Date
RS232 :
- 1 MNational Open ~ 2013Year 7Month4Day

General Date&Time Holiday

PTZ

ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPDATE

« [ 5
(Add New Holidays |
( Default | (_save )( Cancel )( Apply |

Figure 2-25

2. Click Add New Holidays. The Add New Holidays screen opens.
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Add New Holidays

RepeatMode @ Once O All-Year
Holiday Range @ Date O Week
Start Time (2013 - 11- 08

End Time ( 2013 - 11- 08

O Add More

Figure 2-26

Enter a name for the holiday, Start Time, End Time and other particulars.

Click the Add button to complete holiday setup.

From the Main Menu, open the Snapshot Schedule screen (Setting > Storage > Schedule >
Snapshot).

Set the period and record type for the holiday time. Please refer to section 3.6.1.3 on page 91 for

detailed setup information.
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Figure 2-27

7. Click the OK button to set holiday record setup.
8. Setthe Holiday Snapshot type:

e Scheduled (Timing)as described in section 2.7.1 on page 21
e Activation (Trigger), as described in section 2.7.2 on page 22
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3 Local Menu Operations

3.1 Menu Tree

After you have logged in, the system Main Menu appears. You can also open the Main Menu by right-
clicking and selecting Main Menu from the menu that appears.

W View 1

mm View 4

B View 8
View 9
PTZ
Auto Focus

Color Setting

Search

Manual
Remote Device
Main Menu 3

Figure 3-1
The NVR4200 Series local menu tree structure is shown on the next page. For information on
operations via the internet, refer to section 4 Web Service on page 123.

Search, Backup and Shutdown were discussed in the previous chapter. The menu items discussed
in this chapter are Setting and Info (starting on page 113).
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MENU
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3.2 Remote

In the Main Menu, select Setting > Remote to edit camera-specific parameters.

3.2.1 Remote Device

To set up a remote device, open the dialog in one of the following ways:
e Select Remote Device in the Main Menu, or
¢ Right mouse-click and select Remote Device from the resulting menu that appears

PTZ
Auto Focus
Color Setting

O, Search
¢ Manual »
: Remote Device
Main Menu

e For channels with no IPC connection, click the + icon in the center of the live view screen

The Remote Device screen opens.

T REMOTE

REMOTE

IMAGE

ENCODE 21 [Modly PAddess _ Por __ Dewcs W

CAM NAME : ; Pivate

3 DVR Private ®|

HDVR Private
DVR Private
NVR Private
HDVR Private

Remote Status Firmware Upgrade

Display Filter (1;

Modify Delete : IP Address Port Device
/ x o 10.15.6.99 37777 YZC3CV|
7 x - 10.15.5.82 40003 YRCBBVJ-‘
/ x (=} 10.15.9.136 37777 HFW32(

ew |

(_Delete ) (Manual Add)

| Save _I | Cancel .JI | Apply |

Figure 3-2

NVR4200 Series User Guide 31



3 Local Menu Operations

3.2.1.1 Remote

IP Search
1. Click the Device Search button to search for an IP address. This includes the device IP address,
port, device name, manufacturer and type.
2. Click the item name to refresh the display order.
Click the IP address and the system displays the IP addresses from small to large.
4. Click the IP address again and the icon appears. The system displays IP addresses from large
to small. Click other items to view their information.

w

Add Device
Click the Add button to connect to the selected device and add it to the Added Device list.

Note: The system cannot add a new device if the device you want to add has the same IP and
TCP port as another device in the list.

Display Filter button
Click this to display the specified devices from the added device.

Added Device field
e Edit: Click the button or double click a device in the list to change the channel setup.
e Delete: Select one device in the Added Device list and then click to remove it.

e Status: means that the connection is OK and means the connection failed.
Delete button
If you select a device on the Added Device list, and then click the Delete button, the device is
disconnected and then its name is removed from the list.

Manual Add button
Click to add the IPC manually. The port numberis 37777. The default user name is admin and
password is admin.

Manual Add

Figure 3-3
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Channel: The dropdown list here displays unconnected channel numbers.

Select the channel number and then set the remote channel connection in the main screen. When
you click OK, the system connects to the corresponding front end device of the current channel on
the interface.

3.2.1.2 Device Status

In this screen you can view the channel status and connection log of the remote device.

Channel Status tab
Here you can view the IPC status of the corresponding channel, which includes motion detection,
video loss, camera masking and alarm.

IPC status

= The front end device does not support this function

The front end device supports this function and is functioning properly.
n There is an alarm event at the front end device

Connection status

Connection succeeded

‘ Connection failed

Refresh. Click to get the latest front end channel status.

SETTING

% REMOTE 7= NETWORK wm EVENT . sTORAGE [5d sYSTEM

REMOTE
IMAGE
ENCODE
CAM NAME

Remote Status Firmware Upgrade

IP Adc
10.15.6.86

10.15.6.86 :

10.15.6.86 3 Channel
10.15.6.86 3 Channel
10.15.6.86 ; Channel
10.15.6.86 £ Channef
10.15.6.86 3 Channel
10.15.6.99 IPC

00 = O O B W N

(70}

(_ Refresh |

Figure 34
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3.2.1.3 Firmware

This tab is for viewing information about the channel, IP address, Manufacturer, Type, System
Version, SN, Video Input, Audio Input and External Alarm.

SETTING

om = =
T REMOTE FrNETWORK g EVENT !,STORAGE Q SYSTEM

REMOTE
IMAGE
ENCODE
CAM NAME

Remote Status Firmware Upgrade

Channel IP Address Manufacturer Type System Version
10.15.9.136 Private
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10.15.6.86 Private IPC-HFW3101C 2.211
10.15.6.86 Private IPC-HFW3101C 2.211
10.15.6.86 Private IPC-HFW3101C 2.211
10.15.6.86 Private IPC-HFW3101C 2.211
10.15.5.82 Private 2.211
10.15.5.82 Private 2.211
10.15.5.233 Private

10.15.5.82 Private 2.211
10.15.6.99 Private IPC-HFW5100 2.210
10.15.7.144 Private

00 =~ W B W N =

Figure 3-5
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3.2.1.4 Upgrade Camera
To update the network camera, navigate to Setting > Remote > Remote> Upgrade in the Main Menu.
1. Click the Select button and choose the upgrade file.

2. Check the box for the desired channel.
or
Select the Device Type filter to select several devices at the same time.

3. Click the Begin button to initiate the upgrade.

T REMOTE NET B.sTorAGE [Zd sysTEM

REMOTE
IMAGE
ENCODE
CAM NAME

Remote Status Firmware Upgrade

Upgrade File (7 Select

IPC-HFW3101C 2.211
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Private IPC-HFW3101C 2.211
Private IPC-HFW3200S 2.211
Private IPC-HFW3200S 2.211
Private
Private IPC-HFW3200S 2.211
Private IPC-HFW5100 2.210
Private
[«] e

000000 ee
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If the upgrade file fails. Please make sure the device is online.

Figure 3-6
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Open the Image screen by navigating to Setting > Remote > Image in the Main Menu.

3.2.2 Image

SETTING

R REMOTE FTNETWORK i EVENT . sTORAGE [5 sYsTEM

REMOTE
IMAGE Channel \ 2
ENCODE

CAM NAME Ring ® Enable C Saturation

Mirror ® Enable Disable Brightness
Contrast

Flip y]ﬁlgﬁig

Light (St

Scene Mode \'j_-Sr.hedule

DayLight \":Schedule

( Save [ Cancel ) § Apply |

Figure 3-7
Channel
Select a channel from the dropdown list.

Mirror
This feature switches the video up and bottom limit. This is disabled by default.

Flip
This feature switches the video left and right limit. This is disabled by default.

Light
Use this function to automatically adjust the exposure according to the ambient lighting.
Scene Mode
This parameter sets the white balance mode and affects the general hue of the video. This function is
on by default. You can select different scene modes such as auto, sunny, cloudy, home, office, and
night and disable to adjust the video to the best quality.

e Auto: The auto white balance is on. System can auto compensate the color temperature to

make sure the vide color is proper.

e Sunny: Sets the threshold of the white balance for a sunny day.

e Night: Sets the threshold of the white balance for nighttime.

e Customized: Sets the gain of the red/blue channel. The value ranges from O to 100.
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Day/Night

This parameter sets the device's mode switch between color and B/W. The default setup is auto.
e Color: The device outputs color video.
e Auto: The device automatically selects whether to output color or B/W video according to
the environment (general video brightness or whether IR light is present).
e B/W: The device outputs black and white video.
e Sensor: Itis to set when there is peripheral connected IR light.

Saturation: Move the slider to adjust the monitor window saturation. The value ranges from O to
100. The default value is 50. The larger the number, the strong the color. This value has no effect on
the general brightness of the video as a whole. The video color may become too strong if the value is
too high. For the gray part of the video, distortion may occur if the white balance is not accurate.
Also, video quality may be degraded if the value is too low. The recommended value ranges from 40
to 60.

Brightness Move the slider to adjust monitor window brightness. The value ranges from O to 100;
the default value is 50. The larger the number, the brighter the video. Please note that the video may
become hazy if the value is too high. The recommended value ranges from 40 to 60.

Contrast: Move the slider to adjust monitor window contrast. The value ranges from O to 100. The
default value is 50. The larger the number is, the higher the contrastis. You can use this function
when the whole video bright is OK but the contrast is not proper. Please note the video may become
hazy if the value is too low. If this value is too high, the dark section may lack brightness while the
bright section may over exposure .The recommended value ranges from 40 to 60.
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Video compression settings are made in the Encode dialog. Options include Encode, Overlay and
Snapshot.

3.2.3 Encode

e ENT

T REMOTE FTNETWORK

REMOTE
IMAGE
ENCODE
CAM NAME

Encode Overlay Snapshot
Channel

Code-Stream Ty

Compression

Resolution

( Default | [ Copy | ( Save [ Cancel |[ Apply |

Figure 3-8

3.2.3.1 Encode

Video compression settings are made in the Encode dialog. Highlight the box B o select the
corresponding function.

Channel
Select the desired channel.

Code Stream Type
Select from the dropdown list. There are three options: Regular, MD (motion detect) and Alarm. You
can set the various encode parameters for different recording types.

Compression
The system supports H.264, MPEG4 and MJPEG.

Resolution

The mainstream resolution type is the IPC’s encoding configuration. Generally this is
D1/720p/1080p. The system supports various resolutions that you can select from the dropdown
list.
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The Main Stream supports: 2048x1536 (3M), 1920x1080 (1080P), 1280x1024 (SxGA),
1280x960 (1.3M), 1280x720 (720P), 704x576 (D1).

The Sub Stream supports 704x576 (D 1), 352x288 (CIF).

Frame Rate (FPS)
This ranges from 1f/s to 25f/sin NTSC mode and 1f/s to 30f/s in PAL mode.

Bit Rate Type
The system supports two types: Constant Bit Rate (CBR) and Variable Bit Rate (VBR). In VBR mode,
you can set video quality.

Quality
Only appears when VBR is selected above. There are six levels ranging from 1 to 6. The sixth level
has the highest image quality.

Audio / Video
Use this checkbox to enable or disable the video/audio.
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Click the Overlay tab to open the Overlay dialog, which determines whether the following items are
displayed on the monitor screen.

3.2.3.2 Overlay

% REMOTE FTNETWORK [Z4 sYsTEM

REMOTE
IMAGE
ENCODE
CAM NAME

Overlay Snapshot
2 -
Monitor
Monitor

Cover-Area [ ™onitor

( Defaut ) Copy | ([ save | (“Cancel ) ( Apply |

Figure 3-9

Channel. Select the target channel from the dropdown list.

Time Display. Select whether the time is displayed during playback. Click the Set button and then
drag the title to the corresponding position in the screen.

Channel Display. Select whether the system displays the channel number during playback. Click
the Set button and then drag the title to the corresponding position in the screen.

Cover Area (Privacy Mask). This section is for setting the Privacy Mask. In the dialog, use your
mouse to set the desired mask size and location. In single channel video mode, the system supports a
maximum of 4 zones in one channel.

1 Monitor Checkbox. If this box is checked, the Privacy Mask zone cannot be view by the user
when in playback mode.
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Click the Snapshot tab to set snapshot mode, picture size, quality and frequency. Refer to section

3.2.3.3 Snapshot

2.7 Snapshot on page 20.

SETTING

o REMOTE = NETWORK . EVENT . sToRrRAGE [Z4 sysTEM

REMOTE
IMAGE
ENCODE
CAM NAME

Encode Overlay Snapshot

Mannal Snap (5

Channel \ 6
Mode \iTiming
Image Size

Quality

Snapshot Frequency (

| Save | I.__ Cancel | Apply |

Figure 3-10
Manual Snap. Click the dropdown menu to select the quantity of snapshots (1-5) that will be taken
per Snapshot click when taken manually.
Channel. Select the target channel from the dropdown list.

Mode: There are two modes: Timing (Schedule) and activation. If you set timing mode, you need to
set the snapshot frequency. If you set activation snapshot, you need to go to the Detect interface
(Main Menu > Setting > Detect) to set snapshot activation operation.

Image Size: Set the snapshot picture size.
Quality: Set the snapshot quality. The value ranges from 1 to 6.

Snapshot Frequency: Set the timing (schedule) snapshot interval. The value ranges from 1-7
picture(s) per second.

Copy. After you complete the setup, you can click Copy button to copy the current setup to other
channel(s). Check the number to select specific channel(s) or else check the All box. The current
channel number is grayed out. Click the OK to complete the setup.
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Copy

o 12005EEE

Figure 3-11

3.2.4 Cam Name

Use this screen to modify the Camera Name for each channel. The system supports a maximum of
31 characters. You can only modify the channel name of connected network cameras.

SETTING

& REMOTE FENETWORK ien EVENT B, STORAGE [Z} sYsTEM

REMOTE

IMAGE 3

ENCODE annel 1 | Channel 1
CAM

Channel 2 (Channel 2
) Channel4 (Channel 4
hannel 6 (Channel 6

“hannel

(" Defaurt ) ‘ ) (Cancel ) ( Apply )

Figure 3-12
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3.3 Network

This section is for inputting and viewing the network information.

3.3.1 TCP/IP

The network adapter interface is shown in Figure 3-13. Setup the network information as described
below.

o REMOTE R NETWORK i EVENT

e

iERAGE

TCP/IP
CONNECTION MTU

WIFI

3G

PPPOE

OONS idress

IP FILTER Ad : : : O orep
EMAIL

FTP

SNMP

MULTICAST

ALARM CENTER

REGISTER

SWITCH

IP Version

( Default (_save ) ( Cancel | Apply |

Figure 3-13

MTU
Displays the Maximum Transmission Unit (MTU) value of the network adapter. The value ranges from
1280-7200 bytes. The default setup is 1500 bytes.

MTU modification can affect current network service and may result in a reboot of the network
adapter. When you change the MTU setup, a pop up dialog box appears for you to confirm the setup.
Click the OK button to confirm the reboot or click Cancel to terminate the modification. Before the
modification, verify that the MTU of the NVR is the same as or lower than the MTU of the gateway. In
this way, you can reduce packets and enhance network transmission efficiency.

The following MTU values are for reference only.

e 1500: This is the Ethernet information packet maximum value and the default. It is the typical
setup when there is no PPPoE or VPN. It is also the default setup of some routers, switches
and network adapters.

e 1492: Recommended value for PPPoE.

e 1468: Recommended value for DHCP.
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LAN Download

The system can process the downloaded data first if you enable this function. The download speed is
1.5X or 2.0X of the normal speed.

IP Version
There are two options: IPv4 and IPv6.

MAC address
The LAN host has a unique MAC address. This item is read-only.

IP Address
In this section you can use the up/down buttons (A V) or input the corresponding numbers to input
the IP address. Then you can set the corresponding subnet mask and the default gateway.

Subnet Mask
The input value ranges from O to 128 and is used to mark a specified network MAC address. Usually
itincludes a multiple-level organization.

Default Gateway

In this section you can input the default gateway. The IP address and the Default Gateway must be in
the same IP section. That is to say, the specified length of the subnet prefix must have the same
string.

Preferred DNS Server
DNS server IP address.

Alternate DNS Server
DNS server alternate address.

DHCP

This section is for auto searching the IP. When you enable the DHCP function, you cannot modify the
IP/Subnet mask /Gateway. These values are from the DHCP function. If you have not enabled the
DHCP function, then the IP, Subnet Mask and Gateway are displayed as zero. You must disable DHCP
function to view current IP information. When PPPoE is operating, you cannot modify the IP, Subnet
Mask or Gateway.

IMPORTANT: For the following four ports (TCP, UDP, HTTP and RTSP), the system must be
rebooted after you have changed and saved any setup parameter. Make sure that
these four port values do not conflict with one another.
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The Connection dialog is shown in Figure 3-14. Enter the desired value for the corresponding

3.3.2 Connection

network function.

A REMOTE 7 NETWORK s EVENT B, STORAGE [C4 sYsTEM

TCP/P

CONNECTION Max Connection (128

WIFI TCP Port F
3G UDP Pont |3?7787

PPPOE HTTP Port @ )

DDNS HTTPS Port
IP FILTER RTSP Port
EMAIL

FTP

SNMP

MULTICAST

ALARM CENTER

REGISTER

SWITCH

(554

( Default ) (oK )( Cancel )( Apply |

Figure 3-14

Max Connection
The system supports a maximum of 128 users.

TCP Port
Select from a range of 1025-65535. The default valueis 37777.

UDP Port
Select from a range of 1025-65535. The default value is 37778.

HTTP Port
Select from a range of 1-65535. The default value is 80.

HTTPS Port
Select from a range of 128-65535. The default value is 44 3.

RTSP Port
Select from a range of 128-65535. The default value is 554.
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3.3.3 WIFI

This feature is not supported by ADT.

3.34 3G
This feature is not supported by ADT.

3.3.5 PPPoE
The PPPoE (Point to Point Protocol over Ethernet) dialog is shown in Figure 3-15.

To set up the PPPoOE feature:
1. Input the User Name and Password you received from your Internet service provider (ISP).
2. Click the OK button.
3. Reboot the system to activate your configuration.

After rebooting, the NVR connects to Internet automatically. The IP in the PPPoE is the NVR dynamic
value. You can access this IP to access the unit.

% REMOTE FENETWORK | g, EVENT B, sTORAGE [} sYSTEM

TCPAP
CONNECTION Enable
WIF]

le

PPPOE

DDNS

IP FILTER

EMAIL

FTP

SNMP
MULTICAST
ALARM CENTER
REGISTER
SWITCH

User name (

ord {

( Default | J( Cancel ][ Apply

Figure 3-15

3.3.6 DDNS
The DDNS setup dialog appears below in Figure 3-16.

Requirements: You must have a PC with a fixed IP and DDNS software running. In other words, this
PC is a DNS (domain name server).
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To set up the DDNS feature:
In network DDNS, select DDNS type and highlight enable item.

Input the PPPoE name you get from your IPS and server IP (PC with DDNS).
Click the OK button. The system prompts you to reboot to activate the setup.

1.

2.
3.
4

After rebooting, open a browser window and enter:
http://(DDNS server IP)/(virtual directory name)/Webtest. htm
(e.g.: http://10.6.2.85/NVR _DDNS/Webtest.htm.)

Open the DDNS Server Web search page.

T REMOTE

TCP/P
CONNECTION
WIFI

3G

PPPOE

DDNS

IP FILTER
EMAIL

FTP

SNMP
MULTICAST
ALARM CENTER
REGISTER
SWITCH

[ Defautt | (

SETTING
7= NETWORK wm EVENT
() Enable

DDNS Type  (Quick DDNS

www.quickddns.com

Host IP
Domain Mode @ Default Domain O
Domain Name 900249112233

User Name |

will reclaim the domain that i

B, sTORAGE

quick

idle for more than o

[C4 sYSTEM

Please input an email address

‘'ou can geta

nail one month before the reclaim it your email add p is right.

Test

Figure 3-16

(oK )

Cancel | | Apply I

Note that NNDS type includes: CN99 DDNS, NO-IP DDNS, Quick DDNS and Dyndns DDNS. You can
setup all DDNS clients to be valid at the same time.

The Quick DDNS function works with a special DDNS server and special Professional Surveillance
Software (PSS).

Quick DDNS and Client End Introduction

1. Background Introduction

The device IP is not fixed if you use ADSL to log into the network. The DDNS function enables you to
access the NVR via the registered domain name. Besides the general DDNS, the Quick DDNS works
with the device from the manufacturer so that it can add the extension function.
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2. Function Introduction

The quick DDNS client has the same function as other DDNS clients. It initiates the bonding of the
domain name and the IP address. At this time, the current DDNS server is for our own devices only.
You must refresh the bonding relationship of the domain and the IP regularly. There is no user name,
password or the ID registration on the server. At the same time, each device has a default domain
name (generated by MAC address) for your option. You can also use a customized valid domain
name (not registered).

3. Operation
Before you use Quick DDNS, you must enable this service and set the proper server address, port
value and domain name.

e Server address: www.quickddns.com

e Port number: 80
e Domain name: There are two modes: Default domain name and customized domain name.

You can use the default domain name registration or a customized domain name (using your self-
defined domain name.) After successful registration, you can use the domain name to login instead
of the device IP. The user name is optional; you can input your commonly-used email address.

IMPORTANT:
e Do notregister frequently. The interval between two registrations must be more than 60
seconds.

e The system may revoke a domain name that is idle for one year. You will receive an email
notification before the cancellation occurs.
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The IP filter dialog is shown in Figure 3-17. You can add IP in the following list. The list supports a

3.3.7 IP Filter

maximum 64 |IP addresses.

A REMOTE FE NETWORK w5 EVENT B, sToRAGE [ sYsTEM

TCP/AP

CONNECTION Enable ® Trusted Sites O Blocked Sites
WIFI

3G Start Address End Address Delete
PPPOE

DDNS

IP FILTER

EMAIL

FTP

SNMP

MULTICAST

ALARM CENTER

REGISTER

SWITCH

(Add )

(" Default ) (oK ) ( Cancel |[ Apply

Figure 3-17

After you enabled trusted sites function, only the IP listed below can access current NVR. If you
enable blocked sites function, the following listed IP addresses cannot access current NVR.

Enable
Highlight this box to enable the trusted site function and blocked sites function. You cannot see these
two modes if the Enable button is grayed out.

Type
You can select trusted site and blacklist from the dropdown list. You can view the IP address on the
following column.

Start Address/End Address
Select one type from the dropdown list, you can input IP address in the start address and end
address. Click Add IP Address or Add IP Section to add.

e Newly added IP addresses are enabled by default. Remove the v before the item to remove it
from the list.

e The system supports a maximum of 64 items.

o The system automatically removes space if there is any space before or after the newly
added IP address.
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e The system only checks the start address if you add an IP address. The system checks the
start address and end address if you add an IP section. The end address must be larger than

the start address.
e The system may check whether the newly added IP address exists. The system does not add
if the input IP address does not exist.

Delete

Click to remove the specified item.

Edit

Click to edit the start address and end address. See Figure 3-18. The system checks the IP address
validity after the edit operation.

Edit

Start Address (10.15.6.140

End Address (10.15.6.145

Figure 3-18

Default
Click to restore default setup. In this case, the trusted sites and blocked sites are both removed.

Note:
e |f you enabled trusted sites, only the IP in the trusted sites list can access the device.
e Ifyou enabled blocked sites, the IP in the blocked sites cannot access the device.
e The system supports add MAC address.
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3.3.8 Email

The email dialog is shown below in Figure 3-19.

% REMOTE i NETWORK ;. EVENT . sTORAGE [} sysTEM

TCP/P
CONNECTION Enable
WIFI

3G

PPPOE

DDNS

IP FILTER

EMAIL

FTP

SNMP
MULTICAST
ALARM CENTER
REGISTER
SWITCH

(NVRALERT tachment

[ Health Ena

Interval IMinute

[ Test

(" Default ) _‘ ) [ Cancel ) ( Apply )

Figure 3-19

SMTP Server
Enter your email SMTP server IP.

Port
Enter the corresponding port value.

User Name
Enter the user name to login to the sender’s email box.

Password
Enter the corresponding password.

Receiver
Enter the receiver's email address. The system supports a maximum of 3 email boxes and
automatically filters out duplicate addresses.

Sender
Enter the sender’s email address.

Title
Enter the email subject line (32 alphanumeric characters max).
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SSL Enable
Check to enable SSL encryption.

Event Interval
Enter the delay time in seconds following the alarm event before another email is sent out. The interval
ranges from O to 3600 seconds, where O means there is no delay and the email is sentimmediately.

Health Enable
Check the box to enable this function, which enables the system to send out a test email for testing
the connection.

Interval
Enter the delay time in seconds following the test alarm before another email is sent out. The interval
ranges from O to 3600 seconds, where O means there is no delay and the email is sent immediately.

Test
Click the Test button test the email connection.

Note that the system will not send out the email immediately when the alarm occurs. When the
Motion Detection or the Abnormality event activates the email, the system sends out the email
according to the interval setting specified here. This function is very useful when there are too many
emails activated by Abnormality events, resulting in a heavy load for the email server.
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3.39 FTP
You must download or buy an FTP service tool (such as Ser-U FTP SERVER) to establish the FTP service.

Install the Ser-U FTP SERVER first. (Start > All Programs > Serv-U FTP Server > Serv-U Administrator).
Then set the user password and FTP folder. Note that you must grant write rights to the FTP upload
user.

U Serv-u Administrator Local Server == =10l x|
File Edit User Yiew ‘Window Help

HXBonE 2R &al?

B U Gervel Servers ﬁ Accnuntl ] Gereral B DirAccess | TR IP Accessl 14 UL/DL Rati I L4
=B << Local Server »>
LR License
] Settings Al

Activity

¥ white

¥ Append
[v Delete

E_E Diomains
EE zhonghy
] Settings

Directaries:

v List
[V Create
/\|7 Remove

i
Firectonies:

1V Inherit
=55

Add Delete | Edit |

"H Apply | w3 Resctore |

<< Local Server == [System Administratar] ‘ Down: 0,000 kBps { Up: 0,000 kBps | 3 of 32767 Sockets | 0{0) Users ‘ O¥fers

Figure 3-20
You can use a PC or FTP login tool to test that it is setup properly.

For example, you can login user ZHY to FTP://10.10.7.7 and then test it to modify or delete the
folder.

Internet Explorer I

? To log on ko this FTP server, type a user name and password.

FTP server! 10.10.7.7

Lser name:!
Password:

After yvou log on, you can add this server to your Favorites and return ko it easily.

[Log on anomymously

[ Log On ][ Cancel

Figure 3-21

The system also supports upload multiple NVRs to one FTP server. You can create multiple folders
under this FTP. Select FTP and then double-click it. The following dialog appears.
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TCP/IP
CONNECTION
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PPPOE

DDNS

IP FILTER
EMAIL

FTP

SNMP
MULTICAST
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REGISTER
SWITCH

7 NETWORK W, EVENT
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(o . . .0 ) Port (21

emote Directory

Image Upload Interval |

ength ID

)Second

) Alarm MD

Time Period 1

Time Period 2

| Default |

-24:00 ) O O

-24:00 ) O O

( OK ) [ Cancel |(_ Apply |

Figure 3-22

the FTP feature:
Highlight the Enable box to activate the FTP function.
Input the FTP server address, port and remote directory. When a remote directory is not

available, the system automatically creates folders according to the IP, time and channel.

Enter the User Name and Password as the account information for you to login the FTP.

Set upload file length, picture upload interval, upload file channel, time and type.

o File length is upload file length. When this value is larger than the actual file length, the
system will upload the whole file. When this value here is smaller than the actual file

length, the system only uploads the set length and automatically ignores the left section.

When the interval value is O, the system uploads all corresponding files.

e At the same time, you can set two periods and three recording files for different channels.

Click the Test button. The corresponding dialog box appears to show that the FTP

connection is OK.
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SNMP is an abbreviation of Simple Network Management Protocol. It provides the basic network

3.3.10 SNMP

management framework of the network management system. SNMP is widely used in many
environments, network devices, software and systems.

SETTING

M REMOTE FENETWORK [£4 sYsTEM

TCPIP
CONNECTION Enable
WIF]

3G

PPPOE

DDNS

IP FILTER
EMAIL

FTP

SNMP
MULTICAST
ALARM CENTER
REGISTER
SWITCH

( Defautt | ) ( Cancel ) [ Apply )

Figure 3-23

Enable the SNMP function. Use the corresponding software tool (MIB Builder and MG-SOFT MIB
Browser. You will need two MIB files: BASE-SNMP-MIB, NVR-SNMP-MIB) to connect to the device.
You can get the device’s corresponding configuration information after a successful connection.

To configure SNMIP:

1. In Figure 3-23 above, check the box to enable the SNMP function. Input the IP address of the PC
than is running the software in the Trap address. You can use the default setup for the rest of the
items.

2. Compile the above mentioned two MIB file via the software MIB Builder.

Run MG-SOFT MIB Browser to load the file from the previous step to the software.

4. Inputthe device IP you want to manage in the MG-SOFT MIB Browser. Set the corresponding
version for future reference.

5. Open the tree list on the MG-SOFT MIB Browser to get the device configuration. Here you can see
how many video channels, audio channels and application versions the device has.

w

Note: A port conflict occurs when the SNMP port and Trap port are the same.
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Multicast is a transmission mode for data packets. Multicast sends IP datagrams to a group of receivers

3.3.11 Multicast Setup

in a single transmission. When there are multiple hosts to receive the same data packet, multicast is the
best option to reduce the bandwidth and the CPU load. The source host can send out just one data
packet. This function also depends on the relationship of the group member and the group.

% REMOTE FENETWORK wm EVENT B, STORAGE [ SYSTEM

TCP/P
CONNECTION Enable
WIFI

3G
PPPOE Port (36666

IP Address ( 239 .

DDNS

IP FILTER

EMAIL

FTP

SNMP
MULTICAST
ALARM CENTER
REGISTER
SWITCH

[ Default | ) ([ Cancel ) [ Apply )

Figure 3-24

Refer to the following list for detailed information.

e |P multicast group address
0 224.0.0.0-239.255.255.255
0 “D” address space
—The higher four-bit of the first byte="1110"
o Reserved local multicast group address
0 224.0.0.0-224.0.0.255
0 TTL=1 When sending out telegraph
0 Forexample:
-224.0.0.1 Allsystems in the sub-net
-224.0.0.2 Allrouters in the sub-net
-224.0.0.4 DVMRP router
-224.0.0.5 OSPF router
-224.0.0.13 PIMv2 router
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e Administrative scoped addressees
0 239.0.0.0—239.255.255.255
0 Private address space
—Like the single broadcast address of RFC1918
— Cannot be used in Internet transmission
— Used for a multicast broadcast in limited space

Except the above mentioned reserved addresses, you can use other addresses.
For example:

o MulticastIP: 235.8.8.36

o Multicast PORT: 3666.

After you have logged in, the Web can automatically get a multicast address and add it to the
multicast groups. You can enable real-time monitor function to view the view.
3.3.12 Alarm Center

This feature is not supported by ADT.

3.3.13 Register

This function enables the device to automatically register to the proxy you have specified. In this way
you can use the client end to access the NVR via the proxy. In the network service, the device
supports a server address of IPv4 protocol.

To use the Register function:
1. Set the proxy server address, port and sub-device name at the device end.
2. Enable the Register function. The device automatically registers to the proxy server.

IMPORTANT: Do notinput a network default port such as the TCP port number.
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SETTING

7 REMOTE FENETWORK wm EVENT B, STORAGE [Cd sYsTEM

TCP/P
CONNECTION Enable
WIF]

3G

PPPOE

DDNS

IP FILTER

EMAIL

FTP

SNMP
MULTICAST
ALARM CENTER
REGISTER
SWITCH

( Defaut | Cancel ) IE\pp_Iy_I

Figure 3-25

3. The proxy server software is developed from the SDK. Open the software and input the global
setup. Make sure the auto connection port here is the same as the port you setin the
previous step.

4. Now add the device. Do not input default port number such as the TCP port in the mapping
port number. The device ID used here must be the same as the ID you input prior.

5. Click the Add button to complete the setup.

6. Boot up the proxy server.
When the network status is Y, the registration is successful. You can view the proxy server

when the device is online.

IMPORTANT: The server IP address can also be the domain but you must register a domain name
before you run the proxy device server.

NVR4200 Series User Guide b8



3.3.14

The built-in switch function is used to set up the PoE port. Here, you can set the switch IP address,
subnet mask and gateway.

Switch

3 Local Menu Operations

a7
T REMOTE

TCPAP
CONNECTION
WIFI

e

PPPOE

DDNS

IP FILTER
EMAIL

FTP

SNMP
MULTICAST
ALARM CENTER
REGISTER
SWITCH

FF NETWORK

Detauit

Figure 3-26

E,STORAGE

Cancel | |

Apply |
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3.4 Event

The Event screens are used for setting up the type of actions for which you want to trigger a
response, such as triggering an alarm, sending an email or taking a snapshot. There are four types
that you can set as an event:

o Video Detect

e Alarm

e Abnormality

e Alarm Out

3.4.1 Video Detect

The Video Detect actions include set up parameters for Motion Detection, Tampering (aka Masking)
and Video Loss.

To set up a video event for triggering a response:
1. Select Main Menu > Setting > Event > Video Detect.
The Video Detect menu appears.

SETTING

T REMOTE igm EVENT . STORAGE

VIDEQO DETECT

ALARM

ABNORMALITY Channel
ALARM OUT Region

Motion Detect| Tampering Video Loss

Period ( Se ) Anti-dither
Latch

end Email

&Ptz

@Buzzer

(" Defaut ) [ Copy ) (_save ) (_Cancel ) ([ Apply )

Figure 3-27

2. Highlight the box ( ) to select the corresponding function.
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3. After completing the setup, click the Save button.
The following describes the Video Detect window:

Event type
Select the desired event from the appropriate tab: Motion Detection, Tampering or Video Loss.

Channel
Select a channel from the dropdown list that you want to enable for the event.

Enable
Check the box to enable the event type.

Region

(Motion Detection only) Click the Setup button to set Motion Detection zone. There are
396(PAL)/330(NTSC) small zones. The blue zone is the motion detection zone; the white zone is the
disarmed zone. The system can only detect motion detect signal from the armed region. See section
0 Motion Detection on page 63.)

Sensitivity
(Motion Detection and Tampering only) The system supports 6 levels. The sixth level has the highest
sensitivity. The default setup is 3.

Period

Click the Setup button. The Setup dialog opens, where you can set the time period when detection is
enabled. Select Sunday to Saturday from the dropdown list. Be sure to check the box to the left of
the period to enable it. To set your own business day and non-business days, select work day or non-
work day from the drop down list, and then click the Setup button. For example, you can set Monday
to Friday as working days and Saturday and Sunday as non-working days. Click the Save button to
return to the previous screen.

Anti-dither

(Motion Detection only) This feature sets a delay period before triggering the next Motion Detection
event, to avoid re-triggering on the same event. The delay period begins when the current motion
detection event has ended. The system only stores one event during the anti-dither period. The value
ranges from 5s to 600s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.
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Enable Show Message to pop up a warning message on the local monitor to alert you that the event
has occurred.

Show Message

Alarm Upload
Enable this feature to upload an alarm signal to the network.

Send Email
Enable this to send out email to alert you when the event occurs.

Record Channel

The system automatically activates the designated channel(s) to record once a Motion Detection event
occurs. Make sure you have set MD Record in Schedule screen (Main Menu > Setting > Schedule) and
Schedule Record on the Manual Record screen (Main Menu > Storage > Manual Record).

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

PTZ Activation
Select this feature to set Pan/Tilt/Zoom movement when an event occurs.

e Select. Click this button to open the PTZ Activation screen for setting up the camera.

PTZ Activation

Channel 1

Channel 5

Channel 7 (MNone

Figure 3-28

Tour

Enable the tour function to present an alternating display (much like a slideshow) of the channel(s)
you have set to record when a motion detect event occurs. Refer to section 3.6.2.2 TV Adjust Tab
on page 93 for tour interval setup.

Snapshot
Enable this function to take a snapshotimage when a motion detect event occurs.

Buzzer
Enable this function to sound an audible tone from the NVR when the event occurs.
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Test

Click this test the current motion detect setup. See section 0 Motion Detection on page 63.

Note:

o In the Detect main screen, the copy/paste function is only valid for the same event type. In
other words, you cannot copy a channel setup in Video Loss mode and paste it to a channel
in Tampering mode.

o The Default function is only available for the current event type. For example, if you click the
Default button in the Tampering dialog, only the default Tampering setup is restored to
default settings. It does not affect other detection types.
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The system can set a Motion Detection event to trigger an alarm and initiate recording. The Motion

3.4.1.1 Motion Detection

Detect icon . appears on the live video screen if the current channel has the motion detect alarm
enabled. You first must set up the area on the screen that you want to be sensitive to motion
detection. You can up the motion detection zone using the mouse. You can also use keys on the front
panel of the NVR: FN and arrow keys to set the detection zone, the Enter key to accept the setting, or
the Esc key to exit without saving.

To set up Motion Detection:
1. Open the Motion Detect screen by selecting Main Menu > Setting > Video Detect. The Video
Detect screen opens, as shown in Figure 3-27.
2. Inthe Channel area, select the channel you want to set up from the drop-down list.
Check the Enable checkbox to enable the Motion Detection feature for this channel.
4. In the Region field, select the Select button. An interface opens for setting the motion
detection zone.

w

Figure 3-29

The blue zone is the armed (motion detection) zone; the clear zone is the disarmed zone. The
system only detects motion in the blue armed region. The default setup is the entire screen
(all blue).

5. Setthe motion detection zone, using one of the following methods. The currently selected grid
cell is highlighted in green.
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a. Left mouse-click and drag it to set the desired region. If the area is already blue (armed),
dragging the mouse sets the cells clear (disarmed). If the area is already clear (disarmed),
dragging the mouse sets the cells armed (blue).
or

b. Press the Fn button on the front panel to switch between the armed mode and disarmed
modes. Use the arrow keys to apply that format to the grid cell.

6. After setting the zone, exit and return to the Detect zone setup screen, using one of the
following methods:
a. Right mouse-click
or
b. Pressthe Enter button on the front panel

7. Setthe Sensitivity level 1-6, where 6 is the most sensitive. The defaultis 3.

8. Select the Test button. A screen appears as in Figure 3-30. The system only displays the
motion detect status of the blue area. The red flashing area shows motion has been detected
in this area.

+

Figure 3-30

9. In the Period area, select the Setup button. The Setup dialog opens for setting the motion
detection period.
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Figure 3-31

10. To make settings for multiple days, select the E icon to the left of several dates. The icon
changes to indicating that settings made to one date will follow to the other selected
dates.

11.Click the u icon to delete a record type from one period.

F,
12.Click the h'] button to set up the time period. The following dialog appears. Six periods appear
for you to set for each day.

a. Select the box to the left of a time period to enable it.
b. Setthe start and end times for each motion detect period.
c. When finished, select Save to return to the Detect screen.
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Time Period

Current Date: Sun

Period 1 (00 :00 -24: 00

Period 2 (00 :00 -24: 00

Period 3 (00 :00 -24: 00

Period 4 (00 :00 -24: 00

Period 5 (00 :00 -24: 00

Period 6 (00 :00 -24: 00

Copy

O A Sun 0 Mon [0 Tue 0 Wed O Thu @ Fri O Sat

Figure 3-32
13. Select the desired alarm types: Alarm Out, Show Message, Record Channel, PTZ Activation,
Tour, Snapshot, Buzzer, Alarm Upload, or Send Email.

14. Select the Save button to enact the current setup.

15. The Motion Detect icon ‘* appears on the live video screen if the current channel has the
motion detect alarm enabled.
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The Tampering feature alerts you when someone maliciously masks the lens, or the output video is in
monochrome due to a change in ambient light.

3.4.1.2 Tampering

To set up a Tampering event:
1. Open the Motion Detect screen by selecting Main Menu > Setting > Detect. The Detect
screen opens.
2. Select the Tampering tab.

SETTING

2, REMOTE FTNETWORK M, EVENT Bl sTorRAGE

VIDEO DETECT
ALARM
ABNORMALITY Channel ( =) Enable
ALARM OUT

Motion Detect| Tampering | Video Loss

Period

Latch (1 }Second

(OJsend Email

F)Buzzer

( Defaut | Copy | | ) [ Cancel | [ Apply |

Figure 3-33

3. Inthe Channel area, select the channel you want to set up from the drop-down list.
4. Check the Enable checkbox to enable the Tampering feature for this channel.

5. Inthe Period area, select the Setup button. The Setup dialog opens for setting the motion
detection period.
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Figure 3-34

6. To make settings for multiple days, select the E icon to the left of several dates. The icon
changes to indicating that settings made to one date will follow to the other selected
dates.

7. Click the u icon to delete a record type from one period.

8. Click Eto set up the time period. The following dialog appears. Six periods appear for you to
set for each day.

a. Select the box to the left of a time period to enable it.
b. Set the start and end times for each motion detect period.
c. When finished, select Save to return to the Detect screen.
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Time Period

Current Date: Sun

Period 1 (00 :00 -24: 00

Period 2 (00 :00 -24: 00

Period 3 (00 :00 -24: 00

Period 4 (00 :00 -24: 00

Period 5 (00 :00 -24: 00
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Copy
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Figure 3-35

9. Select the desired alarm types: Alarm Out, Show Message, Record Channel, PTZ Activation,
Tour, Snapshot, Buzzer, Alarm Upload, or Send Email.
10. Select the Save button to enact the current setup.

Note:
o Thereis no Detection Region or Anti-dither setup for Tampering.
e Tampering is only enabled during the time period set. It is disabled for Motion Detection and
Video Loss.
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3.4.1.3 Video Loss
This function informs you when no video signal is detected.

To set up a Video Loss event:
1. Open the Motion Detect screen by selecting Main Menu > Setting > Video Detect. The Video
Detect screen opens.
2. Select the Video Loss tab.

SETTING

% REMOTE FTNETWORK i EVENT B, sTORAGE [l sYSTEM

VIDEQ DETECT
ALARM

ABNORMALITY Channel 7) Enable
ALARM OUT

Motion Detect Tampering | Video Loss

}Second

)Second

[ Default | ) ( save ][ Cancel |( Apply )

Figure 3-36

3. Inthe Channel area, select the channel you want to set up from the drop-down list.
Check the Enable checkbox to enable the Video Loss feature for this channel.
5. Inthe Period area, select the Setup button. The Setup dialog opens for setting the motion

s

detection period.
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Figure 3-37

6. To make settings for multiple days, select the E icon to the left of several dates. The
icon changes to , indicating that settings made to one date will follow to the other
selected dates.

7. Clickthe u icon to delete a record type from one period.

8. Click :‘]to set up the time period. The following dialog appears. Six periods appear for you
to set for each day.
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Time Period
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Figure 3-38

a. Select the box to the left of a time period to enable it.
b. Set the start and end times for each motion detect period.
c. When finished, select Save to return to the Detect screen.

9. Select the desired alarm types: Alarm Out, Show Message, Record Channel, PTZ Activation,
Tour, Snapshot, Buzzer, Alarm Upload, or Send Email.
10. Select the Save button to enact the current setup.

The Video Loss icon ? appears on the live video screen if the current channel has the Video
Loss alarm enabled.

Note:
e Thereis no Detection Region, Sensitivity or Anti-dither setup for Video Loss.
o Video Loss is only enabled during the time period set. It is disabled for Motion Detection and
Tampering.
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1. Inthe Main Menu, select Setting > Event > Alarm. The alarm setup interface opens.
2. Click the tab representing the desired alarm type:
e Local Alarm. The system detects the alarm signal from the alarm input port.
o Network Alarm. The system detects the alarm signal from the network.
o IPC External Alarm. The system detects the alarm signal from the front-end device and
activates the local NVR.
o IPC Offline Alarm. The system generates an alarm when the front-end IPC disconnects
from the local NVR. The alarm can activate a recording, PTZ, snapshot, etc. The alarm
lasts until the IPC and the NVR resume their connection.

3.4.2 Alarm Setup

3. Selectthe [ icon to enable the corresponding function.
4. Click Save when complete.

SETTING

T REMOTE FTNETWORK . EVENT B, sToRAGE [ sysTEm

VIDEO DETECT
ALARM
ABNORMALITY Channel |3 'fi Enable Typ tNorma! Open "

ALARM OUT

IPC Ext Alarm |IPC Offline Alarm  Local Alarm Net Alarm

Period i Anti-dither (5
Latch ['1 0
{ ]Send Email

Tour
®s

( Default | [ Copy | ( ) [ Cancel ||

Figure 3-39
Enable
Check the box to activate the Alarm function.

Alarm In
Select the channel number from the dropdown, or else select All.

Alarm Alias
Enter the Alarm name.
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Type

Select the relay type from the dropdown: Normally Open or Normally Closed.

Period

Click the Setup button. The Setup dialog opens.

18 20 2 2
N I N (N NN N

Figure 3-40

Here you can set the time period when detection is enabled. Select Sunday to Saturday from the
dropdown list. Be sure to check the box to the left of the period to enable it. To set your own business
day and non-business days, select work day or non-work day from the drop down list, and then click
the Setup button. See Figure 3-4 1. For example, you can set Monday to Friday as working days and
Saturday and Sunday as non-working days. Click the Save button to return to the previous screen.
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Time Period

Current Date: Sun

Copy.

a a Sun D Mon 0 Tue 0 Wed 0 Thu @ Fri O Sat

Figure 3-41

Anti-dither

This feature sets a delay period before triggering the next alarm, to avoid re-triggering on the same
event for screen prompt, alarm upload, and email notifications. The delay period begins when the
current event has ended, not including the latch time. The value ranges from 5s to 600s. For
example, if you set an anti-dither time of 10 seconds, the activation will last 10seconds when a local
alarm is activated. If another local alarm signal is detected before these 10 seconds have elapsed, the
buzzer, tour, PTZ activation, snapshot, and record channel will be activated for another 10 second
period. However, the screen prompt, alarm upload, and email will not be activated again. After the
10-second anti-dither time has elapsed, a new alarm signal will be generated when another alarm is
detected.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

Show Message
Enable Show Message to pop up a warning dialog on the local monitor displaying which alarm has
occurred.
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Alarm Upload
Enable this feature to upload an alarm signal to the network.

Send Email
Enable this to send out email to alert you when the alarm occurs.

Record Channel
Select the proper channel to record when the alarm occurs.
1. Onthe Record screen (Main Menu > Storage > Record), select Schedule Record.
2. On the Schedule screen (Main Menu > Setting > Schedule), set Alarm recording.
3. On the Encode screen (Main Menu > Setting > Encode), select Alarm as the Type and set the
encode parameters.
4. Finally, you can set the alarm input as the local alarm and then select the recording channel.
The selected channel begins recording when an alarm occurs.

PTZ Activation
Select this feature to set Pan/Tilt/Zoom movement when an alarm occurs. Click the Setup button to
open the PTZ Activation screen for setting up the camera.

PTZ Activation

Channel 7 {None

Figure 3-42

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Tour

Enable the tour function to present an alternating display (much like a slideshow) of the channel(s)

you have set to record when a motion detect event occurs. The system supports 1/8-window tour.
Refer to section 3.6.2.2 TV Adjust Tab on page 93 for tour interval setup. However, the alarm tour
has higher priority than the tour setup you set in the Display screen.
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Enable this function to take a snapshot image on the designated channel when an alarm occurs:

Snapshot

1. Go to Setting>Encode. Select Snapshot as the activation mode, and then set corresponding
parameters.

2. Go to Setting>Network >FTP. Set the FTP server information and the picture upload interval.
Enable the FTP function and click Save.

3. Goto Setting>Alarm. Select the corresponding channel, then enable the snapshot function.

Note: Activation Snapshot has higher priority than Schedule Snapshot.

Buzzer
Enable this function to sound an audible tone from the NVR when the alarm occurs.

Note: A network alarm is an alarm signal using TCP/IP. You can use NET SDK to activate a network
alarm. There is no type, anti-dither or alarm upload function.
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3.4.3 Abnormality

The Abnormality screen enables you to set how you would like to notified when specified events
occur. Select between the HDD or Network tabs.

SETTING

T REMOTE T NETWORK g EVENT 1B, STORAGE 4 sYSTEM

DETECT HDD Network
ALARM

ABNORMALITY
ALARM OUTPUT Enable

Event Type (No HDD

[Buzzer

" Cancel

Figure 3-43
SETTING

. T e o " s o
Ty REMOTE m EVENT !:,STORAGE

S HDD Network

ALARM

ABNORMALITY ent Type (Net Disconne| ~)
ALARM OUTPUT Enable

Figure 3-44
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Select the desired event from the Event Type field and then indicate the way(s) you would like to be

notified that the event has occurred. Click Save after making your selections.

Event Type
Use the drop-down menu to select the event that triggers the Abnormality. Select from No Disk, Disk
Error, No Disk Space, Network Disconnection, IP Conflict and MAC Conflict.

Enable
Check this box to enable an alert for the item selected in Event Type.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

Show Message
If this box is checked, a pop up message appears in the local screen to alert you that the event has
occurred.

Alarm Upload
This option uploads an alarm signal to the network if your enabled event occurs.

Send Email
If the event occurs, the system sends out an email to the designated account.

Buzzer
If this box is checked, an audible alert tone within the NVR sounds when the designated event
oCcCurs.
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If Alarm Out has been enabled to record for either Setting > Detect or Setting > Alarm, this dialog can
be used to set up recording status. For each alarm, click to select whether recording is scheduled,
manual or stopped (not recorded). Status for each alarm is indicated at the bottom.

3.4.4 Alarm Out

After the setup is complete, click OK.

SETTING

% REMOTE FTNETWORK i EVENT B STORAGE [Z4 sysTEM

VIDEO DETECT

ALARM

ABNORMALITY

ALARM OUT Manuz

Alarm Release [ Save )

OK ) (_Cancel ) (_Apply )

Figure 3-45
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3.5 Storage

In the Main Menu, select Setting > Storage to edit system-specific parameters.

3.5.1 Schedule

You can set the recording type and time in the Schedule screen.

3.5.1.1 Schedule Record

In the Main Menu, click Setting and then Schedule. The Schedule menu appears. Highlight the box
.to select the desired functions. When completed, click OK. The system returns to the previous
menu.

The following describes the options on the Schedule screen.

SETTING
o = = -
T REMOTE TTNETWORK . EVENT B STORAGE [CJ SYSTEM

SCHEDULE

HDD MANAGER
RECORD Channel {_1 ) PreRecord(4 s Redundancy ANR(3600 )s [

Record Snapshot

DReguIar @vo MAlarm Owmpaalarm
0 2 4 6 8 10 12 14 16 18 20 22 24

£
£
£
£
£
L
£

Default Copy

Figure 3-46
Channel. Select the channel number that you want to schedule. Select All if you want to set for all
channels.

Pre-record. The system can pre-record the video before the event occurs into the file. The value
ranges from 1 to 30 seconds depending on the bit stream.
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Redundancy. The system supports a redundancy backup function, which enables you to back up a
recorded file in two disks. Highlight Redundancy to activate this function. Before enabling this
function, you should set at least one HDD as redundant (Main Menu > Storage > HDD Manager).

Note: This function is not available if there is only one HDD.

ANR. Enable to save video to the SD card of the network camera in case the network connection
fails. The value ranges from 0s—43200s. After the network connection has resumed, the system can
get the video from the SD card and there is no risk of record loss.

Record Type. Select the type of recording to be created: Regular, Motion Detection (MD), Alarm and
MD with Alarm. For all types except Regular, recordings will only be created if the designated trigger
condition exists (motion detection and / or alarm) during the designated day and period.

At the bottom of the menu, there are color bars that indicate the type of recording:
B Green indicates regular recording
O Yellow indicates motion detection
B Redindicates an alarm
B Blue indicates motion detection with an alarm
Sync. To make settings for multiple days, select the H icon to the left of several dates. The icon

changes to indicating that settings made to one date will follow to the other selected dates.
u Click this icon to delete a record type from one period.

E’] Click this icon to set up the time period. The following dialog appears.

Time Petiod

Current Date: Sun

Period 1 B Regular OmD
Period 2 (O Regular OwMD
Period 3 (O Regular OwMD
period 4 OReguir Owo
ORegur  OW

Period 6 (00 :00 24 00 (D Regular OmMD

Copy
QOan @sun OMon (JTue Owed OThu OFri (JSat

Figure 3-47
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1. Select the recording time-of-day range(s) for the selected channel and day in the Period 1 —
Period 6 fields.

2. Foreach Period 1 — Period 6 field, click the box(es) for the type(s) of files you want to record:
Regular, Motion Detection and/or Alarm.

3. Select the Recording Type: Regular, Motion Detection or Alarm.

4. Click Save.

To set up a regular (non-Holiday) recording schedule:
1. Select the recording channel from the Channel dropdown.
2. Select the recording type: Regular, Motion Detection, or Alarm.
3. Manually select the recording period. Alternatively, you can use the :‘] icon to set the period.
4. Torecord an additional 1-30 seconds prior to the scheduled time, enter the value in seconds
in the Pre Record box.

To set a recording schedule for Holidays:
Note: You must first set up the Holiday function in the General menu, as described in the Holiday
Setup section on page 91.

Click the Holiday box to enable the days you established as holidays in the General menu.
Select the recording channel from the Channel dropdown.
Select Holiday from the Period dropdown.

AP LN =

Select the recording time-of-day range(s) for the selected channel and day in the Period 1 —

Period 6 fields.

5. Foreach Period 1 —Period 6 field, click the box(es) for the type(s) of files you want to record:
Regular, Motion Detection and/or Alarm.

6. Torecord an additional 1-30 seconds prior to the scheduled time, enter the value in seconds

in the Pre Record box.

Note: Holiday settings have priority over non-holiday schedules. If the selected day is a holiday,
then the system records according to the Holiday setting. If it is not a holiday, the system
records according to the regular Schedule.

3.5.1.2 Schedule Snapshot

To enable a photo at the scheduled interval, select the Snapshot tab. For instructions on how to set
up this function, see section 2.7.1 Schedule Snapshot on page 2 1.

Quick Setup
The Copy function enables you to copy one channel setup to another.

To use the Copy function:
1. After making your selections or the first channel, click the Copy button. The Copy dialog
opens, as shown in Figure 3-48.
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4.
5.

Copy

o 12005EEE

Figure 3-48

Select the channels into which you want to paste settings (channels 2 through 8 in the
figure).

To apply the current channel settings to all channels, click the All box. The record settings of
all channels become the same and the Copy button becomes hidden.

Click the OK button to save the current Copy settings. You are returned to the Record screen.
Click OK in the Record screen.

3.5.2 HDD Manager

The HDD Management section is used to view and edit settings for the hard disk drive. Click the HDD
Manage icon to open the HDD Manage screen.

Here you can view the current HDD type, status, capacity and record time:

1.

0—HDD is working properly
X—HDD error

Select a HDD and select the format from the dropdown list.

2. Click the Execute button.
3. Click OK button to complete the setup.

Note: The system must restart to activate the setup.
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o REMOTE FFNETWORK w5 EVENT

SCHEDULE
HDD MANAGER SATA 1 2

0O

RECORD O -

Type ‘ 5 y S e/Total Space
Read-w ~ Norm . 2.79 GB

( Refresh ) (_ Format |
( OK ][ Cancel |[ Apply |

Figure 3-49

e Each channel’s recordings can be stored in the specified HDD Group.

e Each HDD Group corresponds to several hard disks, while each hard disk is only included in
only one HDD Group.

e Each channel corresponds with only one HDD Group, while one HDD Group can store
recordings from several channels.

e The HDD Group is only available for read-write hard drives and self-defined disks. Other types
of hard disks cannot be set as an HDD Group.

o The current software version can only set the HDD group operation for read-write HDDs.
HDD groups do not include redundancy or read-only HDDs.

Refer to section 3.7.1 HDD Information on page 113.
Alarm Set / Release

Click to set / clear the Disk Error alarm in the Abnormality dialog. Refer to
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Abnormality on page 79.

3.5.3 Manual Recording

This feature enables you to immediately begin recording. The manual record function overrides the
automatic recording settings. There are three ways for you to access the Manual Record screen.

o Right mouse-click and select Record
o Navigate to Setting > Storage > Record in the Main Menu
e In live viewing mode, click the Rec button on the front panel remote control

A% REMOTE FTNETWORK m EVENT B, sTorAGE [l sysTEM

SCHEDULE
HDD MANAGER
RECORD

Main Stream
Schedule

Manual

Manual
Off
Snapshot
Enable

Disable

( save )( Cancel |( Apply )

Figure 3-50

Select the o icon to enable the corresponding channel for the desired mode. Alternatively, click All to
set all channels to the desired mode.

There are two modes of operation:
e Main stream, in the upper half of the dialog
e Extra stream, in the lower half of the dialog
There are three statuses:
e Schedule
e Manual
e Stop

Schedule. The channel records for the period you have set up (Main Menu > Setting > Schedule)
Manual. The channel records immediately until you select Stop. Manual recording has highest
priority.

Stop. All channels stop recording.
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3.6 System

In the Main Menu, select Setting > System to edit system-specific parameters.

3.6.1 General

3.6.1.1 General Tab

General setting includes the following items. See Figure 3-51. After completing all settings, click the
OK button. The system reverts to the previous menu.

SETTING

’EF 1 - . X
T REMOTE T . sTORAGE B3 sYSTEM

GENERAL
DISPLAY

RS232

PTZ

ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

General Date&Time Holiday
NVR
(8

( Default | (save ) Cancel |( Apply |

Figure 3-51

Device ID
Input a corresponding device name here.

Device No.
Input a corresponding device number.

Language
The system supports various languages: Chinese (simplified), Chinese (Traditional), English, Italian,
Japanese, French and Spanish. All languages listed here are optional.

Video Standard
There are two formats: NTSC and PAL.
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HDD Full

In this section you can select the working mode when the hard drive is full. There are two options:
stop recording or rewrite. If the current working HDD is overwritten or the current HDD is full while
the next HDD is not empty, then the system stops recording, If the current HDD is full and the next
HDD is not empty, then the system overwrites the previous files.

Pack Duration
This section is for specifying the duration of the recording. The value ranges from 1 to 120 minutes.
Default value is 60 minutes.

Real-time Playback
This sets the playback time you can view in the instant playback feature. (See Live Viewing on page
6). The value ranges from b5 to 60 minutes.

Auto Logout
This enables you to set auto logout interval once login user remains inactive for a specified time. The
value ranges from O to 60 minutes.

IPC Time Sync
Enter an interval to synchronize the NVR time and IPC time.

i1 Navigation Bar
Enable this to display the navigation bar on the screen.

i Startup Wizard
If this box is checked, the system opens with the Startup Wizard when the device boots up the next
time. Otherwise, the system opens with the System Login dialog.

Mouse Sensitivity
Set the mouse double-click speed by dragging the slider.
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3.6.1.2 Date & Time Tab

This tab is for setting the system time.

3 Local Menu Operations

SETTING

A% REMOTE T NETWORK i EVENT B, sTorAGE [ SYSTEM

GENERAL
DISPLAY
RS232

PTZ :
ACCOUNT : - 87:37 (GMT+08:00 [) [ Save )

General Date&Time Holiday
Date Format  (YYYY MM D me Format (24-HOUR [+

AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

Interval

(_ Defauit ) J [ Cancel ) [ Apply I

Figure 3-52

Date Format
There are three types: YYYYY-MM-DD: MM-DD-YYYYY or DD-MM-YYYY.

Time Format
There are two types: 24-hour mode or 12-hour mode.

Date Separator
There are three denotations to separate date: dot, beeline and solidus.

DST
This section is for setting DST time and date. Set start time and end time by setting corresponding
week setup. Then set start time and end time by setting the corresponding date setup.

NTP
You must install an SNTP server (such as Absolute Time Server) in your PC first. In Windows XP OS,
you can use command net start w32time to boot up the NTP service.

e Server. Inputyour PC address.

e Port. The NVR supports TCP transmission only. The port default value is 123.

¢ Interval. Minimum update value is 1, in minutes; maximum value is 65535

e Manual Update. Enables you to synchronize the time with the server manually.
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3.6.1.3 Holiday Tab

This tab enables you to use holiday settings.

SETTING

T REMOTE TFENETWORK . EVENT 1B, STORAGE & sysTEM

GENERAL
DISPLAY

RS232

PTZ

ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

General Date&Time Holiday

1 Holida ne  Status Date
1 National 2013Year 7Month4Day

« I .

Figure 3-53
Holiday Setup
Click the Add New Holidays button to display the dialog for selecting the dates you want to include
as holidays. Refer to section 3.5.1 Schedule on page 82 for instructions on how to set recording
schedules for holidays you have set up.

Add New Holidays

[ Add More

Figure 3-54
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The Display Setup screen is split into two tabs: GUl and Tour. The GUI screen is shown in the

3.6.2 Display Setup

following figure.

3.6.2.1 Display Tab

% REwOTE FPNETWORK wn EVENT L STORAGE [Z sYsTEM

GENERAL
DISPLAY

RS232

TV Adjust Tour

BTZ

ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

| '_I'.’ref.auit'

Figure 3-55

Resolution
There are four options: 1280 x1024 (default), 1280 x720, 1920 x 1080 and 1024 x768. You must
reboot to activate the new setup.

VGA+HDMI2

This is for dual-screen operation. Make your selection from the dropdown list, and then click Apply.
The system needs to restart to activate the new setup. For example, 8+4 means for VGA, the system
supports 8-window split max and for HDMI2 the system supports a 4-window split max.

Transparency
Drag the slider to select a value for GUI's transparency over the viewing window, ranging from 128
to 255.

Time Display
Select to display the time during playback.

Channel Display
Select to display the channel name during playback.

Image Enhance
Check the box to optimize the live video image quality.
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Original Scale
Check the box to restore the original video scale.

3.6.2.2 TV Adjust Tab

Here you can activate the Tour function, which presents an alternating display (much like a
slideshow) of the channel(s) you have set to record when a motion detection or alarm event occurs.

SETTING
o —— = =
1% REMOTE FTNETWORK iwn EVENT B sTORAGE [E sYSTEM

GENERAL
DISPLAY
RS232 Top Margin  fl—
PTZ Bottorn Margin fl——-—
ACCOUNT Left Margin ——
AUTO MAINTAIN Right Margin  —— 0

IMP/EXP Brightness —f— 128
DEFAULT

UPGRADE

Display TV Adjust

Figure 3-56
The TV Adjust dialog enables you to make adjustments to the monitor screen.

To set or edit TV Adjust:
1. Drag the slide bar to adjust each item to the desired setting.
2. After completing the setup, click the OK button. The system reverts to the previous menu.
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Here you can activate the Tour function, which presents an alternating display (much like a

3.6.2.3 Tour Tab

slideshow) of the channel(s) you have set to record when a motion detection or alarm event occurs.

SETTING
ax —= = =
T REMOTE FTNETWORK iwn EVENT B sTORAGE [E sYSTEM

GEMNERAL
DISPLAY

RS232 Motion Tour Type (View 1 =) Alarm Tour Type

PTZ Enable Tour O Interval C}sec.
ACCOUNT Window Split (Views 5

AUTO MAINTAIN

IMP/EXP 234
DEFAULT 678
UPGRADE

Display TV Adjust Tour

1 v 1
2 v 5

L]

Figure 3-57

Motion Tour Type. Select from the dropdown the motion tour combination set up in the Window Split
screen below.

Alarm Tour Type. Select from the dropdown the alarm tour combination set up in the Window Split
screen below.

Enable Tour. Check the box to enable this function.
Interval. The system supports 1/4/8/9-window tour. Input the desired interval value here for the
scheduled tour/motion detection tour. The value ranges from 5-120 seconds.
Window Split. Select the window split mode from the dropdown list.
Channel Combination. This area is for viewing channel names under current window split mode.
You can add/delete channels here. Double-click an item to edit the channel group. The system
supports a maximum of 16 channels.

e Add. Under the specified window split mode, click to add a channel group.

o Delete. Click to remove the selected channel group.

e Move up. Click to move the currently selected channel up.

e Move down. Click to move the currently selected channel down.

e Default. Click to restore the default setup.

After completing the settings, click the Save button. The system returns to the previous menu.

Tip: On the navigation bar, click / to enable/disable Tour. Click Save to save the current setup.
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This screen is for setting up the RS232 connections. The dialog contains five items:

3.6.3 RS232

SETTING

"% REMOTE TTNETWORK B, sTORAGE [ SYSTEM

GENERAL

DISPLAY Function (Console  |~)
RS232 Baud Rate

PTZ

ACCOUNT

AUTO MAINTAIN

IMP/EXP

DEFAULT

UPGRADE

[ Default | ([ save )( Cancel )[( Apply )

Figure 3-58

Function
There are various devices for you to select from the dropdown:
e Console (the default) is for use with the COM or software to upgrade or debug the program.
o Keyboard is for controlling the device via a special keyboard.
o Adapter (transparent COM) is for connecting to the PC in order to transfer data directly.
e Protocol COM is for the Text Overlay function.
o Net Keyboard is for using the network keyboard to control the device.
e PTZ Matrix for connecting to the peripheral matrix control.

Baud Rate
Select the proper baud rate from the dropdown. The defaultis 115200.

Data Bits
Select the proper data bit. The value ranges from b to 8. The defaultis 8.

Stop Bits
Select 1 or 2. The defaultis 1.

Parity
Select from five choices: None, Odd, Even, Mark or Null. The default is None.

After completing the setup, click the Save button. The system returns to the previous menu.
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This section describes how to set up and control your pan/tilt/zoom (PTZ) camera(s).

3.6.4 Pan/Tilt/Zoom (PTZ)

Note: All the operations here are based on Pelco D protocol. For other protocols, there might be
differences.

3.6.4.1 Cable Connection

Follow the procedures below to go on cable connection:
1. Connect the dome R5485 port to NVR 485 port.
2. Connect the dome video output cable to NVR video input port.
3. Connect the power adapter to the dome.

3.6.4.2 PTZ Setup

Before setup, verify the following connections:

e Pan/Tilt/Zoom (PTZ) and decoder connections are correct
e Decoder address setup is correct
e Decoder A (B) line connects with the NVR A (B) line

1. Inthe Main Menu, click Setting and then Pan/Tilt Control. The PTZ dialog opens.
2. Complete the setup as follows:

SETTING

= - = -
T REMOTE TTNETWORK g EVENT . sTORAGE £ sYsTEM

GENERAL

DISPLAY Channel
RS232 PTZ Type
PTZ Protocol  (PELCOD  |~)
ACCOUNT Address
ALTO MAINTAIN B B
IMP/EXE Data Bi
DEFAULT Stop Bit D
UPGRADE Parity D

Figure 3-59

NVR4200 Series User Guide 96



3 Local Menu Operations

Channel. Use the drop-down list to select the desired channel number. Make this channel
selection first.

The PTZ Setup screen contains the following items:

PTZ Type: Use the drop-down list to select Local mode if you are connecting to the Speed
dome (PTZ) via RS485 cable. Select Remote mode if you are connecting to a network PTZ
camera.

Protocol. Select corresponding PTZ protocol (such as Pelco D)

Address: Input corresponding PTZ address. The default address is 1.

Baud rate: Select corresponding baud rate. The default value is 9600.

Data bits: select corresponding data bits. The default value is 8.

Stop bits: select corresponding stop bits. The default value is 1.

Parity: Select from three options: odd, even or none. The default setup is none.
3. After completing all the settings, click the Save button.

The system reverts to the previous menu.

3.6.4.3 PTZ Menu

In one window display mode, right mouse-click and select Pan/Tilt/Zoom from the Right-click menu,
or press the Fn button on either the front panel or on the remote.

View 1
View 4
: View 8
View 9

PTZ
Auto Focus
Color Setting

k

Search

Manual
Remote Device
Main Menu

Figure 3-60
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Main PTZ Control Panel
The Pan/Tilt/Zoom main control interface appears. Here you can set the following items:

Speed

Direction Keys

SIT - 3D Intelligent Positioning Key
Zoom, Focus, Iris (to adjust brightness)
PTZ Trace

Figure 3-61

3.6.4.4 Speed

Input a speed value using the numeric keypad. Select from 1-8, with 8 the fastest.

3.6.4.5 Direction Keys

Click one of the eight the direction arrows to adjust the Pan/Tilt/Zoom (PTZ) position. The camera

moves accordingly. Note that there are only four direction arrows on the NVR front panel.

3.6.4.6 3D Intelligent Positioning Key

The PTZ function supports 3D intelligent positioning, which enables you to use the mouse to position

the viewing area and automatically adjust the zoom, focus and iris settings.

To use 3D intelligent positioning:

1.

Locate and click the button labeled SIT in the center of the eight direction arrows.
The system reverts to the single screen mode.

Drag the mouse in the screen to adjust the section size. PTZ initiates automatically to adjust
to the dragged area. The dragged zone supports 4X to 16X speeds. The smaller the zone you

_—

drag, the higher the speed.

Figure 3-62
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3.6.4.7 Zoom, Focus, Iris

Click E and to modify the Zoom, Focus and Iris settings.

Name Function Function Shortcut Function Function Shortcut

key key key key
Zoom ® Zoom in b Zoom out (4 2
Focus ® Focus near 4 Focus far Pl
Iris B Close li4 Open Ml

Click I] to expand the menu for access to Preset, Tour, Pattern and Scan functions.

Figure 3-63

Refer to the following table for details. Please note that the dialog may vary with different protocols.
The button is grayed out and cannot be selected if the function is not available.

Right mouse click or click the ESC button on the front panel to return to the main PTZ control

interface.
Icon ‘ Function ‘ Icon ‘ Function
@ Preset E Flip
;:'t. Tour Reset
Pattern Aux
Scan m Aux on / off
@ Rotate Go to menu
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Click the button in the Main PTZ screen shown Figure 3-63. The setup dialog appears. Here you

3.6.4.8 Function Setup

can setup Preset, Tour, Pattern and Border.

PTZ

Pattern Border

Preset

Set

Del Preset

Figure 3-64

Preset

Presets are programmed locations that the PTZ camera is trained to view. These presets can be
strung together to move the camera in a designed movement called a Tour.

To setup the Preset:
1. Onthe Preset tab, use the eight direction arrows to adjust camera to the proper position.

Preset Tour Pattern Border

Preset

Set

Del Preset

Figure 3-65

Click Set.

Click within the Preset field.

Use the numeric keypad to input the preset number (1, 2, 3, etc.).
Click Set.

Return to step 1 and continue this pattern to set all desired Presets.

ook wN
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1. Inthe main PTZ control panel, enter the Preset No. you want to playback into the No. field,

To activate the Preset:

using the numeric keypad.

Figure 3-66

.
2. Click H to initiate the selected preset. The camera moves to that Preset location.

Click @ again to stop the movement.
Tour

Presets can be strung together to move the camera in a designed movement called a Tour.

PTZ

Preset Pattern Border

Preset
Patrol MNo. @

Add Preset

Del Preset
Del Tour

Figure 3-67

To setup the Tour:
1. Inthe Main PTZ Control panel, select the Tour tab.

2. Set the Patrol (tour) No. (for example, “1” in the above sample image).

3. Input a Preset number you want to add to the tour (for example, “3").

4. Click Add Preset to add Preset 3 to Tour 1.

5. Return to step 3 to add other presets in the order you want them to occur.
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To activate the Tour:

1. Inthe main PTZ interface, enter the Tour number you want to play back into the No. field,
using the numeric keypad.

Figure 3-68

2. Click to initiate the selected Tour.

The camera moves to all Preset locations that were set in the selected Tour. Click again

to Stop, enabling you to allow the Tour to run in its entirety or stop it at any time.

Pattern Setup

A pattern is much like a tour but does not use presets. Instead, the Pattern is recorded by the camera
movement design that you record using the Direction Keys on the Main PTZ Control panel. The
camera mimics the movement you recorded during setup.

PTZ

Preset Pattern Border

Pattern

End

Figure 3-69

To setup the Pattern:
1. Inthe Main PTZ Control screen, click the Pattern tab.
2. Clickin the Pattern field and enter a value for this Pattern number.
3. Now click the Begin button to start recording your pattern.
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4. Use the arrow keys to move the camera to the desired view pattern, using the Zoom, Focus,

and Iris settings as needed. The pattern that the camera follows is recorded.
5. Click the End button to terminate recording the pattern.

To activate the Pattern:
1. Inthe main PTZ interface, enter the Pattern number you want to playback into the No. field,
using the numeric keypad.

Figure 3-70
2. Click E to initiate the selected Pattern. The camera moves to all the locations that were
recorded in the selected Pattern. Click E again to stop the Pattern.
Border

Border is the right and left limitations that you set for camera movement. Borders determine the
pattern limits for Auto Scan.

PTZ

Preset Tour Pattern Border

Left

Figure 3-71

To setup the Borders:
1. Inthe PTZ Control panel, select the Border tab.
2. Use the arrow keys to move the camera to the desired left-most limit.
3. Click the Left button. The Left limit is defined.
4. Repeat steps 1-3, this time setting the Right side border.
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To activate the Borders:

e Click to initiate the Border pattern.
The camera automatically begins to pan left to the left border you have set, stop, and then
pan right until it reaches the right limit.

This process repeats until you click the button again to terminate the scan.
Rotate
To rotate the camera, click the @ button. Click @again to stop.
Auxiliary (Aux)
The Aukxiliary function interfaces special functions in your camera, which are defined by the protocol.

Click the m button to open the Aux interface. The aux number corresponds to the aux on/off button
of the decoder. Refer to your camera’s user manual for Aux definition.

Direct Aux

Aux Num

a

Figure 3-72
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The Account screen provides account management access. Here you can:

3.6.5 Account

e Add new user

o Modify a user

e Addagroup

o Modify a group

o Modify your password

You can assign different rights to different groups and thereby apply the same rights to all users
assigned to that group.

Note:
e The system account uses two-level management: group and user.
o The system supports a maximum of 20 user groups and 64 users.
e There are two levels for group or user management: admin and user.
e Each user should only belong to one group.
e Userrights cannot exceed group rights.
e The system allows multiple users use the same account to login.

After the settings have been made, click the Save button. The system returns to the previous menu.

Separate tabs enable you to modify the user or group.

SETTING

% REMOTE TINETWORK W% EVENT P, STORAGE B sYsTEM

GENERAL
DISPLAY

RS232 2 |Us ‘F-Iame Gmt-.-p Name Modify Jelete Me .c:w

admin admin Va ¢ admin 's account
PTZ ADT user 7 ¢ ADT user's account
ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT

UPGRADE

Modify User | Modify Group

[ Add User |

Figure 3-73
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SETTING

? Lt - i o —p S— = .
1% REMOTE ; P.sTorAGE B4 sysTEM

GENERAL
DISPLAY

RS232

PTZ

ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

Modify User Modify Group

2 'Vliirou p Nam Modify e Memo
1 |admin Vs ¢ administrator group
2 |user / user group

(Add Group )

Figure 3-74

3.6.5.1 Add/Modify Group

A group is a convenient method for assigning a set of rights to multiple users. Usually a user would
be assigned to a single group.

To add a new group:
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1. Click the Add Group button in the Account screen. The Add Group dialog appears.

Add Group
Group Name |
Memo

Authority

System Playback Monitor

Sys
IN

M E

Shutdown the Device

Save Cancel

Figure 3-75

2. Enter a Name for the Group.

Note:
e For the user group name, the maximum string length is 6-bytes.
e The string can include letters, numbers, underscore, minus sign and period.
e The underscore must be in the middle of the string, not at the front or end of the

string.
3. Optionally, enter a descriptive Memo for the Group.

4. Place a checkin the box of the rights that you would like to assign to this group.
There are 60 different rights, such as control panel, shut down, real-time monitor, playback,

record, PTZ, user account, etc.
5. Click Save.

To modify a group:
1. Double click the appropriate group in the Account screen. The Modify Group dialog appears.
2. Make the desired changes.
3. Click Save.
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3.6.5.2 Add/Modify User

To add a new user:

1. Click the Add User button in the Account screen. The Add User dialog appears.
Add User
Reusable O
Confirm Password (
Group
Authority
System Playback Monitor
Al
u System FLINE USER
INFO I
Event
Shutdown the Device
Figure 3-76
2. Enter the User name
Note:
e  The maximum length for the user name string is 6-bytes.
e The string can include letters, numbers, underscore, minus sign and period.
e The underscore must be in the middle of the string, not at the front or end of the string.
3. Enter the user password in the Password and Confirm fields.
4. If desired, enter an optional Memo describing this user.
5. Enter the user MAC address, in 2-digit O-f format. The system only saves lower case
characters even you input the capitalized one (finstead of F).
When you add a new user, input the MAC address of the current user. Only the user of the
same MAC address can access the device remotely. (MAC address is for the device of the
same LAN.) If you leave the MAC address item blank when you add a new user, the user of
any MAC address can access the device remotely. You can set or change the MAC address
when you add or modify a user. The MAC address function is also valid for PSS login.
6. Select the Group this user belongs to from the dropdown list.
7. Select the corresponding rights for the current user.
8. Click Save.

Itis recommended that the user rights are set lower than the administrative rights.
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To modify a user:

1. Double click the appropriate user in the Account screen. The Modify User dialog appears.
2. Make the desired changes.
3. Click Save.

3.6.6 Auto Maintenance

The Auto Maintenance screen enables automatic system reboot and deletion of old files at
prescribed times.

To set or edit automatic maintenance:
1. Select Setting > System > Auto Maintain from the Main Menu.
2. To Auto-Reboot the system, select from dropdown list the day and time you would like the
reboot to occur.
3. To Auto-Delete Old Files, select from dropdown list the type of files to be deleted and the
number of days-old that these files must be before being deleted.
4. After completing the setup, click the OK button. The system reverts to the previous menu.

o9 REMOTE FENETWORK Wy EVENT B.sToRAGE B sysTeEm

GENERAL
DISPLAY
VIDEO MATRIX
RS232

PTZ

ATM/POS
ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

\_:Cuslomized ' ) Day(s) Ago

OK I |'_' Cancel ) I Apply I

Figure 3-77
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This function enables you to import/export the system configuration. You can use this function when

3.6.7 Import/Export

there are several devices that require the same setup.

From the Main menu, select Setting > System > Imp/Exp.

SETTING

o™ — — (=
T REMOTE TTNETWORK wm EVENT P STORAGE [Z sYsTEM

GENERAL

DISPLAY Device Name (sde1(USB DISK)[~)
R5232 Total Space 15.00 GB Free Space 13.42 GB

PTZ
ACCOUNT el

AUTO MAINTAIN
p & English Folder
Lal=EE B email Folder '
DEFAULT & _20130909 Folder

UPGRADE & Camera Folder
Folder

Figure 3-78

Export

1. Connect the peripheral device.

2.Click the Export button. A corresponding Config_Time folder appears.

3. Double-click the Config_Time folder. Backup files are visible.
Import
Here you can import the configuration files from the peripheral device to current device. You must
select a folder first. A dialog box asks you to select a folder if you are selecting a file. A dialog box
pops up if there is no configuration file under current folder. After a successful import, the system
needs to reboot to activate new setup.

Format
Click the Format button. A dialog box appears for you to confirm the current operation. The format
process begins after you click the OK button.
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Note:

e The system cannot open screen again if the backup operation is in progress.

o The system refreshes the device each time you use this function and sets the current
directory as the root directory of the peripheral device.

e |f you go to the configuration backup screen first and then insert the peripheral device, you
must click the Refresh button to see the newly added device.

3.6.8 Default

Click the Default button. The Default dialog box opens. Check the box for the corresponding item
that you want to restore to the default factory setup.

SETTING

o REMOTE T NETWORK wn EVENT B, STORAGE B} sysTEM

GENERAL

DISPLAY Default
RS232

Bl

ACCOUNT

AUTO MAINTAIN

IMP/EXP

DEFAULT

UPGRADE

EEEEE

(oK )( cancel |( Apply

Figure 3-79

After completing the setup, click the OK button. The system reverts to the previous menu.
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3.6.9 Upgrade
From the Main Menu select Setting > System >Upgrade.

1.Insert the USB device that contains the upgrade file.
2.Click the Upgrade button and then select the .bin file.

SETTING

T REMOTE T NETWORK i EVENT B, STORAGE 3 SYSTEM

GENERAL

DISPLAY tem Upgrade

RS232 ’lease insen and then click update button to begin u , OF you can select
PTZ date file and then begin upgrade operation. Do not turn off the device during the
ACCOUNT

AUTO MAINTAIN

IMP/EXP

I..'i' \
DEFAULT (liegrade’’ )

UPGRADE

Figure 3-80
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Click the Info icon on the Main Menu to view system information. There are three items: System
(HDD, Record, BPS data stream statistics and Version), Event and Network Information.

3.7 Information (Info)

3.7.1 HDD Information (Info)

HDD Info lists the hard disk type, total space, free space, video start time and status. See Figure 3-81.

B svstEm fg® EVENT FINETWORK % LOG

HDD

RECORD ¢ i Free Space/Total Space Status SMART
BPS - 0.00 MB / 232.79 GB

Read/Write 0.00 MB / 232.79 GB Normal
VERSION

Figure 3-81

When an HDD conflict occurs, you can check whether the system time and HDD time are the same. If
they are not identical, go to Setting > System > General (see section 3.6.1 General on page 88) to
adjust the system time or go to section 3.5.2 HDD Manage (page 85) to format the HDD, and then
reboot the NVR. After the system has booted up, if there is any conflict, the system goes to the HDD
Information dialog directly, although the system does not require that you deal with the conflict.

TIP: Click the Fn button on the front panel or left mouse-click to view HDD record time and HDD
type and time.

Double-click an item in the list to display the HDD Smart information screen for that HDD.
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Smart Info

Port 5

Modle ST2000vX000-1CU164
Serial No. W1ES4HJW

Status Error

Describe:

Attribute Threshold Value  Worst Status
Read Error Rate
Spin Up Time
Start’Stop Count
Reallocated Sector Count
Seek Error Rate
Power On Hours Count
Spin-up Retry Count
Power On/Off Count
Unkown Attribute
Reported Uncorrect
Unkown Attribute
High Fly Writes
Airflow Temperature Cel
G-Sense Error Rate
Power-Off Retract Cycle

Figure 3-82

3.7.2 BPS

The BPS screen enables you to view current video data stream (KB/s) and occupied hard disk storage
(MB/h) information. Click the BPS icon on the Info screen.

B svsTEM e EVENT

HDD
RECORD Channel Resolution

BPS !

VERSION

12807960
12807960
12807960
12807960
12807960
1280%960
12807960

12807960

Figure 3-83
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Version enables you to view hardware features, software version, built date and release SN
information.

3.7.3 Version

To initiate an update, insert the USB device that has the update file to the device, and then click the
Start button to begin.

E SYSTEM ‘pm EVENT

HDD

RECORD Record Channel
BPS

VERSION 3

3.200.0000.0
2013-10-18

3.0.0.1
000000000000000000

Figure 3-84
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From the Main Menu select /nfo > Event to view the channel status of the remote device, connection

3.7.4 Remote Device Information

log and so forth.

B SYSTEM W, EVENT

EVENT
Device Status Device(NIC No.:1,HDD No.:1)

Disk No Space HDD space is insufficient now.

Channel Status Channel{CH:32 External Alarm:8})

Motion 2345678

IPC Offline Alarm 9 1012

Refresh

Figure 3-85
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This screen enables you to manage the Online Users. You can disconnect one user or block one user

3.7.5 Online Users

if you have proper system rights. The maximum disconnection setup time is 65535 seconds.

The system refreshes every five seconds to detect whether a user has been added or deleted.

You can click the m button to disconnect or block a user, if you have proper system rights.

INFO

B SYSTEM g EVENT EFHETWORK % LoG

OMLINE USERS

LOAD Username IP Address User Login Time Block For
TEST admin 10.15.6.141 2013-11-8 11:40:8 3

Block Tine :

Figure 3-86
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From the Main Menu select /nfo > Network > Load to view statistics of the device network adapter.

3.7.6 Network Load

Here you can view information of all connected network adapters. The connection status is shown as
offline if the connection is disconnected. Click a network adapter to view the flow statistics, such as
send rate and receive rate in the top panel.

B sYsTEM ® EVENT

ONLINE USERS

LOAD Device Name MAC ADDRESS __ Stalus IP Address Type  MTU
= ed: Succeed 10.15.6.143 Ethernet 1500

8.62 Mb/S

Figure 3-87
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In this interface, you can see network test and network load information. The Network Test tab is
displayed in Figure 3-88.

3.7.7 Network Test

Destination IP
Input a valid IPV4 address and domain name.

Test
Click to test the connection with the destination IP address. The test results display the average delay
and packet loss rate. You can view the network status as OK, bad, no connection, etc.

Network Sniffer Backup

1. Insert a USB2.0 device and click Refresh. View the device in the following column.

2. Use the dropdown list to select the peripheral device.

3. Click the Browse button to select the snapshot path. The steps here are the same as for the
backup operation. You can view all connected network adapter names including Ethernet
and PPPoE. (3G is not supported by ADT).

4. Clickthe u button on the right panel to begin the Sniffer.

5. Click the gray Stop button to stop. Note that the system cannot Sniffer multiple network
adapters at the same time.

6. After Sniffer begins, you can exit to implement corresponding network operations such as
login WEB or monitor.

7. Return to the Sniffer dialog and click :l to stop the Sniffer. The system saves the packets to
the specified path. The file is named using the format “Network adapter name + time”. You can
use software such as Wireshark to open the packets on the PC to solve complicated problems.
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B SYSTEM % EVENT

ONLINE USERS
LOAD TEST

TEST Desinaion P ()

Test Result

Network Sniffer Packet Backup

Device Name  (S3cT(USBDISK) 9
A

Sniffer Packet Size Sniffer Packet Backup
10.15.6.143

Figure 3-88

3.7.8 Log

The Log screen enables you to view system log files. Log types include system operation, system
configuration, data management, alarm event, record operation, log clear and file operation.

1. In the main menu, select Log from the Info screen to open.
2. Select the Log Type and then set the Start Time and End Time.

3. Click the Search button to view log time and event information.

The log files are displayed in a list. The system displays a maximum of 100 logs in one page
and can save a maximum of 1024 log files. Use the page up/down button in the dialog or on
the front panel to view more.

4. Click to view detailed log information.

5. Select the log items you want to save, and then click the Backup button.
6. Click Start to backup.

After the backup, a folder named Log_time appears in the backup path. Double click the
folder to view the log file.
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%‘ SYSTEM lgm EVENT

LOG

Start Time ( 2013 - 11-07 (00: 00: 00
End Time ( 2013-11-08 (00: 00: 00
Types Palll < Search

19 i Details
2013-11-07 18:01:01  Channel 2 User logged in.
2013-11-07 18:01:01  Channel 4 User logged in.
2013-11-07 18:01:01  Channel & User logged in.
2013-11-07 18:01:01  Channel 6 User logged in.
2013-11-07 18:01:01  Channel 7 User logged in.
2013-11-07 18:01:01  Channel 8 User logged in.
2013-11-07 18:01:20  Channel 9 User logged in.
2013-11-07 18:01:20  Channel 1 User logged in.
2013-11-07 18:01:20  Channel 2 User logged in.
2013-11-07 18:01:20  Channel 3 User logged in.
2013-11-07 20:13:01  User logged in.<10.15.6.122>
2013-11-07 20:13:01  User logged in.<10.15.6.122>
2013-11-07 20:14:01  User logged out <admin>
2013-11-07 20:14:01  User logged out <admin>

PgDn 1/1(Current Page/Total Page) GoTo
Backup

Figure 3-89
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3.8 Shutdown

There are three ways for you to log out or shut down.

To log out using the menu option:
1. Inthe Main Menu, click the Shutdown button. The SHUTDOWN dialog appears.

SHUTDOWN

Shut Down Logout

Figure 3-90

2. Use the drop-down list to select the desired option:
e  Shutdown. System shuts down and turns off power.

e Logout. The Log out menu appears. Enter the username and password to complete the
operation.

e Restart. Click to reboot the device.

To log out using the Power button:
Press the Power button on the front panel or remote control for at least 3 seconds. This
method requires that you enter the username and password to complete the operation.

To log out using the Power switch:

Toggle the Power button on the rear panel to turn off the NVR. This method does not require that
you enter the username and password to complete the operation.
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The Web service contains the same functions as are available in local operation.

Note: There might be a slight difference in the screen depending on the model. The following
examples are for the 8-channel product.

4.1 Network Connection
Before Web operation, check the following items:

1. Verify that you have a valid network connection.

2. Verify that the NVR and PC network setup is correct. Refer to network setup (Setup > Network).

3. Ping the NVR IP address (***.***.***.***) to verify that the connection is good. The return TTL value
is usually less than 255.

4. Open abrowser window and input the NVR IP address. The system automatically downloads the
latest Web control and overwrites the previous one if necessary.

5. To uninstall the Web control, run uninstall Webrec3.0.bat. Alternatively, you can go to
CN\Program Files\Webrec to remove a single folder. Before you un-install, be sure close all Web
pages to avoid errors.

Note: The NVR supports most Web browsers, such as Internet Explorer, Safari, Firefox and
Chrome. The device only supports 1-channel monitor on the Apple PC.

4.2 About PoE Address Setup, Operation and Allocation

1. Insert PoE

After you insert the PoE, the device may try to set a corresponding IP address of the Switch network
adapter. First, the system tries to set via ARP ping, and then uses DHC if it finds the DHCP is enabled.
After successfully setting the IP address, the system may use Switch to send out a broadcast. The
system thinks the connection is OK when there is any response. Next the system tries to login the
newly found IPC. Check the interface to see whether the corresponding digital channel is active now.
A small PoE icon appears at the top left corner with the PoE channel and PoE port information from
the connection list of the remote device interface (section 3.2.1). For the IP search list, you must click
the IP search to display or refresh.

2. Remove PoE

After you have removed the PoE, the corresponding digital channel becomes idle (disabled). On the
remote device interface, it is removed from the connected list. For the IP search list, you must click
the IP search to refresh.

3. After you insert PoE, the system follows the following principles to map the channel

a) Ifitisyour first time to insert the PoE, the system maps it to the first idle channel. After the
mapping, the channel memorizes the MAC address of the IPC ( <Channel>—<IPC mac> map).
If the current channel does not connect to other device, the system can memorize the current
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c)

d)

MAC address. Otherwise it can refresh to the newly added device and memorize the <PoE
port>—<Channel>.

If it is your second time to insert the PoE, the system can check the saved MAC address
according to the <Channel>—<IPC mac> map to make sure that the current IPC has
connected. If the system finds the previous information and the channel is idle, the system
can map it to the previously used channel. Otherwise system goes to the next step.

Thirdly, according to the <PoE port>—<Channel> map, the system knows the previous
mapping channel of the current PoE port. The system can select current channel if it is free.
Otherwise, it goes to the next step.

Fourthly, system goes to find the first idle channel it can get.

Generally speaking, once you insert the PoE, the system follows the previously listed steps to find the

channel available.

4. When you insert PoE, all channels are now in use

The system can pop up a dialog box for you to select a channel to overwrite. The title of the pop-up

interface is the name of the current operation PoE port. In this interface, All PoE channels become

gray and cannot be selected.

4.3 Login
To log in:

1.

Open the browser and input the NVR IP address. For example, if your NVR IP is
192.168.1.108, then input http://192.168.1.108.

@ Blank Page - Windows Internet Explorer . =]
P : . AbsEHE M e[ B3 2
-
& |k pope ] = Aok = L Tock
Input your IP

address here

Figure 4-1

A pop up window appears asking you whether to install the Webrec.cab control.

Click Yes to install Webrec.cab.
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3. Ifyoucan't download the ActiveX file, modify your browser settings as follows (Figure 4-2).
a. SelectInternet Options from the Tools menu. The Internet Options dialog appears.
b. Click the Security tab and click Custom level. The Security Settings dialog appears.
c. Scroll down the list and Enable the following options:
e Download signed ActiveX controls
o Download unsigned ActiveX controls
e Initialize and script ActiveX controls

Internet Properties @@ Security Settings - Internet Zone

| General | Securicy |Privacy || Cantent || Connections || Programs | Advanced | e

() Disable ~
Select LR h. it LEil @ Enable
EE 020N, IO MISROn ENal s B ELIT VisE 003, ¢ Download signed Activer controls (nok secure)

“?_ ! ) F = () Disable
0 ! W || (%) Enable (not secure)

Internet Local inkranet Trusted sites % (O Prompt {recommended)

< | R ¢ Download unsigned Activel controls (not secure)
Internet : ) Disable {recammended)
This zone is For Internet websites, ==5 (%) Enable (not secure)

except those lisked in trusted and () Prompt
restricted zones. @ Initialize and script Activex controls not marked as safe for s
() Disable {recommended)

Security level for this zone (%) Enable (not secure)
Allowed levels For this zone: Medium ko High © Prompt
- | _ Medium-high v ,E:nf:tl-‘f?i corntrols and prl‘ug-lns 3
N B - Appropriske For most websites < > |
- Prompts befare downloading potentially unsafe L
= 3 conkent *Takes effect after vou restart Internet Explorer

- Unsigned ActiveX controls will not be downloaded
Reset custom settings

Resetto: | edium-high (defaul) v
Custom level... Default level

Reset all zones to defaulk level [ 0K ] [ Cancel ]

(a4 ] ’ Cancel ] [ Apply ]

Figure 4-2

4. Click OKin both dialogs.
5. After installation, the Web Service page appears.

Username : |adrnin |

Passward : |u-u| |

® AN O wan

| Logirj \’:zj ‘ Cancel \l

Figure 4-3
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6. Inputyour Username and Password.

7. The default factory name is admin and password is admin.

8. Select the login mode: LAN or WAN.

Note: For security reasons, modify your password after you first login.

The Main Web service window opens in the Preview Tab for live viewing, which is discussed in the
ensuing suction. The other function tabs on the Web service include:

e Preview, described in the next section 4.4
e Playback, described on page 135

e Alarm, described on page 139

e Setup, described on page 140

e Info, described on page 216

e Logout, described on page 218

4.4 Preview Tab

The Preview tab displays the real-time (live) output of the video channels in the system. See section
4.4.3 Real-time Monitor on page 130 for screen details.

The window is laid out slightly differently, depending on whether you selected LAN or WAN Mode at
log in. The WAN screen is essentially the same as for LAN, with the following exceptions:

In the LAN mode:
1. The Web Service opens with four channel windows by default. No video is displayed.
2. The Open/Close and CAM buttons in the left pane are used to open the video stream.

In the WAN mode:
1. The Web Service opens the Main Stream of the first channel only.
2. The Open/Close button in the left pane is removed.
3. You select different channel and different monitor modes at the bottom of the screen:

IMPORTANT:

e For multiple-channel monitor mode, the system displays in Sub Stream by default. You
cannot modify this manually. All channels are trying to synchronize. The synchronization
effect depends on your network environment.

e For bandwidth considerations, the system cannot support preview (live viewing) and
playback at the same time. The system automatically closes the monitor or playback screen
when you are conducting a search, in order to enhance search speed.

To skip to the discussion of LAN Mode and move on to WAN Mode, go to page 129.
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4.4.1 LAN Mode

After lo gging into the LAN mode, the main window appears.

2014-06-03 11:36:40 Tue

8
PIZ Setup PTZMenu
Scan ~
| san | sa |

9

IPPTZ Dome

B R = O B E & EE EE E R

Figure 4-4

Section 1
Click the tab of the function you want to switch to: Preview, Playback, Alarm, Setup, Info or Logout.

Section 2

This section displays the available individual camera channels that you can select. To initiate a
specific camera, click the icon for that camera. For sample, click on IPC 1 and select either Main
Stream for full HD or Sub Stream for lower bandwidth display. The icon for each selected camera
shows the S designation for Sub Stream or M for HD Main Stream.

&
Chann
Sub Stream
Chann
Chann

Chann

Chann
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Section 3

Alternatively, you can use the Open All/Close All button to enable/disable all-channels at once.
When you click the button, it becomes yellow.

Cpen All -
Main Stream
Sub Stream
Section 4

Start Talk button. Click [ ¥ ] to select Bidirectional Talk mode. There are four options: DEFAULT,
G711a, G711u and PCM. After you enable the bidirectional talk, the Start Talk button becomes
yellow and is renamed End Talk button.

Note: The audio input port from the NVR to the client end uses the first channel audio input port.
During the Bidirectional Talk process, the system will not encode the audio data from channel 1.

. StartTalk v
DEFAULT
G711a

G711u

PCM t, EndTalk -

Section 5
Instant Record button. When you click this button, it becomes yellow and the system begins
manual record mode. Click it again to restore the system to the previous record mode.

A Instant Record

Section 6

Local Play button. The Web Service can playback recorded files that you have saved locally on your
PC. Click the Local Play button and a popup screen appears for you to select local play files. Saved
files have the extension name of .dav.). Navigate for the desired files and click Open.

Section 7
Multi Preview button. Click to display all available channels within the selected window. See
section 4.4.7 on page 134.

Section 8
Pan/Tilt/Zoom (PTZ) operation panel. Refer to Pan/Tilt/Zoom (PTZ) Panel on page 131.

Section 9
Image. Refer to Image Set on page 133 for detailed information.
Alarm Out. Refer to Alarm Out on page 134 for detailed information.
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Section 10

Video Display Parameters. From the left to the right are buttons that control screen display

parameters, as described below.

1 2 3 4 5 6 7 8

1-Video quality 2-Video fluency 3-Full screen mode
4—-1-window screen 5-4-window screen 6-6-window screen
7-8-window screen 8-9-window screen

4.4.2 WAN Mode

After logging into the WAN mode, the main window appears.

= N 2014-07-08 1

= Chann

S Chann

OF1s Lt

i:54:18 Tue Q@ O O
0®0
000
speed(1-5). IR
© @
O
®-0
PTZ Setup PTZ Menu
EmEm
ErETn

o

L o 1

S Chann
Sxj Chann

“Firrpag

o

Start Talk >,
Multi Preview

IP PTZI

b

Figure 4-5

Differences in WAN mode from LAN mode:
1. The Web Service opens the Main Stream of the first channel only.
2. The Open/Close button in the left pane is removed.
3. You select different channel and different monitor modes at the bottom of the screen:
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IMPORTANT: The window display mode and the channel number are by default. For example,

for 8 channels, the max window split mode is 8.

4. For multiple-channel monitoring, the system adopts extra stream by default. When you
double-click one of the channels, the system switches to single channel mode and uses main
stream to monitor. Note that there are two icons at the left top corner of the channel number:
M stands for main stream; S stands for sub stream (extra stream).

5. When you login via WAN mode, the system does not support alarm activation to open the
video function in the Alarm setup interface.

IMPORTANT

e In multiple-channel monitor mode, the system adopts extra stream for monitoring by default.
You cannot modify this manually because all channels are trying to synchronize, which

depends on your network environment.

e For bandwidth consideration, the system cannot support monitor and playback at the same
time. To enhance search speed, the system automatically closes the monitor or playback
interface during a search.

4.4.3 Real-time Monitor

On the left side of the window, left click the channel name you want to view and the corresponding
video appears in the current window.

On the top left corner, you can view the device IP, the channel number and the network monitor bit
rate. The letter at the end indicates either M for main stream or S for sub stream.

TF201 10011122028 b -

IP CH Bit rate Stream

On the top right corner, there are six function buttons, which are described below.

1 2 3 4 5
1-Digital zoom. Click this button and then left-drag the mouse in the zone to zoom in. Right-click

to restore the screen to its original status.

2-Local record. When you click Local Record, the system begins recording immediately. The
button becomes highlighted when selected. View the recorded file in the system folder named
RecordDownload.
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3-Snapshot picture. Click to take a stillimage of what is currently appearing on the screen. By

default, all snapshot images are stored in the system client folder named PictureDownload .
4—Audio. Turn audio on or off.

5—Close video. Turn off the video.

4.4.4 Pan/Tilt/Zoom (PTZ) Panel

Before initiating the Pan/Tilt/Zoom (PTZ) operation, make sure that you have properly set the PTZ
protocol. Refer to the section titled PTZ on page 213.

There are eight direction keys. In the middle of the eight direction keys, there is a 3D intelligent
positioning key. When you click the 3D intelligent positioning key, the system reverts to the single
screen mode. Drag the mouse in the screen to adjust section size. PTZ initiates automatically.

3D Intelligent 000
[ Positioning Key (<] @ (> (<) @ o

000 |OOO
Speed(1-8): Speed(1-8);
o Zoom e o Zoom °

o Focus ° o Focus e

o Iris ° ° Inis Q

PTZ Settings PTZ Menu PTZ Settings PTZ Menu
o e

Click here to
display or hide PTZ
control platform.

Setup PTZ using selections from the drop down menu.

Scan

PTZ Settings PTZ Menu

Scan v

1. Select Scan from the dropdown list. The Scan buttons appear.
2. Click the Set button. The Set Left and Set Right buttons to set the scan left and right limits:
a. Use the direction buttons to move the camera to the desired location and then click the left
limit button.
b. Move the camera again and then click the right limit button to set the right limit.
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Preset

PTZ Settings PTZ Menu
-
oo T |01 |

1. Select Preset from the dropdown list.
2. Turn the camera to the corresponding position and enter the pre-set value from 1-80.
3. Click the Add button to add the preset.

PTZ Settings PTZ Menu
v
=

Select Tour from the dropdown list.

Enter the preset value, from 1-7.

Click the Add button. One preset is added to the tour.

Repeat the above procedures to add more presets in the tour.

A wnN =

5. Alternatively, click Del to remove one preset from the tour.
Pattern

PTZ Settings PTZ Menu

Select Pattern from the dropdown list.

Enter the pattern value, from 1-b.

Start to begin PTZ movement, such as zoom, focus, iris, direction, etc.
Click the Add button to set one pattern.

PN =
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Aux

PTZ Settings PTZ Menu
N -

1. Input the corresponding aux value, 1-8.
2. You can select one option.
3. Click the Aux On or Aux Off buttons.

Light / Wiper
PTZ Settings PTZ Menu
-

1. Turn on or turn off the light/wiper.

Reset
PTZ Settings PTZ Menu
-

1. Click the Reset button to return PTZ settings to the factory defaults.

4.4.5 Image Settings

1. Select one monitor channel video and then locate the Image area on the right side of the
screen.

2. Usethe slides to adjust the brightness, contrast, hue and saturation. The border of the currently
selected channel border becomes green.

3. Alternatively, click the Reset button to restore system default settings.
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Image Alarm Out

brightness

contrast
hue

saturation

4.4.6 Alarm Out

Here you can enable or disable the alarm signal of the corresponding port.

Image Alarm Out

H B

4.4.7 Multi Preview

Select a window, and then click the Multi Preview button. All available channels are displayed within
the selected window.
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4.5 Playback (Search)

This section describes how to search for a recorded file and then view it.

1. Click the Playback Tab button. The screen shown in Figure 4-6 appears.

2. Settherecord type, record date, window display mode and channel name.

3. Click the date on the right pane to select the date.
The amber highlighted date is the current system date and the blue highlighted date on the
calendar indicates that there are recorded files for that date.

-®_Z-JJJ,-_&) JJ:-,_@ lin]®

Figure 4-6

4. Click the File List button. The corresponding files in the list appear, as shown in Figure 4-7.
5. Select the file you want to play and then click the Play button P.

The system begins playback. You can select to playback in full screen. Note that for one
channel, the system cannot playback and download at the same time. The recording is
automatically saved at the Download folder of the installation directory.
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-00: <l
12:00:00 AM j

I s

Channel:1

R
R
R
R
R
R
R
R
R
R
R
R

0 KB{S
Progress: 0%
Start Time: 00:00:00
End Time: 01:00:00
File Size: 787846 KE

[ tomal g Alam

Figure 4-7

6. Use the Playback Control Bar to implement various operations such as Play, Pause, Stop,
Slow Play, and Fast Play. During playback you can view the playback channel and device IP.

7. Select the file(s) you want to download and then click Download button. A dialog appears, as
shown below. The Download button becomes the Stop button and a process bar appears. Go
to the default file saved path to view the files.

B 13:15:37
M1i7:18:38
[ 18:00:01
[419:00:01
F19:00:48

LR BN R R
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Load More
This interface is for searching records or pictures. You can select record channel, record type and

recording time to download.

Download ISetDownIoad F'I Mo. | Size[kB) | Begin Time | End Time | File Type | Ch...
~ Search
Chatinel Type
4 | |aNRecords v
Begin Time

|2n13-10- j |13:29:49 :l

End Time
|2n13-11-12 j |13:29:49 =

Bit Stream Type IMa\n Stream 'l

~ Download
Type Type

| File | |Dav Ba

4«4 141 PP oG [ 1 Paos(w)

~ Remate Backup

Backup Device I LI

Backup Type I j' <] o ] Y

[Start back | [Frn b | |

Device Name | Type | BUS | Left Space(KB] | Total Space... | Directory

Figure 4-8
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Watermark

The Watermark Screen is shown in Figure 4-9. Select a file and then click Verify to see whether the

file has been tampered with.

Watermark 'z'
Werfy | Stop |
W atermark, Info I
W atermark, Revized Info
Mo, | alfunction Tope | W atermark, Time
Figure 4-9
138
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4.6 Alarm

The Alarm tab enables you to set the device alarm type and alarm sound setup.

Alarm Type

[ Motion Detect [] External Alarm

[] Tampering [] HDD Error
[ videa Loss [] HDD Full
IPC Edernal Alarm || IPC Offline Alarm
Operation
[] Prompt
Alarm Sound
[] Play Alarm Sound
Sound Path I:]

Figure 4-10

Refer to the following for detailed information.

4.6.1 Alarm Type
i1 Motion Detect. The system alarms when a motion detection alarm occurs.
i Tampering. The system alarms when the camera is maliciously covered.
i Video Loss. The system alarms when video loss occurs.
4 IPC External Alarm. The system detects the alarm signal from the front-end device and
activates the local NVR.
i1 External Alarm. The system detects the alarm signal from the alarm input device.
i1 HDD Error. The system alarms when a disk error occurs.
i1 HDD Full. The system alarms when the hard disk is full.
4 IPC Offline Alarm. The system generates an alarm signal when the network camera and the

NVR are disconnected.

4.6.2 Operation

1 Prompt. An alarm icon pops up on the Alarm button on the main screen when there is an
alarm.

4.6.3 Alarm Sound

4 Play Alarm Sound. The system sends out an audible alarm when an alarm occurs.
i1 Sound Path. Specify the alarm sound file.
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4.7 Setup

This tab provides a location for setting parameters.
4.7.1 Remote Camera

4.7.1.1 Remote Device

Click Add Device to add a remote device. The following screen appears.

CAMERA
1 O 10.15.6.108 37777 NVR Private NVR-P 90:02:a9:7f:d8:21 ~
2 | 10.15.6.109 37777 NVR. Private NVR-P 90:02:39:80:0b:d5
3 O 10.15.5.235 37777 NVR Private NVR-P 90:02:39:80:94:d2
4 | 10.15.9.126 37777 NVR. Private NVR-P 90:02:39:8d:a2:0b
5 O 10.15.6.94 37777 DSCON_UNKNOW Private DSCON 90:04.49:98:03:20 3
] O 10.15.6.251 37777 NVR. Private NVR-P 90:10:3a:12:12:12
7 O 10.15.9.148 37777 DVR Private DVR 90:02:39:8d.21:f2
8 | 10.15.6.84 37777 DVR. Private DVR 90:02'a9:80:53:29
] O 10.15.6.100 arTTT WE0 Private W60 90:02:a9:8d:8e:13
10 O 10.15.6.82 37777 DVR. Private DVR 90:02:39:8:97:dd >
| Device Search | | Add | Display Filter | Null [v]
d Channel Modify Delete Status IP Address Port Device ID Remote Channel No. Manufacturer
Fl 1 Vi [%] 10.15.9.144 arTiT HFW2100P 1 Private
Delete | | Wanual Add | | Refresh
Figure 4-11

Device Search button
1. Click this button to search for an IP address. This includes the device IP address, port, device
name, manufacturer and type.
2. Click the item name to refresh the display order.

w

Click the IP address and the system displays the IP addresses from small to large.
4. Click the IP address again and the icon appears. The system displays IP addresses from large
to small. Click other items to view their information.

Add button
Click to connect to the selected device and add it to the Added Device list in the lower half of the
screen.
Note: The system cannot add a new device if the device you want to add has the same IP and
TCP port as another device in the list.
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Display Filter

Click the dropdown to filter the specified devices displayed in the added device.

Added Device field

.
o Modify: Click the .. button or double click a device in the list to change the channel setup.

e Delete: Select one device in the Added Device list and then click @ to remove.
=

Lo

e Status:
Delete button
If you select a device on the Added Device list, and then click the Delete button, the device is
disconnected and then its name is removed from the list.

means the connection is OK and =Bl means the connection failed.

Manual Add button

Click to add the network camera manually. The port number is 37777. The default user name is
admin and password is admin.

Manual Add (X
Channel 2 V
Manufacturer Private v
IP Address 192 168.0.0
TCP Port 37T {1~65535)
User Mame admin
Password LIS

Remote Channel Mo. | 1

Decode Buffer 280 ms(80~480)

Save | | Cancel

Figure 4-12

Channel: The dropdown list here displays unconnected channel number. Set the remote channel
connection in the main dialog.

Note:
e This NVR supports the IPC from many popular manufacturers such as Sony, Hitachi, Axis,
Samsung, Dynacolor, Arecont, Onvif and Dahua.

e The system default IP address is 192.168.0.0. If you do not input an IP address, the system
will not add the current IP address.

e You cannot add more than one device at a time using the Manual Add feature.
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The Conditions area enables you to set property information. The settings become valid immediately

4.7.1.2 Image Conditions

after you save them.

Conditions
2014-01-0
A, Channel |1 r
Saturation - IJ 50
Miror O Enable @ Disable Brightness {J 50
Contrast - {J) 50
Hue - {J 50
Flip Mo Flip bl
Light Disable v |
[ Scene Mode Auto e
&".. -2 | DayMight Auto v
» -
Detault ] I Save ] l Refresh ]
Figure 4-13

Refer to the following for detailed information.

Channel
Select a channel number from the drop-down list.

Mirror
Enable or disable the function that switches the video left and right limits.

Flip
Enable or disable the function that switches the video upper and lower limits.

Scene Mode
This parameter sets the white balance mode, which affects the general hue of the video. This
function is ON by default. Select the appropriate scene mode to adjust video to the best quality.
e Auto: The auto white balance is on. The system can automatically compensate the color
temperature.
e Sunny: The threshold of the white balance is in the sunny mode.
e Night: The threshold of the white balance is in the night mode.
e Customized: Set the gain of the red/blue channel. The value ranges from O to 100.
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Day/Night Mode

This parameter sets the device threshold for switching between color and black and white mode. The
default setting is Auto.
e Color: The device outputs color video.
e Auto: The device automatically outputs color or B/W video according to the device feature—
the general brightness of the video or whether there is IR light.
e B/W: The device outputs black and white video.
e Sensor: Select when there is peripheral connected IR light.

Saturation

This setting is for adjusting monitor window saturation. The value ranges from O to 100. The default
value is 0. The greater the number, the more intense the color. This value has no effect on the
general brightness of the video as a whole. The video color may become too intense if the value is set
too high. For the gray part of the video, distortion may occur if the white balance is not accurate. Note
that video quality may appear poor if the value is set too low. The recommended value ranges from
40 to 60.

Brightness

This setting adjusts monitor window brightness. The default value is 50. The greater the number is,
the brighter the video. When you input the value here, the bright section and the dark section of the
video will be adjusted accordingly. You can use this function when the whole video is too dark or too
bright. Note that the video may become hazy if the value is too high. The value ranges from O to 100.
The recommended value ranges from 40 to 60.

Contrast

This setting adjusts the monitor window contrast. The value ranges from O to 100. The default value
is b0. The greater the number, the greater the contrast. Use this function when the overall video
brightness is OK but the contrast is poor. Note that that the video may become hazy if the value is set
too low. If this value is too high, darker sections may lack brightness while the brighter section may
appear over exposed. The recommended value ranges from 40 to 60.

Hue
This setting adjusts monitor video brightness and darkness level. The default value is 50. The greater
the value is, the greater the contrast between the bright and dark sections.
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4.7.1.3 Encode
Encode

Video compression settings are made in the Encode screen.

Encode I Snapshot I Overlay I Path _
Channel 1 -
Main Stream Sub Stream
Code-Stream Type Regular v Video Enahble
Compression H.264 V Compression H.264 V
Resolution 720P v Resolution CIF v
Frame Rate(FPS) |25 ] Frame Rate(FPS) |25 ||
Bit Rate Type CBR ™ Bit Rate Type CBR M
Bit Rate 4095 [v| Knis Bit Rate 1024 [v|Knis
Reference BitRate  1536-8192Kh/5 Reference Bit Rate  192-1024Kb/5
Copy | ‘ Save ‘ | Refresh | ‘ Default

Figure 4-14

Refer to the following for detailed information. After making your selections, click Save.

Channel
Select a single channel number or All from the dropdown list.

Video Enable
Check the box to enable Sub Stream (lower bandwidth) video. This item is enabled by default.

Code Stream Type

This includes main stream and motion stream. Select different encode frame rates from different
recorded events. The system supports Active Control Frame function (ACF), which enables you to
record in different frame rates. For example, you can use a high frame rate to record important
events, record scheduled events at a lower frame rate and set different frame rates for motion
detection recording.

Compression
Main Stream video supports H.264. The Sub Stream supports H.264, MJPG.

Resolution
The system supports various resolutions. Make your selection from the dropdown list.

NVR4200 Series User Guide 144



4 Web Service

Frame Rate
Select a value in frames per second. (PAL: 1-25 f/s; NTSC: 1-30 f/s).

Bit Rate Type
Select CBR for Constant Bit Rate or VBR for Variable Bit Rate.

Bit Rate

Main Stream Video: Set the bit rate to change the video quality. The larger the bit rate, the better
the quality. Refer to the Reference Bit Rate below.

Sub Stream Video: In CBR mode, the bit rate here is the maximum value. In dynamic video, the
system needs to lower the frame rate or video quality to ensure this value.

Reference Bit Rate.
This lists the recommended bit rate range according to the resolution and frame rate you have set.

Buttons
U Copy. Click this button to copy the current channel’s setup to other channels.
U Save. Click to save the changes you have made.
U Refresh. Click to refresh the Web connection.

Snapshot

You can use the Snapshot screen for setting parameters for taking still images.

Encode I Snapshot I Overlay I Path .

Channel 1 b4
Mode Timing V
Image Size
Quality 5 M
Snapshot Frequency | 1 SPL
Save | | Refresh
Figure 4-15

Refer to the following for detailed information. After making your selections, click Save.

Channel
Select a single channel number or All from the dropdown list.

Mode
Select Timing (schedule) or Event (activation).Timing snapshot is valid during the specified period
you set. Activation snapshot is only valid for a motion detection alarm.
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Image Size

This is the same as the resolution of the Main Stream. Select from D1, HD1, 2CIF, CIF or QCIF.

Quality
Set the image quality. Select from 1-6, with 6 being the highest.

Snapshot Frequency
This sets snapshot frequency, ranging from 1s to 7s.

Buttons
U Save. Click to save the changes you have made.
O Refresh. Click to refresh the Web connection.
Video Overlay

The Overlay screen provides options to be displayed over the video screen.

T BTN BECTTR TR

2014-01-07 1403:36 Tue IS 1 4

Cover-Area

[¥] Monitor Set

ChannelDspia

Copy | l Save l | Refresh | | Defauit

Figure 4-16

Refer to the following for detailed information. After making your selections, click Save.

Channel
Select a single channel number from the dropdown list.

Cover-Area (Privacy Mask)
This setting enables a privacy mask for the specified video in the Monitor (playback) video. The
system supports a maximum of 4 privacy mask zones
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Channel Display

Enable this function to overlay the channel name in the video window. Click the Set button. A field
appears for you to enter the desired name. Use the mouse to drag the Channel Name to the desired

position.

Time Display

Enable this function to overlay the time stamp in the video window. Click the Set button. Use the

mouse to drag the Time icon to the desired position.

Buttons

U Copy. Click this button to copy the current channel’s setup to other channels.

U Save. Click to save the changes you have made.
1 Refresh. Click to refresh the Web connection.

U Default. Click to return settings on this page to their default values.

Path

Use the Path screen to set the location if where snapshot images and video recording files are stored.

1. Click the Browse button to set the saved path for the snapshot image (IE on the live Preview

screen) and the recording storage path ( 'a' on the live Preview screen).
The default path is C\PictureDownload and C\RecordDownload.

2. Click the Save button to save the current setup.

Encode I Snapshot I Overlay I Path -
Snap Path CAPictureDownloadh
Record Path C:\RecordDownloadt
Save | ‘ Default
Figure 4-17

4.7.1.4 Camera Name

Use this screen to set a name for the camera on each channel. Click the Save button to store your

Channel 4 CAM 4

Channel 8 CAM 8

settings.
Channel 1 CAM 1 Channel 2 CAM 2 Channel 3
Channel 5 CAM 5 Channel 6 CAM B Channel 7
swe | Rewesn ][  Defaut
Figure 4-18
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4.7.1.5 IPC Upgrade

Use this interface to upgrade the network camera.

1. Click the Browse button to select upgrade file. Alternatively, you can use the filter to select
several network cameras at the same time.

2. Click Upgrade to initiate.

IPC Upgrade
Select Firmware File
Device Upgrade Display Filter| Mull M
[ | Channel Status IP Address Port Manufacturer Type Version Upgrade Status
O 1 10.15.9.144 37TTT Private IP Camera 2210 =
O 2 10.15.6.100 3I7TTT Private MVR-F 3.200 =
IF 3 10.15.9.126 37777 Private -
O 4 10.15.6.109 37777 Private NVR-P 2510 =
O 5 10.15.6.108 37TTT Private NVR-P 2610 =
Figure 4-19

NVR4200 Series User Guide 148



4 Web Service

4.7.2 Network

4.7.2.1 TCP/IP

The TCP/IP screen is for setting up network parameters.

=

Mode ® stanc O DHcP
MAC Address

MTU 1500

IP Version IPy4 )
IP Address 10 15 6 144
Subnet Mask 256 0256 00 . O
Default Gateway m . 1% .0 .1
Preferred DNS m . 1 . 2 . &0
Alternate DNS 0 . 1 . 2 . &

LAN Download

Save | | Refresh | | Default

Figure 4-20

Refer to the following for detailed information.

Mode
Select between two modes: Static or DHCP.

MAC Address
Displays the host MAC address.

MTU
Displays the Maximum Transmission Unit (MTU) value of the network adapter. The value ranges from
1280-7200 bytes. The default setup is 1500 bytes.

MTU modification can affect current network service and may result in a reboot of the network
adapter. When you change the MTU setup, a pop up dialog box appears for you to confirm the setup.
Click the OK button to confirm the reboot or click Cancel to terminate the modification. Before the
modification, check the MTU of the gateway. The MTU of the NVR must be the same as or lower than
the MTU of the gateway. In this way, you can reduce packets and enhance network transmission
efficiency.
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e 1500: This is the Ethernet information packet maximum value and the default. It is the typical
setup when there is no PPPoE or VPN. It is also the default setup of some routers, switches
and network adapters.

o 1492: Recommended value for PPPoE.

e 1468: Recommended value for DHCP.

The following MTU values are for reference only.

IP Version
Select the IP version: Only IPV4 is valid at his time.

IP Address
Use the keyboard to input the IP address and then set the corresponding Subnet Mask and the
Default Gateway.

Preferred DNS
Displays the DNS IP address.

Alternate DNS
Displays the alternate DNS IP address.

LAN Download
If enabled. The system can process the downloaded data, resulting in increased download speeds of
1.56X to 2.0X.

Note:

o When you select the DHCP mode to auto search, the IP Address, Subnet Mask and Gateway
fields are removed.

e Ifyou select Static mode, you manually set the IP Address, Subnet Mask and Gateway.

e |fyou select DHCP mode, you can view the IP Address, Subnet Mask and Gateway from the
DHCP.

e If you switch from the DHCP mode to the Static mode, you must reset the IP parameters.

e [P Address, Subnet Mask, Gateway and DHCP are read-only when the PPPoE dial is OK.
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4.7.2.2 Connection

The connection screen is shown below in Figure 4-21.

Max Connection 128 (0~128)

TCP Port 37T (1025~65535)

UDP Port 37778 (1025~65535)

HTTF Port 80 (1~65535)

HTTPS Port 443 (128~65535)

RTSP Port 554 (128~65535)

RTSP Format nspi=User Mame==Password=@=IP Address=<Port=icam/realmonitor?channel=1&subtype=0

channel: Channel, 1-32; subtype: Code-Stream Type, Main Stream 0, Sub Stream 1.

Save | ‘ Refresh ‘ ‘ Default

Figure 4-21

Refer to the following for detailed information.

Max connection. This setting is the maximum allowed Web connections for one device. The value
ranges from 1 to 120. The default setupis 120.

TCP Port. The default value is 37777. You can input the actual port number.
UDP Port. The default value is 37778. You can input the actual port number.
HTTP Port. The default value is 80. You can input the actual port number.

HTTPS Port. The default value is 44 3. You can input the actual port number.

RTSP Port. The default value is 554.

4.7.2.3 WIFI

This feature is not supported by ADT.

4.7.2.4 3G

This feature is not supported by ADT.
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4.7.2.5 PPPoE

To set up PPPoE:
1. Check the Enable box to enable the PPPoE feature.

2. Input the PPPoE User Name and Password you get from the Internet Service Provider.
3. Click Save.
4. Reboot the device.

The NVR connects to the internet via PPPoE after reboot. You can get the IP address from the WAN in
the IP address column.

Note: You must use the previous IP address in the LAN to login the device. Go to the IP address

item to see the current device information. You can access the client end via this new
address.

i¥! Enable

User Mame
Password

IP Address o .0 .0 .0

Save ‘ | Refresh ‘ ‘ Default

Figure 4-22
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The DDNS page is used to connect various servers so that you can access the NVR via the server.

4.7.2.6 DDNS

Requirements: You must have a PC with a fixed IP and DDNS software running. In other words, this
PC is a DNS (domain name server).

To set up DDNS:
1. Go to the corresponding service Website to apply for a domain name.
2. Access the system via the domain. It works even if your IP address has changed.
3. Select DDNS from the dropdown list.

i Enable
DDMS Type |0uick DOMNE [l
Host IP
Domain Mode (® DefaultDomain O Custom Domain Name
Comain Mame .quickddns.com
Email Address (Optional)Please input an email address.
Save ‘ | Refresh ‘ | Default |
Figure 4-23

Refer to the following for detailed information.

Enable. Check the box to enable this function.

Server Type. Select the DDNS protocol from the dropdown list and then enable DDNS function
Server IP. DDNS server IP address

Server Port. DDNS server port.

Domain Name. Your self-defined domain name.

User. The user name you input to log in the server.

Password. The password you input to log in the server.

Update period. The device sends out a live signal to the server regularly. This parameter sets the
interval value between the device and DDNS server.

Quick DDNS and Client End Introduction

1. Background Introduction

The device IP is not fixed if you use ADSL to log into the network. The DDNS function enables you to
access the NVR via the registered domain name. Besides the general DDNS, the quick DDNS works
with the device from the manufacturer to add the extension function.
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2. Function Introduction

The quick DDNS client has the same function as other DDNS client end. It initiates the bonding of the
domain name and the IP address. Right now, current DDNS server is for our own devices only. You
must refresh the bonding relationship of the domain and the IP regularly. There is no user name,
password or the ID registration on the server. At the same time, each device has a default domain
name (Generated by MAC address) for your option. You can also use customized valid domain name
(has not registered).

3. Operation
Before you use Quick DDNS, you must enable this service and set proper server address, port value
and domain name.

e Server address: www.quickddns.com

e Port number: 80

e Domain name: There are two modes: Default domain name and customized domain name.

Except default domain name registration, you can also use customized domain name (You can input
your self-defined domain name.) After successful registration, you can use domain name to login
installed of the device IP.

User Name. This item is optional. You can input your commonly used email address.

IMPORTANT:
e Do notregister frequently. The interval between two registrations must be more than 60
seconds.

e The system may take back the domain name thatis idle for one year. You can get a
notification email before the cancel operation if your email address setup is OK.

NVR4200 Series User Guide 154



4 Web Service

4.7.2.7 IP Filter

After you have enabled the trusted sites function, only the IPs listed below can access current NVR. If
you enable the blocked sites function, the following listed IP addresses cannot access the current NVR.

e

¥l Enable @ TrustedSites O Blockad Sites

Trusted Sites Blocked Sites

1P Address Edit Delete

Add

| Save | | Refresh ] | Default [
Figure 4-24
4.7.2.8 Email

The Email screen is used to set up email alerts, if you have set them up for sending out an alert in the

event of a triggered alarm.

Enable
SMTP Server 10.1.0.97
Port 25

O Anonymous

User Name administrator

Password ssssses

Sender admin@adt.com

Encrypt Type MONE v

Subject NVR ALERT Attachment
Receiver

user@adi.com

Interval 120 Second(0~3600)
O Health Enable 60 Minute (30~1440)
l Save | | Refresh | | Default |

Figure 4-25
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Refer to the following for detailed information.

Enable
Check this box to enable email function.

SMTP Server
Input the server address and then enable this function.

Port
Default value is 25.

Anonymous

Enable for servers that support the anonymity function, which allows you to automatically login
anonymously. If enabled, you do not need to input the user name, password or the sender
information.

User Name
The user name of the sender email account.

Password
The password of sender email account.

Sender
Sender email address.

Authentication (Encryption mode)
Select SSL, TLS or NONE.

Subject
Input email subject here.

Attachment
Check the box to send out the email of the snapshot picture.

Receiver
Enter the destination (receiver’'s) email address (maximum of three addresses. This supports SSL and
TLS email boxes.

Interval
The send interval ranges from 0 to 3600 seconds. O means there is no interval.

The system will not send out the email immmediately when the alarm occurs. When the Motion
Detection or the Abnormality event activates the email, the system sends out the email according to
the interval you have specified here. This function is very useful when there are too many emails
activated by the Abnormality events, which may result in heavy load for the email server.

Health Mail Enable
Check the box to enable this function.
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Update Period (Interval)

This function enables the system to send out a test email for checking the connection. Check the box
to enable this function and then set the corresponding interval. The system can send out the email

regularly as you set here.

Email Test
The system will automatically send out an email once to verify that the connection is OK. Save the

email setup information before performing the email test.

4.7.2.9 SNMP

The SNMP screen enables the communication between the network management work station
software and the proxy of the managed device.

%! Enable
SMMP Port 161 (0~65535)
Read Community public
Write Community private

Trap Address

Trap Port 162 (0~65535)
Version W1 V2
Save ‘ ‘ Refresh | | Default
Figure 4-26

Refer to the following for detailed information.

SNMP Port
The listening port of the proxy program of the device. It is a UDP port not a TCP port. The value ranges

from 1to 65535. The default value is 161.

Read Community

This is a string. Itis a command between the manage process and the proxy process. It defines the
authentication, access control and the management relationship between one proxy and one group
of the managers. Make sure that the device and the proxy are the same.

The read community will read all the objects the SNMP supported in the specified name. The default

setup is public.
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This is a string. It is a command between the manage process and the proxy process. It defined the

Write Community

authentication, access control and the management relationship between one proxy and one group
of the managers. Make sure that the device and the proxy are the same.

The read community will read/write/access all the objects the SNMP supported in the specified
name. The default setup is write.

Trap Address
The destination address of the Trap information from the proxy program of the device.

Trap Port

The destination port of the Trap information from the proxy program of the device. It is for the
gateway device and the client end PC in the LAN to exchange the information. It is a non-protocol
connection port. It has no effect on the network applications. Itis a UDP port not TCP port. The value
ranges from 1 to 165535. The default value is 162.

SNMP Version

If you check V1, the system only processes the information of V1.

If you check V2, the system only processes the information of V2.

SNMP V3requires account security verification for the server to connect to the device. If you select
V3, the user name and password fields appear and the V1 and V2 are not selectable.

4.7.2. 10 Multicast

Multicast is a transmission mode for data packets. Multicast sends IP datagrams to a group of
receivers in a single transmission. When there are multiple hosts to receive the same data packet,
multicast is the best option to reduce the bandwidth and the CPU load. The source host can send out
just one data packet. This function also depends on the relationship of the group member and the
group.

Multicast

i¥! Enahle
IP Address 239 . 255 . 42 . 42 |(224.00.0~-239 255 255 255)
Port 36666 (1025~65500)
Save Fefresh Default
Figure 4-27
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4.7.2.11 Auto Register

The Auto Register page is shown below.

I¥] Enable
HostIP 0000
Fort 8000
Sub-device ID 0
Save | l Refresh J | Default
Figure 4-28

This function enables the device to automatically register to the proxy you have specified. In this way
you can use the client end to access the NVR via the proxy. In the network service, the device
supports a server address of IPv4 protocol.

To use the Auto Register function:
1. Set the proxy server address, port and sub-device name at the device end.

2. Enable the Auto Register function. The device automatically registers to the proxy server.
IMPORTANT: Do notinput a network default port such as the TCP port number.

The proxy server software is developed from the SDK. Open the software and input the global
setup. Make sure the auto connection port here is the same as the port you setin the
previous step.

3. Now add the device. Do not input default port number such as the TCP port in the mapping
port number. The device ID used here must be the same as the ID you input in Figure 3-19.

4. Click the Add button to complete the setup.
5. Boot up the proxy server.

When you the network status is Y, the registration is OK. You can view the proxy server when
the device is online.

IMPORTANT: The server IP address can also be the domain but you must register a domain name
before you run the proxy device server.

4.7.2.12 Alarm Center

This feature is not supported by ADT.
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4.7.2.13 HTTPS

This page can be used to create a server certificate or download a root certificate.

e

Create Server Cerificate Download Root Cerdificate

Figure 4-29

A secure server certificate is a digital certificate issued to a Web server by a trusted Certificate
Authority (CA). A server certificate verifies the organization's identity to the client so that the client
can securely browse the organization's Website confident that the Website belongs to that
organization (not an imposter), and transactions between the server and client are encrypted.

A root certificate is either an unsigned public key certificate or a self-signed certificate that identifies
the Root Certificate Authority.

On this screen you can set to ensure that the PC can successfully login via HTTPS to guarantee
communication data security. This reliable and stable technology can secure user information
security and device safety.

Note:
e If you change the device IP, you must implement the server certificate again.

e Ifitisyour first time using HTTPS on the current PC, you must download the root certificate.

Create Server Certificate

If this is your first time using the HTTPS function, please use the following steps to create a server
certificate.

1. Click the Create Server Certificate button.
2. Enter the country, state name and other requested information.
3. Click the Create button.

Note: Make sure that the IP or domain information is the same as your device IP or domain name.
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Create Server Certificate

Country Al
State

Locatity

Oragnization

Qragnization Unit

IF or Domain Mame 10.10.6.235

Create ‘ ‘

Cancel

Figure 4-30

The message appears that the server certificate was successfully created.

e I

Create Server Cerificate Download Root Certificate

{4 Create Succeed

Figure 4-31

Download Root Certificate

1. Use the following steps to create a Root Certificate.

2. Click the Download Root Certificate button

The following dialog box appears.

File Download - Security Warning

iy MHame: ca.crt

Type: Security Certificate
From: 10.10.6.238

Do you want to open or save this file?

2

Open ] [

Save

]i Cancel I

l--"‘h] Wwhile files from the Internet can be useful, this file type can
) r/; patentially harm vour computer. If you do nat trust the source, do nat
A open of zave thiz zofbware. What's the sk

Figure 4-32

4 Web Service
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3. Click the Open button. The following screen appears.

{ ertificate mg

General | Details | Certification Path

@x‘ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Product Root Ca

Issued by: Product Root CA

¥alid from 2013-6-15 to 2023-6-16

Figure 4-33

4. Click the Install Certificate button to open the Certificate Import Wizard.

ertificate Import Wizar m

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lisks From your disk to &
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ko establish secure network
connections, A certificate store is the system area where
certificates are kept,

To continue, click Mext,

[ Mext= | [ Cancel

Figure 4-34

5. Click the Next button to continue. Now select a location for the certificate.

4 Web Service
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ertificate’ Import Wizard m

Certificate Store
Certificate stores are syskem areas where certificates are kept,

‘Windows can automatically select a certificate store, or wou can specify a location for

(®)idutomatically select the certificate store hased on the kype of certificate:

(O Place all certificates in the Following store

[ % Back IL [esk = ]’ Cancel

Figure 4-35

6. Click the Next button. A message appears that the certificate import process is complete.

ertificate Import Wizard X

Completing the Certificate Import

Wizard

ou have successfully completed the Certificate Import
wizard.
‘ou have specified the following settings:

Certificate Store Selected  Autornatically deterrined by ¢
Content Certificate

[ < Back. ]L Finish ][ Cancel

Figure 4-36

7. Click the Finish button. The following security warning dialog appears.
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Security Warning J

!f ‘You ate about to install a cettificate From a certification authority (CA) claiming to represent:
L]

Product Raat C4

windows cannot validate that the cettificate is actually Fram "Product Root CA", You should confirm its arigin by contacting "Product Root CA". The
Following number will assist you in this process;

Thumbprint {shal): CO20E4E2 ASZDS0BS S447B020 SCE7E033 397E3FEL
Warning:
IF wou install khis root certificate, Windows will automatically trust any certificate issued by this Ca. Instaling a certificate with an unconfivmed

thumbprint is a security risk, IF wou click "Yes" vou acknowledge this risk.

Do you wank to install this certificate?

Figure 4-37

8. Click Yes button. A message appears confirming that the certificate download is complete.

Certifit:ate import Wizard 1

- | ,) The impart was successful,

Figure 4-38

View and Set the HTTPS Port

1. Navigate to Set > Network >Connection. In the Connection screen, you can see that the
HTTPS default value is 443.

Max Connection 128 [0~128)
TCP Port 37T (1025~65535)
UDP Port 377Ta (1025~65535)
HTTP Fort 80 (1~65535)
[ HTTPS Fort 443 (128~55535}]
RTSP Port 554 (128~65535)
RTSP Farmat nspif<User Name==Password=@=IF Address=:=FPort=/cam/realmonitor?channel=1&subtype=0

channel: Channel, 1-32; subtype: Code-Stream Type, Main Stream 0, Sub Stream 1.

Save ‘ ‘ Refresh ‘ ‘ Default

Figure 4-39
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Open a browser window and enter https://xx.xx.xx.xx:port, where xx.xx.xx.xx: is your device IP or

Login

domain name and Port is your HTTPS port. If you are using the default HTTPS value 443, you do not
need to add the port information. Enter https://xx.xx.xx.xx to access.

If your setup is correct, the login interface appears.
4.7.3 Event

4.7.3.1 Video Detect

The Video Detect section is used for setting up the type of events for which you want to trigger a
response, such as triggering an alarm, sending an email or taking a snapshot. There are three
detection types that you can set as an event:

e Motion Detect

e Video Loss

e Tampering

Motion Detect

Use the Motion Detect screen for setting up a Motion Detection event to trigger an alarm and initiate
recording.

Motion Detect I Video Loss I Tampering

Enable A X
Anti-dither 5 Second (5-600) Sensitivity |3 vl
Record Channel

Delay 10 Second (10-300)

Alarm Out
Latch

PTZ Activation

Tour

Snapshat

[¥] showMessage

=)

Second(1-300)
Setup

Setup

-
=

Setup

[] Send Email Alarm Upload [7] Buzzer [] Message

Defauit

Caopy | | Save | ’ Refresh | |

Figure 4-40
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The following describes the Detect window:

1 Enable
Check the box to enable the motion detection function. Then select a channel to be enabled from the
dropdown list.

Period

This feature activates the Motion Detection function in the specified time periods.

To set the Motion Detect period:

1. Click the Setup button.

2. Inthe resulting setup dialog (see Figure 4-4 1), select a day of the week from the drop-down
menu.

3. For the selected day, check the box for one of the six 24-hour time periods and set the
corresponding recording range.

4. Repeat for other time periods if desired.

5. Click Save. The system reverts to the Motion Detect page.

Setup | X |
0000 24100
1 0000 24100
1 |00:00 24100
1 /0000 24100
1 00:00 24100
1 |00:00 24100
Save H Cancel
Figure 4-4.1

Note:
e Set the Motion Detect record period.
o Navigate to Storage > Schedule to set the current channel as a scheduled recording.

Anti-dither
This feature sets a delay period before triggering the next Motion Detection event, to avoid re-
triggering on the same event. The delay period begins when the current motion detection event has

ended. The system only stores one event during the anti-dither period. The value ranges from 5s to
600s.

Sensitivity
There are six levels. The sixth level has the highest sensitivity.
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Region

Click the Setup button to set Motion Detection zone. There are 396(PAL)/330(NTSC) small zones.
The red zone is the motion detection zone; the clear zone is the disarmed zone. The system can only
detect motion detect signal from the armed region.

To set the Motion Detection Region:

1. Click the Setup button. A single screen display appears with a grid and semi-transparent
overlay.
The red zone is the armed (motion detection) zone; the clear zone is the disarmed zone. The
system only detects motion in the red armed region. The default setup is the entire screen (all
red).

2. Drag the mouse to set the motion detection zone. The selected area no longer shows the
overlay.

3. Click Save.

Setup (x|

LI LT LTI [ opihhdos s doioo | BRI
N bl il s il

Zone Name |Region1
Sensitivity {J—s80

Threshold (J 0

| Save || canca

Figure 4-42

i1 Record Channel
Check the box to enable, and the click the buttons for the channels that you want recorded when the
event is triggered. The selected channels are highlighted.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.
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Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

i PTZ Activation
This enables you to set Pan/Tilt/Zoom movement when an alarm occurs.

To set PTZ Activation:
1.
2.
3.
4. Click Save.
M Tour

Check the box to enable the function.

Click the Setup button. The PTZ Activation dialog appears.
Make the desired selections for each channel.

PTZ Activation [ X |
Channegl 1 Mone ™ 0
Channel 2 Mone ™ 0
Channel 3 Mone ™ 0
Channel 4 Mone ™ 0
Channel 5 Mone ™ 0
Channel & Mone ™ 0
Channel 7 Mone ™ 0
Channel 8 Mone ™ a0

Save H Cancel
Figure 4-43

When an alarm occurs, this feature presents an alternating display (much like a slideshow) of the

channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
tour. The selected channels are highlighted.

Tour | X
All
2| [3][a]]5
Save Cancel
Figure 4-44
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i Snapshot

When an alarm occurs, this feature takes a still image of the channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
snapshot. The selected channels are highlighted.

Snapshot Ed

All

234

Ln

Save Cancel

Figure 4-45
Checkboxes
i Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.
Alarm Upload. If enabled, the alarm signal is uploaded to the network.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

[N SN (N N

Message. If a 3G network is connected, a message is sent when a motion detection event
occurs. Note: This feature is not supported by ADT.
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Video Loss
Use the Video Loss screen for triggering up alarms when no video signal is detected.

Note: Video Loss does not support anti-dither, sensitivity, or region setup.

Enable 1 -
Record Channel

Delay 10 Second (10-300)
Alarm Out E 2

Latch 10 Second(1-300)
PTZ Activation
Show Message [v] Send Email Alarm Upload [] Buzzer [] Message

I Copy ‘ | Save ] | Refresh | | Default
Figure 4-46

The following describes the Video Loss window:

1 Enable
Check the box to enable the Video Loss function. Then select a channel to be enabled from the
dropdown list.

Period

This feature activates the Video Loss function in the specified time periods.

To set the Video Loss period:
1. Click the Setup button.
2. Inthe resulting setup dialog, select a day of the week from the drop-down menu.
3. Forthe selected day, check the box for one of the six 24-hour time periods and set the
corresponding recording range.
4. Repeat for other time periods if desired.
5. Click Save. The system reverts to the Video Loss page.
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Setup | X |
0000 24100
1 0000 24100
1 |00:00 24100
1 /0000 24100
1 00:00 24100
1 |00:00 24100
Save H Cancel
Figure 4-47

&1 Record Channel
Check the box to enable, and the click the buttons for the channels that you want recorded when the
event is triggered. The selected channels are highlighted.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

M PTZ Activation
This enables you to set Pan/Tilt/Zoom movement when an alarm occurs.

To set PTZ activation:
1. Check the box to enable the function.
2. Click the Setup button. The PTZ Activation dialog appears.
3. Make the desired selections for each channel.
4. Click Save.
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PTZ Activation [ X |
Channel 1 Mone ™ 0
Channel 2 Mone ™ 0
Channel 3 Mone ™ 0
Channel 4 Mone ™ 0
Channel 5 Mone ™ 0
Channel & Mone ™ 0
Channel 7 Mone ™ 0
Channel 8 Mone ™ a0

Save H Cancel
Figure 4-48

¥ Tour
When an alarm occurs, this feature presents an alternating display (much like a slideshow) of the
channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
tour. The selected channels are highlighted.

1 Snapshot
When an alarm occurs, this feature takes a still image of the channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
snapshot. The selected channels are highlighted.

Checkboxes
i Show Message. If enabled, a pop up alarm message appears in the local host screen.

Send Email. If enabled, an email alert is sent to you when an alarm occurs.
Alarm Upload. If enabled, the alarm signal is uploaded to the network.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

[N SN (N N

Message. If a 3G network is connected, a message is sent when a motion detection event
occurs. Note: This feature is not supported by ADT.
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Tampering

The Tampering feature alerts you when the detected motion signal exceeds the sensitivity threshold

set here.

Note: Tampering does not support anti-dither, sensitivity, or region setup.

Motion Detect

Enable

Period

Delay

Q|

Alarm Out

Latch

[«

PTZ Activation

[

Tour

[

Snapshot

¥l Show Message

Record Channel

Setup

I I |

Setup

10 Second (10-300)

H
(v ]

10 Second(1-300)
Setup
Setup
Setup

[] Send Email Alarm Upload [7] Buzzer [7] Message

Copy ] I Save I [ Refresh I [ Default I

¥l Enable

Figure 4-49

Check the box to enable the Tampering function. Then select a channel from the dropdown list.

Period

This feature activates the Tampering function for the specified periods.

To set the Tampering period:
1. Click the Setup button.
2. Inthe resulting setup dialog, select a day of the week from the drop-down menu.

3. For the selected day, check the box for one of the six 24-hour time periods and set the

corresponding recording range.

4. Repeat for other time periods if desired.

5. Click Save. The system reverts to the Tampering page.
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Setup X |

0000 —24:00

&

00:00 —24:00
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Figure 4-50

Sensitivity
There are six levels. The sixth level has the highest sensitivity.

i1 Record Channel

The system automatically activates to record selected channels once a motion detection alarm
occurs. Check the box to enable, and the click the buttons for the channels that you want recorded.
The selected channels are highlighted.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

¥ PTZ Activation
This enables you to set PTZ movement when an alarm occurs.

To set PTZ activation:
1. Check the box to enable the function.
2. Click the Setup button. The PTZ Activation dialog appears.
3. Make the desired selections for each channel.
4. Click Save.
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PTZ Activation [ X |
Channel 1 Mone ™ 0
Channel 2 Mone ™ 0
Channel 3 Mone ™ 0
Channel 4 Mone ™ 0
Channel 5 Mone ™ 0
Channel & Mone ™ 0
Channel 7 Mone ™ 0
Channel 8 Mone ™ a0

Save H Cancel
Figure 4-51

M Tour
When an alarm occurs, this feature presents an alternating display (much like a slideshow) of the
channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
tour. The selected channels are highlighted.

i Snapshot
When an alarm occurs, this feature takes a still image of the channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
snapshot. The selected channels are highlighted.

Checkboxes

Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.

Alarm Upload. If enabled, the alarm signal is uploaded to the network.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

BEEEEE

Message. If a 3G network is connected, a message is sent when a tampering event occurs.
Note: This feature is not supported by ADT.
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This area provides you with the opportunity to set up and activate various alarms. Select from these
setup tabs: Local Alarm, Net Alarm, IPC External Alarm and IPC Offline Alarm.

4.7.3.2 Alarm

Local Alarm

The system detects the alarm signal from the local alarm input port.

ey e T re—
Enable 1 > Alarm Alias | Local Alarm 1|

Anti-dither 5 Second(5-600)  Type Mormal Open :
Record Channel

Delay 10 Second (10-300)
Alarm Out m 2

Latch 10 Second(1-300)
PTZ Activation
Show Message [J send Email Alarm Upload O Buzer

[ comy || Saye | | Remesn ||  Deraun
Figure 4-52

Enable
Check the box to activate the Alarm function.

Alarm
Select the channel number from the dropdown, or else select Alll.

Period
Click the Setup button. The Setup dialog opens. Here you can set the time period when detection is
enabled.
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Setup X |
00:00 _24:00
1 00:00 _24:00
1 00:00 _24:00
I |00 00 24100
1 00:00 . 24:00
1 /00:00 _24:00
Save || Cancel
Figure 4-53

Select Sunday to Saturday from the dropdown list. Be sure to check the box to the left of the period
to enable it. To set your own business day and non-business days, select work day or non-work day
from the drop down list, and then click the Setup button. For example, you can set Monday to Friday
as working days and Saturday and Sunday as non-working days. Click the Save button when
finished.

Anti-dither

This feature sets a delay period before triggering the next alarm, to avoid re-triggering on the same
event for screen prompt, alarm upload, and email notifications. The delay period begins when the
current event has ended, not including the latch time. The value ranges from 5s to 600s. For
example, if you set an anti-dither time of 10 seconds, the activation will last 10seconds when a local
alarm is activated. If another local alarm signal is detected before these 10 seconds have elapsed, the
buzzer, tour, PTZ activation, snapshot, and record channel will be activated for another 10 second
period. However, the screen prompt, alarm upload, and email will not be activated again. After the
10-second anti-dither time has elapsed, a new alarm signal will be generated when another alarm is
detected.

Type
Select the relay type from the dropdown: Normally Open or Normally Closed.

Record Channel
Select the proper channel to record when the alarm occurs. Make sure to also set alarm record in the
schedule screen and select Schedule Record on the Manual Record screen.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.
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Alarm Out

Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

PTZ Activation
Select this feature to set Pan/Tilt/Zoom movement when an alarm occurs. Click the Setup button to
open the PTZ Activation screen for setting up the camera.

PTZ Activation kd
Channel 1 None | 0
Channel 2 None bl 0
Channel 3 None ~ | 0
Channel 4 None v | 0
Channel 5 None v | 0
Channel & None ~| 0
Channel 7 None v/ 0
Channel 8 Mone v | 0

Save || Cancel
Figure 4-54

Tour

Enable the tour function to present an alternating display (much like a slideshow) of the channel(s)
you have set to record when a motion detect event occurs. The system supports 1/8-window tour.
Refer to Tour Tab on page 206 for tour interval setup. However, the alarm tour has higher priority
than the tour setup you set in the Display screen.

4 Snapshot
When an alarm occurs, this feature takes a still image of the channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
snapshot. The selected channels are highlighted.

Checkboxes

Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.

Alarm Upload. If enabled, the alarm signal is uploaded to the network.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

NN NN

Message. If a 3G network is connected, a message is sent when an alarm occurs.
Note: This feature is not supported by ADT.
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Network Alarm

The system detects the alarm signal from the network.

o e s

Enable 1 v Alarm Alias
Record Channel
Delay Second (10-300)

-
(=]
r

Alarm Out
Latch Second(1-300)

PTZ Activation

-
=

Taour
[¥] Snapshot
Show Message O sendEmail Alarm Upload Buzzer Message
! Copy | ‘ Save ] [ Refresh ‘ | Default
Figure 4-55
Enable

Check the box to activate the Alarm function.

Alarm
Select the channel number from the dropdown, or else select All.

Period
Click the Setup button. The Setup dialog opens. Here you can set the time period when detection is
enabled.
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Setup X |
00:00 _24:00
1 00:00 _24:00
1 00:00 _24:00
1 00:00 2400
1 00:00 . 24:00
1 /00:00 _24:00
Save || Cancel
Figure 4-56

Select Sunday to Saturday from the dropdown list. Be sure to check the box to the left of the period
to enable it. To set your own business day and non-business days, select work day or non-work day
from the drop down list, and then click the Setup button. For example, you can set Monday to Friday
as working days and Saturday and Sunday as non-working days. Click the Save button when
finished.

Record Channel
Select the proper channel to record when the alarm occurs. Make sure to also set alarm record in the
schedule screen and select Schedule Record on the Manual Record screen.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

PTZ Activation
Select this feature to set Pan/Tilt/Zoom movement when an alarm occurs. Click the Setup button to
open the PTZ Activation screen for setting up the camera.
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PTZ Activation ™
Channel 1 None v] 0
Channel 2 MNaone v| 0
Channel 3 Mone v| 0
Channel 4 Mone v 0
Channel 5 Mone v| 0
Channel 8 None ¥ 0
Channel 7 None v 0
Channel 8 Mone v] 0

Save || Cancel
Figure 4-57

Tour

Enable the tour function to present an alternating display (much like a slideshow) of the channel(s)
you have set to record when a motion detect event occurs. The system supports 1/8-window tour.
Refer to Tour Tab on page 206 for tour interval setup. However, the alarm tour has higher priority
than the tour setup you set in the Display screen.

i Snapshot
When an alarm occurs, this feature takes a still image of the channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
snapshot. The selected channels are highlighted.

Checkboxes
i1 Send Email. If enabled, an email alert is sent to you when an alarm occurs.
i Buzzer. If enabled, a buzzer sounds when an alarm occurs.
i Message. If a 3G network is connected, a message is sent when an alarm occurs.
Note: This feature is not supported by ADT.

Note: A network alarm is an alarm signal using TCP/IP. You can use NET SDK to activate a network
alarm. There is no type, anti-dither or alarm upload function.
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The system detects the alarm signal from the front-end device and activates the local NVR.

Local Alarm I Net Alarm I IPC Ext Alarm I IPC Offline Alarm _

IPC External Alarm

Enable .1 -
Anti-dither 3 Second{5-6800)  Type Normal Close ™

Record Channel

Delay 10 Second (10-300)
Alarm Out 2

Latch 10 Second(1-300)
PTZ Activation
Tour
Snapshot

[¥] show Message O sendEmail [J Alarm Upload [J Buzzer [J Message

Copy | | Save ‘ | Refresh 1 ‘ Default

Figure 4-58

Enable
Check the box to activate the Alarm function.

Alarm
Select the channel number from the dropdown, or else select All.

Period
Click the Setup button. The Setup dialog opens. Here you can set the time period when detection is
enabled.
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Setup X |
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00-00 —24:00
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00:00 —24:00

Save || Cancel

Figure 4-59

Select Sunday to Saturday from the dropdown list. Be sure to check the box to the left of the period
to enable it. To set your own business day and non-business days, select work day or non-work day
from the drop down list, and then click the Setup button. For example, you can set Monday to Friday
as working days and Saturday and Sunday as non-working days. Click the Save button when
finished.

Anti-dither

This feature sets a delay period before triggering the next alarm, to avoid re-triggering on the same
event for screen prompt, alarm upload, and email notifications. The delay period begins when the
current event has ended, not including the latch time. The value ranges from 5s to 600s. For
example, if you set an anti-dither time of 10 seconds, the activation will last 10seconds when a local
alarm is activated. If another local alarm signal is detected before these 10 seconds have elapsed, the
buzzer, tour, PTZ activation, snapshot, and record channel will be activated for another 10 second
period. However, the screen prompt, alarm upload, and email will not be activated again. After the
10-second anti-dither time has elapsed, a new alarm signal will be generated when another alarm is
detected.

Type
Select the relay type from the dropdown: Normally Open or Normally Closed.

Record Channel
Select the proper channel to record when the alarm occurs. Make sure to also set alarm record in the
schedule screen and select Schedule Record on the Manual Record screen.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.
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Alarm Out

Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

PTZ Activation
Select this feature to set Pan/Tilt/Zoom movement when an alarm occurs. Click the Setup button to
open the PTZ Activation screen for setting up the camera.

PTZ Activation [ X ]
Channel 1 None | 0
Channel 2 None bl 0
Channel 3 None ~ | 0
Channel 4 None v | 0
Channel 5 None v | 0
Channel & None ~| 0
Channel 7 None v/ 0
Channel 8 Mone v | 0

Save || Cancel
Figure 4-60

Tour

Enable the tour function to present an alternating display (much like a slideshow) of the channel(s)
you have set to record when a motion detect event occurs. The system supports 1/8-window tour.
Refer to Tour Tab on page 206 for tour interval setup. However, the alarm tour has higher priority
than the tour setup you set in the Display screen.

i Snapshot
When an alarm occurs, this feature takes a still image of the channel(s) you set to record.

Check the box to enable, and the click the buttons for the channels that you want included in the
snapshot. The selected channels are highlighted.

Checkboxes

Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.

Alarm Upload. If enabled, the alarm signal is uploaded to the network.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

BEEEEE

Message. If a 3G network is connected, a message is sent when an alarm occurs.
Note: This feature is not supported by ADT.

NVR4200 Series User Guide 184



4 Web Service

The system generates an alarm when the network camera is offline and, if desired, activates a

IPC Offline Alarm

recording, PTZ, snapshot, etc. The alarm lasts until the IPC and the NVR resume their connection.

Local Alarm I Net Alarm I IPC Ext Alarm I IPC Offline Alarm _
Enable 1 >
Record Channel

Delay 10 Second (10-200)
Alarm Out E 2

Latch 10 Second(1-300)
PTZ Activation
v Show Message O send Email Alarm Upload (] Buzer [ Message

\ Copy l | Save J { Refresh ‘ l Default
Figure 4-61

Enable
Check the box to activate the Alarm function.

Record Channel
Select the proper channel to record when the alarm occurs. Make sure to also set alarm record in the
schedule screen and select Schedule Record on the Manual Record screen.

Delay
To avoid rerecording the same event, enter the number of seconds to wait after the event has ended
before a new recording can begin. This value ranges from 10s to 300s.

Alarm Out
Check the box to enable the external alarm when the event triggers. In the boxes to the immediate
right, enable which camera(s) will record when the event occurs.

Latch

Select the time in seconds that the system delays after the external alarm has ended before turning
off the alarm and the activated output. This feature sets a postponement period before another
external alarm can be activated. Value ranges from 10 to 300 seconds.

PTZ Activation
Select this feature to set Pan/Tilt/Zoom movement when an alarm occurs. Click the Setup button to
open the PTZ Activation screen for setting up the camera.
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PTZ Activation

Channel 1
Channel 2
Channel 3
Channel 4
Channel 5
Channel &
Channel 7
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Save
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Figure 4-62

Enable the tour function to present an alternating display (much like a slideshow) of the channel(s)
you have set to record when a motion detect event occurs. The system supports 1/8-window tour.
Refer to Tour Tab on page 206 for tour interval setup. However, the alarm tour has higher priority

than the tour setup you set in the Display screen.

4 Snapshot

When an alarm occurs, this feature takes a still image of the channel(s) you set to record. Check the
box to enable, and then click the buttons for the channels that you want included in the snapshot.

The selected channels are highlighted.
Checkboxes

BEEE

Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

Message. If a 3G network is connected, a message is sent when an alarm occurs.
Note: This feature is not supported by ADT.
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This area provides you with the opportunity to set notifications for six possible anomalous status
conditions: No Disk, Disk Error, No Disk Space, Network Disconnection, IP Conflict and MAC Conflict.

4.7.3.3 Abnormality

No Disk

To enable notification(s) when no disk drive is detected:
1. Check the Enable box.
2. Check the box associated with the desired notifications:

i Show Message. If enabled, a pop up alarm message appears in the local host screen.
i1 Send Email. If enabled, an email alert is sent to you when an alarm occurs.
i1 Alarm Upload. If enabled, the alarm signal is uploaded to the network.
i Buzzer. If enabled, a buzzer sounds when an alarm occurs.
i Message. If a 3G network is connected, a message is sent when the anomalous occurs.
Note: This feature is not supported by ADT.
3. Click Save.
No HDD | rooEor | No Space |  oscomet | Pconicc | maccontict -

1¥] Enable
Alarm Qut 2
Latch 10 Second(1-300)

Show Message Send Email Alarm Upload [] Buzer [ Message

l Save ] | Refresh |

Figure 4-63

Disk Error

To enable notification(s) when a disk error is detected:
1. Check the Enable box.
2. Check the box associated with the desired notifications:

i Show Message. If enabled, a pop up alarm message appears in the local host screen.
i1 Send Email. If enabled, an email alert is sent to you when an alarm occurs.
i1 Alarm Upload. If enabled, the alarm signal is uploaded to the network.
i Buzzer. If enabled, a buzzer sounds when an alarm occurs.
i Message. If a 3G network is connected, a message is sent when the anomalous event
occurs. Note: This feature is not supported by ADT.
3. Click Save.
No HOD | Hooerer | No Space | oscomnet | Pconfict | MAC Confict -
.
Alarm Out @ 2

Latch 10 Second(1-300)

Show Message Send Email Alarm Upload Buzzer [ Message

Save J ‘ Refresh J

Figure 4-64
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No Disk Space

To enable notification(s) when no disk space is detected:
Check the Enable box.
2. Enter the percentage of available disk space to be remaining for the alarm to be triggered.

1.

3. Check the box associated with the desired notifications:

i Show Message. If enabled, a pop up alarm message appears in the local host screen.
i Send Email. If enabled, an email alert is sent to you when an alarm occurs.
i Alarm Upload. If enabled, the alarm signal is uploaded to the network.
i1 Buzzer. If enabled, a buzzer sounds when an alarm occurs.
i Message. If a 3G network is connected, a message is sent when the anomalous event
occurs. Note: This feature is not supported by ADT.
4. Click Save.
No HDD l HDD Error l No Space I Disconnect ] IP Conflict I MAC Conflict -

i¥! Enable Less Than| 20 %
Alarm Out 2
Latch 10 Second (1-300)

Show Message Send Email Alarm Upload O Buzer O Message

| Save | i Refresh |

Figure 4-65

Network Disconnection

To enable notification(s) when the system becomes disconnected from the network:
Check the Enable box.
Check the box associated with the desired notifications:

1.
2.

[N N NS

Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

Message. If a 3G network is connected, a message is sent when the anomalous event
occurs. Note: This feature is not supported by ADT.

If desired, set up channels to record if this event occurs:

Record Channel. The system automatically activates to record selected channels once
the error occurs. Check the box to enable, and the click the buttons for the channels that
you want recorded. The selected channels are highlighted.

Delay. To avoid rerecording the same event, enter the number of seconds to wait after
the event has ended before a new recording can begin. This value ranges from 10s to
300s.

Click Save.
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T

No HDD WoDEror | mospace | Disconnect |

Enable

Alarm Out

2

Latch 10 iSecond(1-300)

Show Message O sendEmail O Buzer O Message

‘ Save

Refresh |

Pconfict | MAC Conflict

Figure 4-66

IP Conflict

To enable notification(s) when an IP conflict is detected:
1. Check the Enable box.
2. Check the box associated with the desired notifications:

i Show Message. If enabled, a pop up alarm message appears in the local host screen.
1 Send Email. If enabled, an email alert is sent to you when an alarm occurs.
i1 Buzzer. If enabled, a buzzer sounds when an alarm occurs.
i Message. If a 3G network is connected, a message is sent when the anomalous event

occurs. Note: This feature is not supported by ADT.

3. Click Save.
No HDD. |  rooemor | mospace | Discomect | pconfict | MAG Confict -
Enable
Alarm Out 2
Latch 10 Second(1-300)
[¥] show Message [0 sendEmail O Buzer (1 Message
l Save ‘ l Refrash |
Figure 4-67
MAC Conflict

To enable notification(s) when a MAC conflict is detected:
1. Check the Enable box.
2. Check the box associated with the desired notifications:

[N N NS

Show Message. If enabled, a pop up alarm message appears in the local host screen.
Send Email. If enabled, an email alert is sent to you when an alarm occurs.

Buzzer. If enabled, a buzzer sounds when an alarm occurs.

Message. If a 3G network is connected, a message is sent when the anomalous event

occurs. Note: This feature is not supported by ADT.
3. Click Save.
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No HDD | EEECE | No Space |  oscomect | pconict | macconfiict -
Enable
Alarm Out g 2
Latch | 10 | Second(1-300)
¥l Show Message O sendEmail O Buzmer [ Message
h Save i J Refresh |
Figure 4-68

4.7.4 Storage

4.74.1

Schedule

In the Schedule screen you can add or remove scheduled recordings. Select the appropriate tab for
whether you want to record video or take a snapshot picture.

Schedule Record

There are four recording modes: Regular (auto), Motion Detect, Alarm and Motion Detect with Alarm.
Make sure you have enabled the corresponding record mode in the Setup > Storage > Conditions.

You can view the current time period setup from the color bar.

=

1
[
[

Green represents general recordings and snapshots

Yellow represents motion detect recordings and snapshots

Red represents alarm recordings and snapshots

Blue represents motion detect with alarm recordings and snapshots

e T e I

Channel 1 (x| Presecord |4 | Second (0~30)
ANR 13600 Second []

Monday! I ! ‘ !l!l!!I ! H]!I
I I I
T |

1

Figure 4-69
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U Channel. Select the desired channel number. Select All if you want to set for all channels.

Options

U Pre-record. The system can pre-record the video before the event occurs into the file. The
value ranges from 1 to 30 seconds depending on the bit stream.

0 Redundancy. The system supports a redundancy backup function, which enables you to
back up a recorded file in two disks. Highlight Redundancy to activate this function.

O ANR. Enable to save video to the SD card of the network camera in case the network
connection fails. The value ranges from 0s—43200s. After the network connection has
resumed, the system can get the video from the SD card and there is no risk of record loss.

Buttons
Copy. Use this button to copy the current channel’s setup to other channels.

To copy one channel’s setup features to others:
1. After making all your selections in the Schedule page, click the Copy button. The channel
selection dialog appears. The current channel name is grayed out.
2. Select the channel(s) to which you want to paste the same setup as for the current channel.
3. Click the OK button.

L1 an

Zhannel 1 L channel 2
L] channel 3 ] channel 4
U channel 5 L channel &

Ul channel 7 ] channel &

Save || Cancel

Figure 4-70

Save. Click to save the changes you have made.
Refresh. Click to refresh the Web connection.
Default. Click to return settings on this page to their default values.

To use the Schedule feature:

1. Select the channel number you want to set up in the Channel dropdown menu.

2. Make selections from options above.

3. Click the Setup button for the desired day. In the resulting setup dialog are six 24-hour time
periods.
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Setup [ X
Time Period 1 | 00:00 —24:00 Regular Mo O alarm O MD&Alarm
Time Period2 | 0000 —24:00 O reguiar O mo O alarm [ Mp&Alarm
Time Period 3 | 00:00 —24:00 O reguar O we O alarm O MD&Aam
Time Period4 | 0000 —24:00 O reguiar O mo O alarm [ MD&AIarm
Time Period 5 |00:00 —24:00 O reguar O we O alarm O MD&Alam
Time Period 6 | 0000 —24:00 O reguiar O mo O alarm [ Mp&Alarm
O an Sunday F] IMonday [F] Tuesday [F] Wednesday F] Thursday [ Friday 1 Saturday
[ Haliday

Save || Cancel

Figure 4-71

4. Setthe corresponding recording range for each time period.

o

Repeat for other time periods if desired.

6. Check the box for the desired type of recordings: Regular, Motion Detect, Alarm or Motion Detect
with Alarm.

7. If you would like for these same settings to be used for other days of the week, check the box(es)
corresponding to those day(s).

8. Click Save. The system reverts to the Schedule page.

9. Click Save.

Schedule Snapshot

The Snapshot page operates the same as for the schedule record feature.
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4.7.4.2 HDD Manager

Local Storage

The Local Storage screen displays information for each HDD. You can also make changes in the HDD
Operation dropdown menu: Set as read and write, read-only, redundancy (if there are more than one
HDD) or else format the hard drive.

e [ T
Device Name HDD Operation Status Free Space/Total Space
SATA-2 Read-W/rite ] Normal 129.77GB/1862.88GB
Save | i Refresh ' i Format |
Figure 4-72

HDD Setting

Use the HDD Setting page to assign a hard drive to an HDD Group. See Figure 4-73.
To set the HDD to a Group:

1. Inthe row of the hard drive in question, use the drop-down to select the corresponding HDD
Group number.

2. Click Save.

Local Storage || HDD | FTP _

HDD HDD Group

2 1 ~|

[ sae ][ Retesn ]

Figure 4-73
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The FTP tab is used to save a recording or picture to HDD when the network is offline or

FTP

malfunctioning. When the remote directory is not available, the system automatically creates folders
according to the IP, time and channel set here.

Local Storage HDD FTP

HostIP o .0 .0 .0

Paort 21 *

User Name

FPassword a Anonymous

Remote Directory

File Length 0 ]
Image Upload Interval 2 Second
Channel 1 -
Weekday Tuesday V
Period 1 00 - 00 -24 - 00| O Alarm O wo O Regular
Period 2 00 ;00 -24 ;00 O aam O wo O Regular
Test | | Save | | Refresh | | Default
Figure 4-74

To use the FTP feature:
1. Check the Enable box to activate the FTP function.
2. Input the FTP account information:

e FTP Server IP number

e Port number

o User Name and Password you use to log into the FTP.

e Optionally check the Anonymous box for servers that support the anonymity function,
which allows you to automatically login anonymously. If enabled, you do not need to
input the user name, password or the sender information.

3. Enter the Remote Directory.
4. Enter the upload File Length.

File length is upload file length. When this value is larger than the actual file length, the

system uploads the whole file. When this value is smaller than the actual file length, the

system only uploads the set length and automatically ignores the left section. When interval
value is O, system uploads all corresponding files.

5. Setthe Image Upload Interval.

6. Use the drop-down menu to select the upload file Channel.

7. Use the drop-down menu to select the day.
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8. Setthe Time Period and type of event: Alarm, MD (motion detection) or Regular.
9. Click Save.

4.7.4.3 Record Control

This feature enables you to manually override the automatic record settings.

RecordMode All 1 2 3 4 5 6 7 8

Auto [ONCNOROROXONOXONO]
Manual 000000000
off 000000000
Sub Stream

Auto ‘oNooRoXoXoNoXONO!
Manual O0O0000000
on QOO 00000 0

Snapshot
Enable [ONONOROXOXONONONO)
Disable 0000000 O

Save I | Refresh I | Default

Figure 4-75

There are two modes of operation: Main Stream and Extra Stream; and three status settings for each
mode: Schedule, Manual and Stop.

Schedule
Channel records as you have set in recording setup (Main Menu > Setting > Schedule)

Manual
Manual recording has highest priority, overriding the automatic recording setup.

Stop
Stop recording, overriding the automatic record setup.

To use the Record page:
1. Locate the channel you wish to control in the Record Mode row. The settings below the
channel number correspond to that channel.
2. Click the radio button for the desired recording mode for each channel. Settings in the All
column are applied to all channels.
3. Click Save.

NVR4200 Series User Guide 195



4 Web Service

4.7.4.4 Storage

Main Stream
The main stream interface is used to set the corresponding HDD group as main stream.

e T o I
v

Channel 2 Channel 3 Channel 4
v I¢ Channel 8

Main Stream

Channel 1 |
Channel 7

Channel 5 Channel §

Save | I Refresh l l Copy

Figure 4-76

Sub Stream
The sub stream interface is used to set the corresponding HDD group as sub stream.

[ swsvean T s

Main Stream
Channel 1 1 [v] Channel 2 1 [] Channel 3 1 [ Channel 4 1 >
Channel 5 1 ] Channel & 1 ] Channel 7 1 [l Channel 8 1 v]
e ] e ] [oon ]
Figure 4-77
Snapshot Storage

The Snapshot interface is used set the corresponding HDD group to save snapshot pictures.

o T e

Main Stream
HDD Group
Channel 1 1 k| Channel 2 1 ] Channel 3 11 2 Channel 4 1 |
Channel 5 1 > Channel 6 1 ] Channel 7 [1 [¥] Chanriel 8 1 []
Save I | Refresh | i Copy
Figure 4-78
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4.7.5 Setting

4.7.5.1 General
The general screen includes General, Date & Time and Holiday Setup tabs.
General

Available options contained in the General tab are as follows. After making your selections, click the
Save button.

Device 1D NVR
Device Mo. 8
Language ENGLISH ™
Video Standard PAL [v]
HDD Full Dverwrits ™
Pack Duration 60 Minute
Save | | Refresh | | Default
Figure 4-79

Device ID
Enter a device name, such as NVR1, etc.

Device No
Enter the channel number.

Language
Select the desired language from the dropdown list.

Note: The device mustrebootin order for a change in the language setting to be activated.

Video Standard
Select the desired video standard from the drop-down list, such as PAL, NTSC, etc.

HDD Full
Select from the drop-down the desired working mode when the hard disk is full:
e Stop Recording. If the current HDD becomes full and there is no secondary HDD or else it
too has insufficient space, the system stops recording.
e Overwrite. If the current HDD becomes full and there is no secondary HDD or else it too has
insufficient space, the system overwrites the previous files.

Pack Duration
Specify the recording duration. The value ranges from 1 to 120 minutes; the default value is 60
minutes.
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Available options contained in the Date & Time tab are as follows. After making your selections, click

Date and Time

the Save button.

e [ o T e

Date Format YYYY 1414 DD v

Time Format 24-HOUR v

Date Separator - >

System Time 2014-12-12 | 11 : 28 : 11
DST

DST Type O pate @ week

Start Time Jan v | Lastweek [»| Sunday )| 00 : 48

End Time Jan V] The 1st Week V| Konday »| o0 : 01
¥l NP

Time Zone GMT+08:00 v |

Server time windows.com

Port 123 (1~65535)

Interval &0 Minute(0~65535)

Save I | Refresh | I Default ‘
Figure 4-80

Date Format

Use the drop-down list to select a date format
e YYYMMDD
e MMDDYYYY
e DDMMYYYY

Time Format

Select from the drop-down list from one of two options:
e 24-HOUR
e 12-HOUR.

System Time
This field displays the current system time. Click the Sync PC button to set your PC’s current time as
the system time.

M DST
Check the box to enable Daylight Savings Time (DST).

DST Type
Set the DST beginning time and ending times, in either a date or week format.
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Select the radio button that represents how you want the date displayed:
0 Date. Uses the format selected in the Date Format field.
0 Day of Week. Uses the format: Month Week Day Time, as follows.

Maov v ||The 15t Week VH Sunday V| 01: 00

] NTP
Check the box to enable the Network Time Protocol (NTP) function.

Time Zone
Use the drop-down list to select your time zone adjustment from GMT.

Server
Enter the address of the NTP server. Click the Manual Update button to force a time-sync with the
NTP server.

Port
Set the NTP time server port.

Update Period
Set the frequency in minutes at which the device syncs with the time server. You can force a sync
using the Manual Update button. The range is 0-65535 minutes, with a default of 60.

Holiday Setup

Use this tab to set holiday dates.

Add Haolidays
HNo. Status Holiday Name Date Period Repeat Mode Edit Delete
2013-10Month30conf_gen. day - 2013-
1 open [V] 11 g 4 day once £ @

11Month2conf_gen day

Save ‘ | Refresh | | Default

Figure 4-81

1. Check the Holiday Enable box.

2. Inthe calendar, select the date(s) and year you want to set as a holiday for the current
channel.

3. Click Save.
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The Account page enables you to add new users or modify the accounts of existing ones. You can
assign add or delete accounts, change rights or change passwords or assign users to groups.

4.7.5.2 Account

Rules:

e User Names and Group Names can be no longer than 6 characters, including: alpha-numeric
and the underline character.

e Passwords must be 1 — 6 numeric characters only.

e The factory default setup supports a maximum of 20 User accounts and 8 Group accounts,
with two levels: user and admin. You can assign a user to a corresponding group and then set
the rights for the respective users within the group.

e The User name and the Group name must be unique.

o One user can only be included in one group.

User Name

Click the User tab to add/remove users or to modify a user account. There are four default users:
admin, 888888, 666666 and a “hidden user” named default. User 66666 only has monitor rights; all
others have administrator rights.

The “hidden user” default is for system use only and cannot be deleted. When there is no login user,
default automatically logs in. Monitor rights are set for this user so that you can view channels
without logging in.

admin admin ‘s account
ADT ADT user’s account

default default account

Figure 4-82

To add a user:
1. Click the Add User button. The Add User dialog appears.
2. Enter the User Name, which can be a maximum of 6 characters, including alpha-numeric
characters and the underline.
Enter and confirm the user Password, which must be 1 — 6 numeric characters only.
Use the drop-down list to select a Group for this user.
In the Authority field, check the boxes for the rights you want assigned for this user.
Enter the MAC and an optional Memo for the User.
Click Save.

N o o s w
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Note:
e The user rights must not exceed the group rights.
e Asageneral rule, the general user should have lower rights than the administrator.

Add User X |

User Name
Reusable |

Password

Confirm Password

Group admin v

Mema

Autharity

Playback REAL-TIME MONITOR
CCOUNT FlsYSTEM “DISCONMECT [“IDEFAULTAUPGRADE
[VIPTZ CONTROL [“IsYSTEM INFO [“manuaL conTROL  [MIFILE BACKUP
MAGE COLOR [“lsToORAGE [levenT “INETWORK
[VICAMERA [ICLEAR LOG [FsHUT DOWN
Save | | Cancel
Figure 4-83

To delete a user:
1. Click the Delete button 6 The Delete User dialog opens.
2. Click Save to confirm.

Delete User (X

ﬂ Do you really want to delete now?

Save Cancel

Figure 4-84

The default user cannot be deleted.
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To modify a user:

Click the Modify button . d . The Modify User dialog opens.
Make changes to the user’s account as necessary.

1.

o o bk w

Group

To modify the password:

Check the Modify Password box. Additional fields appear.
Enter the Old Password, Enter the New Password, and then Confirm the new Password.

Click Save.

Add User

User Name
Reusable 1

Password

Confirm Password

Group admin "'

Memo

Authority

System Playback REAL-TIME MONITOR
CCOUNT MsysTEM [“oisconnECT [“IDEFAULT&UPGRADE
[VIPTZ CONTROL [sysTEM INFO [manuaL conTROL  [FILE BACKUP
MAGE COLOR “lsTorRAGE [Fevent [“INETWORK
[VICAMERA cLEsR LOG [sHuT DOWN
Save | | Cancel
Figure 4-85

Click the Group tab to add/remove groups or to modify a group account.

User

Account

administrator group

user group

Figure 4-86

4 Web Service
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To add a group:
1. Click the Add Group button. The Add Group dialog opens.
2. Enter the Group Name, which can be a maximum of 6 characters, including alpha-numeric
characters and the underline.
3. Add an optional memo.

4. Check the boxes to select the corresponding rights you want to assign to the group.
5. Click Save.
Add Group X}
Group Name
Memo
Authority
Playback REAL-TIME MONITOR
\CCOUNT FsysteEM [“IoiscoMNECT [“IDEFAULTEUPGRADE
[VIFTZ CONTROL MsysTEM INFO MmanusL conTROL  [MIFILE BACKUP
[VIMAGE COLOR [lsTORAGE VEVENT [“INETWORK
[VICAMERA FcLEar LOG sHUT DOWN
Save | | Cancel
Figure 4-87

To delete a group:
1. Click the Delete button 6 The Delete Group dialog opens.
2. Click Save to confirm.

To modify a group:
1. Click the Modify button . i . The Modify Group dialog opens.
2. Make changes to the account as necessary.
3. Click Save.
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Modify Group X

Group Name _ ﬂ

Group Name ' :

Memo | user group

Authority

System Manager Playback Monitor

ACCOUNT MsysTEM [FIbiscoNNECT [“IDEFAULT&UFGRADE
PTZ CONTROL [#ISYSTEM INFO [FMANUAL CONTROL [FFILE BACKUP
[“lmscE coLor [lsToRAGE — [MEVENT [FIMETWORK
MeLesrLoc  MsHUT Down

Save | | Cancel

Figure 4-88
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4.7.5.3 Display
The Display screen includes tabs for setting the GUl and Tour.
Display Tab

The GUI tab contains settings that affect the appearance of the graphical user interface. Click the
Save button when you have completed setting your parameters.

Resolution 12801024 ]
Transparency <l O [>0%
Time Display

Channel Display

Image Enhance

Auto Logout 10 Minute(0-60)
Startup Wizard
Mavigation Bar
Save | | Refresh | ‘ Default
Figure 4-89

Resolution
Use the drop-down list to make your selection:
e 1280x1024 (default)

e 1280x720
e 1024x768
e 800x600

Note: The system must reboot to activate the current setup.

Transparency
Move the slider to adjust transparency. The value ranges from 128 to 255b.

i1 Time Display
Check the box to enable the system time to be displayed on the video monitor.

i1 Channel Display
Check the box to enable the channel number to be displayed on the video monitor.

4 Image Enhance
Check the box to optimize the live video image quality.

Auto Logout
Enter a time in minutes after which the system will automatically logout.
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i Startup Wizard
Check the box to enable the wizard to appear at system startup.

i Navigation Bar
Check the box to enable the navigation bar to be displayed on the video monitor.

Tour Tab

The Tour feature presents an alternating display (much like a slideshow) of the channel(s) you have
set to record. The Tour tab enables you to set the tour interval, split mode, tour type. Make your
selections and then click Save.

Il Enable Tour
Interval 5 Second(5-120)
Window Split View 1 »|
2 [#] channel Group +
1 1 o=
2 2 2
3 [ 3 7
4 B
g s
& -
A T
3 8
b
Motion Tour Type View 1 |
Alarm Tour Type View 1 .v“'
Save | [ Refresh | | Default
Figure 4-90

¥1 Enable Tour
Check the box to enable the tour feature.

Interval
Enter the time in seconds that a channel should be displayed before advancing to the next channel.
The value ranges from 5 to 120s. The default setup is bs.

Windows Split

This section enables you to set how channels are displayed in the tour. The system can support
1/4/8 or 9 windows, depending on the number of channels connected to your device. In the
following figure, a one-window display will be used. Channels 1 through 8 will be displayed in order.
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You can use the + and — buttons to add or delete channels; and use the up and down arrow buttons

to move a channel to a different location in the sequence.

e View 1 displays 1 window

e View 4 displays 4 windows

e View 8 displays 8 windows

iew 1

=
number of  e—F Channel Group o m— 5dd channels
groups S—
1 —— e |ete channels
QroUP NUMBET  e—2 2 zelect all
channels || & e move up list
3 3 S
X mowve down list
- I— W
4 4
5 5
6 6
7 7
a a
Example using Split

View 1 displays 1 window
VWiew 4 displays 4 windows
View B displays B windows

The following example details how to set up add channel groups to a 4- window split and then

change the order in which the channels will be displayed.

1. Use the Window Split drop-down list to select View 4. This configuration contains two

groups:
L]

e Group 2 will simultaneously display channels 5 through 8

Group 1 will simultaneously display channels 1 through 4 for the set interval and then

! J .
2 Channel Group
View 1 1234
‘ ‘ = 2 5678

=

(8]
EEEREHEEE
oy n
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2. Click the + button to add a new channel group. The Add Channel Group dialog opens.

3. Click numbers 1, 3, 5, and 7 to select only odd channels for this new group.

Add Channel Group (X

7 ] e e [
| Save ‘&')J| Cancel |

4. Click Save. Group number 3 is added, which includes only odd channels.

View 4 v|
3 Channel Group .
1 1234 ?
2 [ 5678 —
3 1.3.8.7 =

5. Click the + button again but this time click numbers 2, 4, 6, and 8 to select only even
channels for the new group number 4, and click Save.

6. Torelocate group 4 to be displayed before group 3 in the tour, select group 4 and then click
the up arrow button. Group 4 is now number 3.

View 4 v View 4 v

4 Channel Group _f' 4 Channel Group _f'
1 1234 =, 1 1234 =
2 5.6.7.3 : 2 56.7.3 .
3 1,367 % 3 2468 -
4 245638 E I::> 4 1.3.5.7 %

7. Toremove groups 1 and 2 from the tour without deleting them, click the respective boxes to
clear the checkmarks.
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View 4 v

Channel Group =+
1234 —
5.6.7.8 =
2468

1.3.8.7

BEEOOO

8. To completely remove groups 1 and 2, select them and then click the — button. What were
labeled as groups 3 and 4 are now groups 1 and 2, respectively.

View 4 v/

2 Channel Group [

1 248638 ?

2 1357 =]
A
B

Motion Tour /Alarm Tour Type

Set the type of tour split to show for the Motion Detect Tour/Alarm Tour:
e View 1 displays the 1 window mode.
e View 8 displays the 8 window mode
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4.7.5.4 Alarm Out

This function enables you to set the alarm output mode: auto/manual/stop.

oo
Alarm Type Al 1 2

Auto ® ® ®

IManual & @ @

Stop O C O

Status

Save Refrash
Figure 4-91

4.7.5.5 Default

The Default page enables you to reset default settings to all sections of the Web service from one
location. Here you can select the Channel, Network, Event, Storage, or System sections individually;
or else you can check the All box to select all items. Check the boxes for the sections you wish to

reset and then click the Default button.

All
METWORK EVENT
STORAGE SETTIMG

Default

CAMERA

Figure 4-92
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The Import & Export page provides a method for using parameters set for either the Web Service or

4.7.5.6 Import & Export

local PC-based system and transferring them to the other location.

Import&Export

Import Config File ‘ Browse | ‘ Config Import ‘

Config Export

Figure 4-93

Browse. Click this button to locate and select the file to be imported or exported.

Import. This feature displays an Open dialog that you can use to navigate to and select local PC setup
files to import to the Web Service.

Export. This feature opens a Save As dialog that you can use to export the corresponding Web
Service settings to your local PC.

To perform one of these functions, click the corresponding button and then use the resulting dialog
to navigate to the desired location.

4.7.5.7 Auto Maintenance

The Auto Maintain page enables you to setup automatic system reboots and deletion of old files at
pre-set intervals.

To setup Auto Reboot:
1. Use the drop-down menu to select the day of the week for the reboot.
2. Input the time of day for the reboot.
3. Click Save.
4. Forinstant results, click Manual Reboot.

To setup Auto Delete:
1. Use the drop-down menu to select the frequency of the auto delete.
2. Click Save.
3. Ifyou want to use the auto delete old files function, you must set the file period.

NVR4200 Series User Guide 211



4 Web Service

Auto Maintain

Auto Reboot Saturday ~| 02:00 v

Auto Delete O1d Files | Customized V Kk Days Ago

[Manual Reboot

Save Refresh

Figure 4-94

4.7.5.8 Upgrade
The Upgrade page enables you to install the latest firmware files.

To upgrade you NVR:
1. Click the Browse button.
2. Inthe ensuing dialog, navigate to and select the upgrade file. The filename will have a .bin
extension.
3. Click the Update button. During the upgrade process, do not unplug the power cable or
network cable, or shutdown the device.

During the upgrade process, do not unplug the power cable, network cable, or shutdown the
device.

Select Firmware File | Browse... | | Uparade |

Figure 4-95

Note: Improper upgrade program may result in device malfunction. Please make sure the
operation is operated under the supervision of the professional engineer.
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4.7.5.9 RS232

This dialog is for setting up your RS232 connections.

Function Console v

Baud Rate 115200 ™

Data Bit 8 ™

Stop Bit 1 |

Parity MNane V
Save | ‘ Refresh | | Default

Figure 4-96

The dialog contains five items:

Function
There are various devices for you to select from the dropdown:
e Console (the default) is for use with the COM or software to upgrade or debug the program.
o Keyboard is for controlling the device via a special keyboard.
e Adapter (transparent COM) is for connecting to the PC to transfer data directly.
e Protocol COM is for the Text Overlay function.
o Net Keyboard is for using the network keyboard to control the device.
e PTZ Matrix for connecting to the peripheral matrix control.

Baud Rate
Select the proper baud rate from the dropdown. The defaultis 115200.

Data Bits
Select the proper data bit. The value ranges from 5 to 8. The defaultis 8.

Stop Bits
Select 1 or 2. The defaultis 1.

Parity
Select from five choices: None, Odd, Even, Mark or Null. The default is None.

After completing the setup, click the Save button. The system returns to the previous menu.
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4.7.5.10 PTZ
The Pan/Tilt/Zoom (PTZ) interface is shown in Figure 4-97.

Before setup, check that the following connections are correct:
e PTZ and decoder connection
e Decoder address setup
e Decoder A (B) line connects with NVR A (B) line

Click the Save button after you complete the setup.

The PTZ interface is shown in the following images. Figure 4-97 is the Local interface; Figure 4-98 is

the Remote interface.

=
Channel 2 -
PTZ Type Laocal ]
Frotacol PELCOD ]
Address 1
Baud Rate 9500 ]
Data Bit & vl
Stop Bit 1 ]
Parity hNone [v]
Copy ‘ ‘ Save ‘ | Refresh ‘ ‘ Default
Figure 4-97
=
Channel 1 -
PTZ Type Remote [v]
Copy ‘ ‘ Save | ‘ Refresh | ‘ Default
Figure 4-98

Refer to the following table for detailed information.

Channel
Select channel to which the PTZ camera is connected.
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PTZ Type

There are two options: Local or Remote. Select the Remote type if you are connecting to the network
PTZ.

Protocol
Select the corresponding dome protocol such as PELCO D.

Address
Set the corresponding PTZ camera address. The default value is 1.
Note that your setup here must comply with your PTZ camera address.

Baud Rate
Select the dome baud rate. Default setup is 9600.

Data Bit
Default setup is 8. Set this according to the PTZ camera dial switch setup.

Stop bit
Default setup is 1. Set this according to the PTZ camera dial switch setup.

Parity
Default setup is none. Set this according to the dial switch setup on the PTZ camera.
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4.8 Information (Info)

4.8.1.1 Version

The version screen displays system hardware features, software version, release date, etc. The listed
information is for reference only.

Record Channel: 8

Alarm In 4

Alarm Out 2

SIN: YPA3LQOE5D00026
Web: 3102

System Version: 2.616.0000.0

Build Date: 2014-01-06
Figure 4-99

4.8.1.2 Log

This screen displays the system log. See Figure 4-100. Refer to the following for parameter

information.

Type

Log types include: System Operation, Configuration Operation, Data Operation, Event Operation,
Record Operation, User Management and Log Clear.

Start Time
Set the start time of the requested log.

End time
Set the end time of the requested log.

Search
Select the log type from the drop down list and then click the Search button to view the list.
Click the Stop button to terminate current search operation.

Detailed Information
You can select one item to view detailed information.

Clear
You can click this button to delete all displayed log files. Note that the system does not support clear
by type.

Backup
Click this button to backup log files to the local PC.
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Log
Begin Time | 2014 - 01 - 06 | 00 : 00 : 00 | End Time | 2014 - 01 - 08 | 00 : 00 : 00
Type | Al v] Malched 363 logs Record Time 2014-01-06 09:16:02 ~2014-01-07 13:45:28

Ho. Time Event
1 2014-01-06 09:16:02 Shut down
2 2014-01-08 09:16:02 Bootup
3 2014-01-06 09:16:02 HDD INFO
4 2014-01-06 09:16:22 User logged in
5 2014-01-06 09:41:26 Shut down
g 2014-01-06 09:41:26 Bootup
7 2014-01-06 09:41:26 HDD INFO
8 2014-01-06 09:41:456 User logged in
g 2014-01-06 09:47:17 Shut down
10 2014-01-06 09:47:17 Bootup s

System Log Info

Time: 2014-01-06 09:16:02
Type: Bootup

Contents:

Reboot Symbol: 0x00
Reboot Type: Normal Reboot

MM41/4p MGoTo 1 @

Figure 4-100

4.8.1.3 Online User

The Online User page is shown below in Figure 4-101.

Mo. User Name Group Mame IP Address User Login Time

1 admin admin 10.15.9.152 2013-10-24 04:31:33 PM
2 admin admin 10.15.9.152 2013-10-24 04:21:12 PM
3 admin admin 10.15.6.145 2013-10-24 04:50:01 PM

Figure 4-101
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4.9 Logout

Click the Logout button to log out of the Web Service. The system reverts to the Login dialog. You
must input your username and password to log in again.

Username : |admin |

Password : | |

@ LAN O WAN

J Login H Cancel l

Figure 4-102

4.10 Un-install Web Service
You can use Web un-install tool “uninstall Web.bat” to un-install Web control.

Note: Be sure to close all Web pages before you un-install.
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Appendix A Troubleshooting, Daily Maintenance and Glossary

Troubleshooting

1. NVR does not boot up properly

Possible reasons:

Input power is not correct

Power connection is not securely attached

Power switch button is damaged

Program upgrade version is wrong

HDD malfunction

Seagate DB35.1, DB35.2, SV35 or Maxtor 17-g has a compatibility problem —
Upgrade to the latest version to solve this problem.

Front Panel error

Main board is damaged

2. NVR often automatically shuts down or stops running

Possible reasons:

Input voltage is not stable or it is too low

HDD malfunction

Video signal is not stable

Working environment is too harsh; too much dust
Hardware malfunction

3. System cannot detect hard disk

Possible reasons:

HDD is damaged

HDD ribbon is damaged

HDD cable connection is loose
Main board SATA port is damaged

4. There is no video output whether it is the one-channel, multiple-channel or all-channel

output

Possible reasons:

Program is not compatible—upgrade to the latest version.
Brightness is set to 0. Restore factory default setup.
There is no video input signal or it is too weak

Check the Privacy Mask setup or your screen saver

NVR hardware malfunction
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5. Cannot search local recordings
Possible reasons:
e HDD ribbon is damaged
e HDD is damaged
o Upgraded program is not compatible
e Therecorded file has been overwritten
e The Record function has been disabled

6. Video is distorted when searching local recordings
Possible reasons:
e Video quality setup is too low
e Program read error, bit data is too small. If there is a mosaic pattern in the full screen—
Restart the NVR to solve this problem
e HDD data ribbon error
e HDD malfunction
¢ NVR hardware malfunction

7. Time display is not correct
Possible reasons:
e Setup is not correct
e Battery contact is not correct or voltage is too low
e Crystal is damaged

8. NVR cannot control Pan/Tilt/Zoom (PTZ)
Possible reasons:
e Front panel PTZ error
e PTZ decoder setup, connection or installation is not correct.
e Cable connection is not correct.
e Distance from NVR to PTZ is too long
e PTZ setup is not correct.
e PTZ decoder and NVR protocol is not compatible.
e PTZ decoder and NVR address is not compatible

9. There is a mosaic pattern on the screen—no video when viewing live video or playback file
Possible reasons:
e Poor network quality
e C(Client end resources are limited
e There is a multicast group setup on the NVR. This mode can result in a mosaic screen.
Usually this mode is not recommended.
e Thereis a Privacy Mask or channel protection setup
e Current user does not have proper rights to monitor
¢ NVRlocal video output quality is of poor quality
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10. Cannot login to client end or Web
Possible reasons:
e The ActiveX control has been disabled
e Display card driver needs to be upgraded to dx8.1 or higher
o Network connection error
o Network setup error
e Password or User Name is invalid
e Client end is not compatible with the NVR program

11. Network connection is not stable
Possible reasons:
e Network is not stable
o |P address conflict
e MAC address conflict
e PC or NVR network card is damaged

12. Burner error /USB back error
Possible reasons:
e Burner and NVR are on the same data cable
e System uses too many CPU resources. Stop recording first, and then begin the backup.
e Data amount exceeds the backup device capacity. It may result in burner error.
e Backup device is not compatible
e Backup device is damaged

13. Keyboard cannot control NVR
Possible reasons:
e NVR serial port setup is not correct
e Addressis not correct
e When there are several switchers, power supply is not sufficient
e Transmission distance is too far

14. Alarm signal cannot be disarmed
Possible reasons:
e Alarm setup is not correct
e Alarm output has been opened manually
e Input device error or connection is not correct
e Some program versions may have this problem. Please upgrade your system.

15. Alarm function does not work
Possible reasons:
e Alarm setup is not correct
e Alarm cable connection is not correct
e Alarm input signal is not correct
e There are two loops connected to one alarm device
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16. Recording storage insufficient
Possible reasons:

e Camera quality is too low
o Lensisdirty
e Camerais installed facing a light source
o Camera aperture setup is not correct
e HDD capacity is insufficient
e HDD is damaged

17.Cannot playback the downloaded file
Possible reasons:
e Thereis no media player
e Requires graphic acceleration software upgrade to DXB8.1 or higher
e There is no DivX503Bundle.exe control when you play the file transformed to AVl via the
media player
e Thereis no DivX503Bundle.exe or ffdshow-2004 1012 .exe in Windows XP OS

18.There is no video; the screen is in black
Possible reasons:
e |PCIP addressisincorrect
e |PC port numberisincorrect
e |PC account (user name/password) incorrect

19.The displayed video is incomplete
Possible reasons:
o Cheek the current resolution setup. For example, if the current setup is 1920 x 1080, the
monitor resolution must also be set 1920 x 1080.

20.There is no HDMI output
Possible reasons:
e Disk playeris notin HDMI mode
e HDMI cable connection is improper

21.The video is not fluent when | view in multiple channel mode from the client end
Possible reasons:

e The network bandwidth is insufficient. The multiple-channel monitor operation needs at
least 100M or higher.
e Your PC resources are insufficient.
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o  When using BNC output, the NTSC and PAL setup is not correct. The real-time video
displays in monochrome

22. Real-time video color is distorted
Possible reasons:

¢ NVR and monitor resistance is not compatible
e Video transmission is too long or is excessively degraded
o NVR color or brightness setup is not correct

23. Motion detection function does not work
Possible reasons:
e Period setup is not correct
e Motion detection zone setup is not correct
e Sensitivity is too low
o For some versions, there is a hardware limitation

24. Remote control does not work
Possible reasons:
e Remote control address is not correct
e Distance is too far or control angle is too small
e Remote control battery power is low
e Remote control is damaged or NVR front panel is damaged

25. Cannot connect to the IP Camera
Possible reasons:
e TheIPC has not booted up
e |PC network connection is not online
e ThelPC'sIPisin the blacklist
e The device has to too many connected cameras
e TheIPC port value and time zone are not the same as for the NVR
e Current network environment is not stable

26. After | set the NVR resolution to 1080P the monitor does not display
Possible solution—Restore NVR resolution to the default setup:

e Shut down the device and then reboot. When you reboot, press the Fn button at the
same time and then release after 5 seconds.

27. My admin account has been changed and | cannot log in
Possible solution:
o Use telnet and then input the following command:
cd /mnt/mtd/Config/
rm -rf group
rm -rf password
e Reboot the device to restore the default password
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28. After |l login to the Web, | cannot find the remote interface to add the IPC
Possible solution:

o (Clear the Web controls and load again

29. | can access the internet via the router but | cannot access the internet after | reboot the
NVR
Possible solution:

e Use the PING command to check whether you can connect to the gateway. Use telnet to
access and then use the command “/fconfig —a” to check the device IP address. If you see
that the subnet mask and the gateway has changed after the reboot, upgrade the
applications and set again.
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Daily Maintenance

o Check and maintain the device regularly.

o Regularly use a brush to clean the board, socket connector and chassis.

e Properly ground the device to protect against video disturbances.

e Keep the device away from static or induced voltage.

o Unplug the power cable before you remove the video signal cable or RS485 cable.

e To avoid HDD malfunction, always shut down the device properly using the Shutdown
function in the menu or by pressing the power button on the front panel for at least three
seconds.

e Locate the device away from the direct sunlight or other heating sources.

e Ensure that the device is properly ventilated.
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DHCP. Dynamic Host Configuration Protocol is one of the TCP/IP network protocols principally used

Glossary

to assign temporary IP addresses to computers on a network.

DDNS. Dynamic Domain Name Server is a service that maps Internet domain names to IP addresses.
This service is useful to anyone who wants to operate a server (Web server, mail server, FTP server,
etc.) connected to the Internet with a dynamic IP or to someone who wants to connect to an office
computer or server from a remote location with software.

Dual-stream. The dual-stream technology adopts high-rate bit stream for local HD storage such as
QCIF/CIF/2CIF/DCIF/4CIF encode and one low-rate bit stream for network transmission such as
QCIF/CIF encode. It can balance the local storage and remote network transmission. The dual-stream
can meet the difference band width requirements of the local transmission and the remote
transmission. In this way, the local transmission using high-bit stream can achieve HD storage and
the network transmission adopting low bit stream suitable for the fluency requirements of the 3G
network such as WCDMA, EVDO, TD-SCDMA.

GPS. Global Positioning System is a satellite system, protected by the US military, safely orbiting
thousands of kilometers above the earth.

On-off value. This is the non-consecutive signal sampling and output. It includes remote sampling
and remote output. It has two statuses: 1/0.

PPPoE. Point to Point Protocol over Ethernet is a specification for connecting multiple computer
users on an Ethernet local area network to a remote site. Now the popular mode is ADSL and it
adopts PPPoE protocol.
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Appendix B Specifications
Main Processor Dual-Core embedded processor

Operating System Embedded Linux

Camera Inputs 4 / 8 Channels
Two-way Talk 1 channel input, 1 channel output, RCA
Compression G.711a
| Aarms
Input 4 input channels
Output 2 output channels
Interface 1HDMI, 1 VGA
Resolution 1920x1080, 1280x1024, 1280x720, 1024x768
Display Grids 4 channel model: 1/4;
8 channel model: 1/4/8/9
On Screen Display Camera Title, Time/Date, Video Loss, Camera Lock, Motion Detection,
Recording
Video Compression | H.264 / MJPEG
Resolution 1080p (1920x1080); 720p (1280x720); D1 (704x576/704x480)
Record Rate 200 Mbps
Bit Rate 48 ~ 8192 Kbps
Record Mode Manual, Schedule (Regular [Continuous], MD, Alarm), Stop
Record Interval 1~120 min (default: 60 min), Pre-record: 1~ 30 sec, Post-record: 10 ~ 300 sec
Video Detection and Alarm
Trigger Events Recording, PTZ (Tour, Preset), Alarm, Video Push, Email, FTP, Buzzer, Screen Tips
Video Detection Motion Detection, MD Zones: 396 (22 x18), Video Loss, Camera Blank
Alarm Inputs 4 channels
Relay Outputs 2 channels
Sync. Playback 4 channel model: 1/4;
8 channel model: 1/4/9
Search Mode Time/Date, Alarm, MD and Exact Search (accurate to second), Smart Search

Playback Functions Play, Pause, Stop, Rewind, Fast Play, Slow Play, Next File, Previous File, Next
Camera, Previous Camera, Full Screen, Repeat, Shuffle, Backup Selection, Digital
Zoom

Backup Mode USB Device/Network/ Internal SATA burner
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Ethernet RJ-45 port (10/100/1000Mbps)
PoE Ports 4 ports (IEEE802.3at) and 8 ports (IEEE802.3at)

Network Functions

HTTP, TCP/IP, IPv4/IPv6, RTSP, UDP, SMTP, NTP, DHCP, DNS, IP Filter, PPPOE,
DDNS, FTP, Alarm Server, IP Search (supports ADT IP cameras, DVR, NVS, etc.)

Max User Access

128 users

Smart Phone
Storage

Internal HDD
Auxiliary Interfaces
USB

iPhone, iPad, Android

2 SATA ports, up to 8TB

2 ports (1 Rear USB3.0, 1 Front USB2.0)

RS232

1 port, for PC communications and Keyboard

RS485

1 port, for PTZ control

Power Supply

4 channel model: NVR:12VDC, 4A / PoE: 48VDC, 1.04A
8 channel model: NVR: 100 ~ 240VAC, 50/60 Hz

Power Consumption

NVR: 20W (without HDD) / PoE: 25.5 W max for single port

Environment

14°F~ 131°F(-10°C ~ +55°C); 10% ~ 90% RH

Dimensions (WxHxD)

1U: 14.76 x11.22%x1.97 in (375 x 285 x 50 mm)

Weight

4 channel model: 4.41 Ib (2.0 kg) without HDD;
8 channel model: 5.5 Ib (2.5kg) without HDD
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Appendix C Compatible Network Cameras

Please note all the models in the following list are for reference only.

Manufacturer Model Version Video Encode Protocol

AXIS P1346 5.40.9.2 H264 ONVIF, Private
P3344/P3344-E 5.40.9.2 H264 ONVIF, Private
P5512 — H264 ONVIF, Private
Q1604 5.40.3.2 H264 ONVIF, Private
Q1604-E 5.40.9 H264 ONVIF, Private
Q6034E — H264 ONVIF, Private
Q6035 5.40.9 H264 ONVIF, Private
Q17565 — H264 ONVIF, Private
M7001 — H264 Private
M3204 5.40.9.2 H264 Private
P3367 HEAD LFP4_0 130220 H264 ONVIF
P5532-P HEAD LFP4_0 130220 H264 ONVIF

ACTi ACM-3511 A1D-220-V3.12.15-AC  MPEG4 Private
ACM-8221 A1D-220-V3.13.16-AC MPEG4 Private

Arecont AV1115 65246 H264 Private
AV10005DN 65197 H264 Private
AV2115DN 65246 H264 Private
AV2515DN 65199 H264 Private
AV2815 65197 H264 Private
AV5115DN 65246 H264 Private
AV8185DN 65197 H264 Private

Bosch NBN-921-P — H264 ONVIF
NBC-455-12P — H264 ONVIF
VGbh-825 9500453 H264 ONVIF
NBN-832 66500500 H264 ONVIF
VEZ-211-IWTEIVA  — H264 ONVIF
NBC-255-P 15500152 H264 ONVIF
VIP-X1XF — H264 ONVIF

Brikcom BO100 — H264 ONVIF
D100 — H264 ONVIF
GE-100-CB — H264 ONVIF
FB-100A v1.0.3.9 H264 ONVIF
FD-100A v1.0.3.3 H264 ONVIF

Cannon VB-M400 — H264 Private

CNB MPix2.0DIR XNETM 1120111229 H264 ONVIF
VIPBL1.3MIRVF XNETM2100111229 H264 ONVIF
IGC-2050F XNETM2100111229 H264 ONVIF
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CPPLUS CP-NC9-K 6.E.2.7776 H264 Private, ONVIF
CP-NCOWK 6.E.2.7776 H264 Private
CP-ND10-R cp20111129ANS H264 ONVIF
CP-ND20-R cp20111129ANS H264 ONVIF
CP-NS12W-CR cp20110808NS H264 ONVIF
VS201 cp20111129NS H264 ONVIF
CP-NB20-R cp20110808BNS H264 ONVIF
CP-NT20VL3-R cp20110808BNS H264 ONVIF
CP-NS36W-AR cp20110808NS H264 ONVIF
CP-ND20VL2-R cp20110808BNS H264 ONVIF
CP-RNP-1820 cp2012082 TNSA H264 Private
CP-RNC-TP20FL3C cp20120821NSA H264 Private
CP-RNP-12D cp20120828ANS H264 Private
CP-RNC-DV10 cp20120821NSA H264 Private
CP-RNC-DP20FL2C cp20120821NSA H264 Private

Dynacolor ICS-13 d20120214NS H264 Private, ONVIF
ICS-20W vt20111123NSA H264 Private, ONVIF
NA222 — H264 ONVIF
MPC-IPVD-0313 k20111208ANS H264 Private, ONVIF
MPC-IPVD-0313AF k20111208BNS H264 Private, ONVIF

Honeywell HIDC-1100PT h.2.2.1824 H264 ONVIF
HIDC-1100P h.2.2.1824 H264 ONVIF
HIDC-0100P h.2.2.1824 H264 ONVIF
HIDC-1300V 2.0.0.21 H264 ONVIF
HICC-1300W 2.0.1.7 H264 ONVIF
HICC-2300 2.0.0.21 H264 ONVIF
HDZ20HDX H20130114NSA H264 ONVIF

LG LW342-FP — H264 Private
LNB5100 — H264 ONVIF

Imatek KNC-B5000 — H264 Private
KNC-B5162 — H264 Private
KNC-B2161 — H264 Private

Panasonic NP240/CH - MPEG4 Private
WV-NP502 — MPEG4 Private
WV-SP102H 1.41 H264 Private, ONVIF
WV-SP105H — H264 Private, ONVIF
WV-SP302H 1.41 H264, MPEG4 Private, ONVIF
WV-SP306H 1.4 H264, MPEG4 Private, ONVIF
WV-SP508H — H264, MPEG4 Private, ONVIF
WV-SP509H — H264, MPEG4 Private, ONVIF
WV-SF332H 1.41 H264, MPEG4 Private, ONVIF
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WV-SW316H 1.41 H264, MPEG4 Private, ONVIF
WV-SW355H 1.41 H264, MPEG4 Private, ONVIF
WV-SW352H — H264, MPEG4 Private, ONVIF
WV-SW152E 1.03 H264, MPEG4 Private, ONVIF
WV-SW558H — H264, MPEG4 Private, ONVIF
WV-SW559H — H264, MPEG4 Private, ONVIF
WV-SP105H 1.03 H264, MPEG4 Private, ONVIF
WV-SW155E 1.03 H264, MPEG4 Private, ONVIF
WV-SF336H 1.44 H264, MPEG4 Private, ONVIF
WV-SF332H 1.41 H264, MPEG4 Private, ONVIF
WV-SF132E 1.03 H264, MPEG4 Private, ONVIF
WV-SF135E 1.03 H264, MPEG4 Private, ONVIF
WV-SF346H 1.41 H264, MPEG4 Private, ONVIF
WV-SF342H 1.41 H264, MPEG4 Private, ONVIF
WV-SC385H 1.08 H264, MPEG4 Private, ONVIF
WV-SC386H 1.08 H264, MPEG4 Private, ONVIF
WV-SP539 1.66 H264, MPEG4 ONVIF
DG-SC385 1.66 H264, MPEG4 ONVIF

PELCO IXSOLW 1 :g'(:ézz(_); 11_2211 % H264 Private
IDE20DN 1.7.41.9111-03.6725 H264 Private
D5118 1.7.8.9310-A1.5288 H264 Private
IM10C10 1.6.13.9261-02.4657 H264 Private
DD4N-X 01.02.0015 MPEG4 Private
DD423-X 01.02.0006 MPEG4 Private
D5220 S e0129014 " e Private

Samsung SNB-3000P 2.41 H264, MPEG4 Private, ONVIF
SNP-3120 1.22_110120_1 H264, MPEG4 Private, ONVIF
SNP-3370 1.21_.110318 MPEG, Private
SNB-5000 2.10_111227 H264, MPEG4 Private, ONVIF
SND-5080 — H264, MPEG4 Private
SNZ-5200 1.02_110512 H264, MPEG4 Private, ONVIF
SNP-5200 1.04_110825 H264, MPEG4 Private, ONVIF
SNB-7000 1.10_110819 H264 Private, ONVIF
SNB-6004 V1.0.0 H264 ONVIF

Sony SNC-DH110 1.50.00 H264 Private, ONVIF
SNC-CH120 1.50.00 H264 Private, ONVIF
SNC-CH135b 1.73.01 H264 Private, ONVIF
SNC-CH140 1.50.00 H264 Private, ONVIF
SNC-CH210 1.73.00 H264 Private, ONVIF
SNC-DH210 1.73.00 H264 Private, ONVIF
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SNC-DH240 1.50.00 H264 Private, ONVIF
SNC-DH240-T 1.73.01 H264 Private, ONVIF
SNC-CH260 1.74.01 H264 Private, ONVIF
SNC-CH280 1.73.01 H264 Private, ONVIF
SNC-RH-124 1.73.00 H264 Private, ONVIF
SNC-RS46P 1.73.00 H264 Private, ONVIF
SNC-ER550 1.74.01 H264 Private, ONVIF
SNC-ER580 1.74.01 H264 Private, ONVIF
SNC-ER580 1.78.00 H264 ONVIF
SNC-VM631 1.4.0 H264 ONVIF
WV-SP306 1.61.00 H264, MPEG4 SDK
WV-SP306 1.61.00 H264 ONVIF
SNC-VB600 1.5.0 H264 Private
SNC-VM600 1.5.0 H264 Private
SNC-VB630 1.5.0 H264 Private
SNC-VM630 1.5.0 H264 Private

SANYO VCC-HDN4000PC — H264 ONVIF
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Appendix D Compatible Backup Devices

Compatible USB Drives
Manufacturer Model Capacity
Aigo L8315 16GB
Kingax Super Stick 128M
Kingax Super Stick 256M
Kingax Super Stick 512M
Kingax Super Stick 1G
Kingax Super Stick 2G
Kingston DataTraveler I 1G
Kingston DataTraveler Il 2G
Kingston DataTraveler 1G
Kingston DataTraveler 2G
Kingston Data Traveler 1G
Kingston Data Traveler 16GB
Kingston Data Traveler 32GB
Kingston Data Traveler Locker+ 32GB
Lexar Lexar 256MB
Maxell USB Flash Stick 128M
Maxell USB Flash Stick 256M
Maxell USB Flash Stick 512M
Maxell USB Flash Stick 1G
Maxell USB Flash Stick 2G
Netac U210 128M
Netac U210 256M
Netac U210 512M
Netac U210 1G
Netac U210 2G
Netac U208 4G
Netac u228 8GB
Sandisk Cruzer Micro 512M
Sandisk Cruzer Micro 1G
Sandisk Cruzer Micro 2G
Sandisk Cruzer Freedom 256M
Sandisk Cruzer Freedom 512M
Sandisk Cruzer Freedom 1G
Sandisk Cruzer Freedom 2G
SanDisk Cruzer Micro 2G
SanDisk Cruzer Micro 8G
SanDisk Ti Cool 2G
SanDisk Hongjiao 4G
Sandisk 250 16GB
Teclast Ti Cool 128M
Teclast Ti Cool 256M
Teclast Ti Cool 512M
Teclast Ti Cool 1G
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Compatible SD Cards
‘ Brand Standard Capacity Card Type ‘
Kingston SDHC4 4GB SD
Kingston SD 2GB SD
Kingston SD 1GB SD
Sandisk SDHC2 8GB Micro-SD
Sandisk SD 1GB Micro-SD
Transcend SDHC6 16GB SD
Compatible Portable HDDs
‘ Brand Model Capacity ‘
Aigo H8169 500GB
lomega lomega RPHD-CG" RNAJ50U287 250GB
Netac Netac 80G
Newsmy Liangjian 320GB
Seagate FreeAgent Go(ST905003F) 500GB
WD Elements WCAVY 1205901 1.5TB
WD Elements WDBAAR5000ABK-00 500GB
WD Elements WDBAAUOO 15HBK-00 1.5TB
YDStar YDstar HDD box 40G

Compatible SATA DVD Burners

Manufacturer Model

LG GH22NS30
Pioneer NVR-217CH
Pioneer NVR-215CHG
Samsung TS-H653 Ver. A
Samsung TS-H653 Ver.F
Samsung SH-224BB/CHXH
SONY DRU-V200S
SONY DRU-845S

SONY AW-G170S

Compatible USB DVD Burners

Note: Upgrade the NVR firmware to the latest version to ensure the accuracy of the table below.

Manufacturer Model ‘
Benq TW200D
Samsung SE-S084
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‘ Manufacturer Series Model Capacity Port Mode ‘
Hitachi prachiCinemaStar™  1icp725050GLA380 500G SATA
Hitachi ach inemaStar™  HCT721050SLA360 500G SATA
Hitachi o iemaStar™  CT7210755LA360 750G SATA
Hitachi ach LinemaStar™  HCT721010SLA360 17 SATA
Maxtor DiamondMax 20 STM3320820AS 320G SATA
Maxtor DiamondMax 20 STM3250820AS 250G SATA
Samsung Samsung—HA HA500LJ/CE 500G SATA
Samsung Samsung—HA HA751LJ 750G SATA
Samsung Samsung—HA HA101UJ/CE 1T SATA
Samsung Samsung—HD HD502HI/CEC 500G SATA
Samsung Samsung—HD HD103SI/CEC 1T SATA
Samsung Samsung—HD HD154Ul/CE 1.65T SATA
Seagate Seagate SV35.1 ST3250824SV 250G SATA
Seagate Seagate SV35.1 ST3500641SV 500G SATA
Seagate Seagate SV35.2 ST3250820SV 250G SATA
Seagate Seagate SV35.2 ST3320620SV 320G SATA
Seagate Seagate SV35.2 ST3500630SV 500G SATA
Seagate Seagate SV35.2 ST3750640SV 750G SATA
Seagate Seagate SV35.3 ST3250310SV 250G SATA
Seagate Seagate SV35.3 ST3500320SV 500G SATA
Seagate Seagate SV35.3 ST3750330SV 750G SATA
Seagate Seagate SV35.3 ST31000340SV 1T SATA
Seagate Seagate SV35.4 ST3320410SV 320G SATA
Seagate Seagate SV35.4 ST3250311SV 250G SATA
Seagate Seagate SV35.5 ST3500410SV 500G SATA
Seagate Seagate SV35.5 ST3500411SV 500G SATA
Seagate Seagate SV35.5 ST31000525SV 1T SATA
Seagate Seagate SV35.5 ST31000526SV 1T SATA
Seagate Seagate SV35.5 ST1000VX000 1T SATA
Seagate Seagate SV35.5 ST2000vX003 2T SATA
Seagate Seagate SV35.5 ST2000VX002 2T SATA
Seagate Seagate SV35.5 ST2000VX000 2T SATA
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Seagate Seagate SV35.5 ST3000VX000 3T SATA
Seagate Seagate Pipeline HD ST3320410CS 320G SATA
Seagate Seagate Pipeline HD ST3320310CS 320G SATA
Seagate Seagate Pipeline HD ST3500422CS 500G SATA
Seagate Seagate Pipeline HD ST3500321CS 500G SATA
Seagate Seagate Pipeline HD2 ST3250412CS 250G SATA
Seagate Seagate Pipeline HD2 ST3320311CS 250G SATA
Seagate Seagate Pipeline HD2 ST3500414CS 500G SATA
Seagate Seagate Pipeline HD2 ST3500312CS 500G SATA
Seagate Seagate Pipeline HD2 ST31000424CS 1T SATA
Seagate Seagate Pipeline HD2 ST31000322CS 1T SATA
Seagate Seagate Pipeline HD2 ST1000VMO002 1T SATA
Seagate Seagate Pipeline HD2 ST1500VMO002 1T SATA
Seagate Seagate Pipeline HD2 ST2000VMO002 2T SATA
Seagate Seagate Pipeline HD2 ST2000VMO0O03 2T SATA
Seagate

Seagate Constellation ES ST3500514NS 500G SATA
Seagate

Seagate Constellation ES ST31000524NS 1T SATA
Seagate

Seagate Constellation ES ST32000644NS 2T SATA
Seagate

Seagate Constellation ES ST2000NMOO11 2T SATA
Seagate

Seagate Constellation ES ST1000NMOO11 1T SATA
Seagate

Seagate Constellation ES ST500NMOO011 500G SATA
Seagate

Seagate Constellation ES ST2000NMO0031 2T SATA
Seagate

Seagate Constellation ES ST1000NMOO031 1T SATA
Seagate

Seagate Constellation ES ST500NMO0031 500G SATA
Seagate

Seagate Constellation ES ST2000NMO0O051 2T SATA
Seagate

Seagate Constellation ES ST1000NMOO051 1T SATA
Seagate

Seagate Constellation ES ST500NMO051 500G SATA
Seagate

Seagate Constellation ES.2 ST33000650NS 3T SATA

Seagate Seagate ST32000645NS oT SATA

Constellation ES.2
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Seagate giiﬂf;ﬁa ionEsy  ST33000651NS 3T SATA
Seagate giiﬂf;ﬁa ionEsy  ST32000646NS val SATA
Seagate Seagate ., ST33000652NS 3T SATA
Seagate gﬁiﬁf;ﬁa onEsy  ST32000647NS oT SATA
Western Digital  Cariar SE WD3200JD 320G SATA
Western Digital ~ Cariar SE WD3000JD 300G SATA
Western Digital ~ Cariar SE WD2500JS 250G SATA
Western Digital ~ Cariar SE16 WD7500KS 750G SATA
Western Digital  Cariar SE16 WD5000KS 500G SATA
Western Digital  Cariar SE16 WD4000KD 400G SATA
Western Digital  Cariar SE16 WD3200KS 320G SATA
Western Digital  Cariar SE16 WD2500KS 250G SATA
Western Digital WD Caviar SE16 WD2500YS-01SHBO 250G SATA
Western Digital WD Caviar RE16 WD3200YS-01PGBO 320G SATA
Western Digital WD Caviar RE2 WD5000YS-01MPBO 500G SATA
Western Digital WD AV—AVJS WD2500AVJS-63WDAO 500G SATA
Western Digital WD AV—AVJS WD3200AVJS-63WDAO 320G SATA
Western Digital WD AV—AVJS WD5000AVJS-63YJAO 500G SATA
Western Digital WDAV-GP—AVCS WD5000AVCS-63H1B1 500G SATA
Western Digital WDAV-GP—AVCS WD7500AVCS-63ZLB0O 750G SATA
Western Digital WDAV-GP—AVCS WD3200AVCS 320G SATA
Western Digital WDAV-GP—AVCS WD2500AVCS 250G SATA
Western Digital WDAV-GP—EVCS WD 10EVCS-63ZLBO 1T SATA
Western Digital WDAV-GP—EVCS WD20EVCS-63ZLBO 2T SATA
Western Digital WDAV-GP—AVVS WD3200AVVS-63L2B0 320G SATA
Western Digital WDAV-GP—AVVS WD5000AVVS-63ZWBO 500G SATA
Western Digital WDAV-GP—AVVS WD7500AVVS-63E1B1 750G SATA
Western Digital WDAV-GP—AVVS WD7500AVVS-63E1B1 750G SATA
Western Digital WDAV-GP—EVVS WD 10EVVS-63E1B1 1T SATA
Western Digital WDAV-GP—EVDS WD 10EVDS-63N5B 1 1T SATA
Western Digital WDAV-GP—EVDS WD 15EVDS-63V9BO0O 1.6T SATA
Western Digital WDAV-GP—EVDS WD20EVDS-63T3BO 2T SATA
Western Digital ~WDAV-GP—AVDS WD5000AVDS-63U7B0 500G SATA
Western Digital WD AV-GP WD30EURS 3T SATA
Western Digital WD AV-GP WD25EURS 25T SATA
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‘ Manufacturer Series Model Capacity Port Mode ‘
Western Digital WD AV-GP WD20EURS 2T SATA
Western Digital WD AV-GP WD 15EURS 1.5T SATA
Western Digital WD AV-GP WD 10EURS 1T SATA
Western Digital WD AV-GP WD 10EURX 1T SATA
Western Digital WD AV-GP WD7500AURS 750G SATA
Western Digital WD AV-GP WD7500AVDS 500G SATA
Western Digital WD AV-GP WD500AVDS 500G SATA
Western Digital WD AV-GP WD 10EUCX 1T SATA

Compatible 2.5-inch HDDs

‘ Manufacturer Series Model ‘ Capacity
Seagate ST1000LMO024 1T SATA
Seagate ST500LMO12 500G SATA
Seagate ST9320325AS 320G SATA
Westem Digital WD 10JPVX 1T SATA
Westem Digital WD5000LPVX 500G SATA
Westem Digital WD3200LPVX 320G SATA
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Appendix F Compatible CD/DVD
Devices

Appendix F Compatible CD/DVD Devices

Manufacturer Model Port Type Type ‘
BenQ 5232WI USB DVD-RW
Panasonic SW-9588-C SATA DVD-RW
Samsung TS-H653A SATA DVD-RW
Sony AW-G170S SATA DVD-RW
Sony DRX-S50U USB DVD-RW
Sony DRX-S70U USB DVD-RW
Sony DRX-S50U USB DVD-RW
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Appendix G Compatible Displays

Appendix G Compatible Displays

Refer to the following table for compatible displays.

Brand Model Dimension (in inches)
BENQ (LCD) ET-0007-TA 19-inch (wide screen)
BENQ (LCD) Q774 17-inch

BENQ (LCD) Q7T3 17-inch

BENQ (LCD) G900HD 18.5-inch

BENQ (LCD) G2220HD 22-inch

DELL (LCD) E178FPc 17-inch

HFNOVO (CRT) LXB-FD17069HB 17-inch

HFNOVO (CRT) LXB-HF769A 17-inch

HFNOVO (CRT) LX-GJ556D 17-inch

LENOVO (LCD) LXB-L17C 17-inch

LG (LCD) W1942SP 19-inch

LG (LCD) W2243S 22-inch

LG (LCD) W2343T 23-inch

PHILIPS (LCD) 230E 23-inch

PHILIPS (LCD) 220CW9 23-inch

PHILIPS (LCD) 220BW9 24-inch

PHILIPS (LCD) 220EW9 25-inch

Samsung (LCD) 2494HS 24-inch

Samsung (LCD) P2350 23-inch

Samsung (LCD) P2250 22-inch

Samsung (LCD) P2370G 23-inch

Samsung (LCD) 2043 20-inch

Samsung (LCD) 2243EW 22-inch

Samsung (LCD) SMT-1922P 19-inch

Samsung (LCD) T190 19-inch

Samsung (LCD) T240 24-inch

SANGSUNG (LCD) 225BW 22-inch (wide screen)
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Navigation Bar, 7
Network Camera List, 229
Network Disconnection, 79, 788
Network Setup, 43, 749
Auto Register, 57, 159
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Overview, 7
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Right-click Menu, 4
Specifications, 227
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Overlay

Video, 40, 146
Overview, 7

P

Pan/Tilt/Zoom. See PTZ
Playback, 70, 75, 135
by Time, 75
Mark, 76
PPPoOE Setup, 46, 152
Preview, 6, 126
PTZ, 96, 131,214
3D Intelligent Positioning, 98, 137
Aux, 704, 133
Border, 703
Panel, 98, 137
Pattern, 702, 132
Preset, 700, 132
Rotate, 704
Setup, 96, 214
Speed, 98
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Real-time Monitor, 6, 130
Rear Panel, 3
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Schedule, 82, 190
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Right-click Menu, 4
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RS232, 95,213
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Snapshot, 27, 7197
Search and Playback, 70, 7135
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Setup
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Alarm Out, 87, 270
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Conditions, 36, 742
Date and Time, 90, 798
Default, 777, 270
Display, 92, 205
Encode, 38, 744
FTP, 53, 794
Holiday, 97, 799
Image, 36, 142
Import & Export, 770, 21717
Log, 720, 2176
Motion Detection, 64, 765
Online User, 277
PTZ, 96, 137, 214
Remote Device, 37, 740
RS232,21713
Snapshot, 20, 745
Tampering, 68, 773
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Upgrade, 35, 7112, 148, 212
Video Loss, 77, 170
Video Overlay, 40, 7146
Web Service, 740
Shutdown, 722, 2178
Smart Search
Motion Detection, 74
Snapshot, 20, 41, 145
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Trigger, 22
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Startup, 4
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Tour Setup, 62, 206
Troubleshooting, 279
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Uninstall
Web Service, 278
Upgrade
Camera, 35, 7148
System, 772,212
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Version, 775,276
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Video Detect, 60
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